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CrowdStrike Falcon Administrator Sample Questions (Q130-Q135):
NEW QUESTION # 130 
When a Linux host is in Reduced Functionality Mode (RFM) what telemetry and protection is still offered?

A. The sensor would function as normal
B. The sensor provides no protection, and only collects Sensor Heart Beat events
C. The sensor would provide protection as normal, without event telemetry
D. The sensor would provide minimal protection
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Answer: D

Explanation:
When a Linux host is in Reduced Functionality Mode (RFM), the sensor would provide minimal protection. RFM is a mode that
limits the sensor's functionality due to license expiration, network connectivity loss, or certificate validation failure. When a Linux
sensor is in RFM, it will only provide basic prevention capabilities, such as blocking known malware hashes and preventing script
execution from the /tmp directory. The sensor will not send any telemetry or detection events to the Falcon platform, and will not
receive any policy or update changes from the Falcon cloud.

NEW QUESTION # 131 
When editing an existing IOA exclusion, what can NOT be edited?

A. The exclusion name
B. The hosts groups
C. The IOA name
D. All parts of the exclusion can be changed

Answer: C

Explanation:
When editing an existing IOA exclusion, the IOA name cannot be edited. An IOA (indicator of attack) exclusion allows you to
define custom rules for excluding suspicious behavior from detection or prevention based on process execution, file write, network
connection, or registry events. The IOA name is a predefined name that identifies the type of IOA behavior that you want to
exclude, such as "Suspicious Process Execution - Script Interpreter Executing File". The IOA name cannot be changed when editing
an existing IOA exclusion, as it is linked to a specific IOA rule in the Falcon platform. However, you can edit other parts of the IOA
exclusion, such as the exclusion name, the hosts groups, and the filter criteria.

NEW QUESTION # 132 
What is the purpose of using groups with Sensor Update policies in CrowdStrike Falcon?

A. To group hosts according to the order in which Falcon was installed, so that updates are installed in the same order every
time
B. To prioritize the order in which Falcon updates are installed, so that updates are not installed all at once leading to network
congestion
C. To group hosts with others in the same business unit
D. To allow the controlled assignment of sensor versions onto specific hosts

Answer: D

Explanation:
The purpose of using groups with Sensor Update policies in CrowdStrike Falcon is to allow the controlled assignment of sensor
versions onto specific hosts. This allows users to manage the sensor updates for different hosts based on their needs and
preferences, such as testing, staging or production. The other options are either incorrect or not related to using groups with Sensor
Update policies.

NEW QUESTION # 133 
What type of information is found in the Linux Sensors Dashboard?

A. Private Information Accessed, Archiving Tools ?Exfil, Files Made Executable
B. Hidden File execution, Execution of file from the trash, Versions Running with Computer Names
C. Hosts by Kernel Version, Shells spawned by Root, Wget/Curl Usage
D. Versions running, Directory Made Invisible to Spotlight, Logging/Auditing Referenced, Viewed, or Modified

Answer: C

Explanation:
The type of information that is found in the Linux Sensors Dashboard is Hosts by Kernel Version, Shells spawned by Root,
Wget/Curl Usage. The Linux Sensors Dashboard is a dashboard that provides an overview of the Linux hosts in your environment



that have Falcon sensors installed.
You can use this dashboard to monitor the health and activity of your Linux hosts, such as their kernel versions, root shell usage,
network communication, detections, and preventions.

NEW QUESTION # 134 
Under the "Next-Gen Antivirus: Cloud Machine Learning" setting there are two categories, one of them is "Cloud Anti-Malware"
and the other is:

A. Advanced Machine Learning
B. Sensor Anti-Malware
C. Execution Blocking
D. Adware & PUP

Answer: D

Explanation:
With EDR license, if you go to "Audit logs > Machine-learning prevention monitoring", three options appear: Cloud Anti-malware,
Sensor Anti-malware and Adware&PUP. Therefore, answer is A.
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