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ECCouncil Certified Ethical Hacker Exam (CEHv13) 312-50v13
Prüfungsfragen mit Lösungen (Q74-Q79):
74. Frage 
You are working as a threat intelligence analyst for a fintech startup that recently discovered a spike in credential stuffing attempts
against its admin panel. The security team believes this may be due to leaked internal files circulating on underground forums. You
are tasked with investigating potential exposure on the dark web without directly interacting with any service or forum. You decide
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to use advanced search filters to identify documents hosted on hidden services that may contain sensitive access details. The team
suspects these documents might include account-related keywords in their titles.
Which of the following search queries would best support this investigation?

A. filetype:docx intitle:"user accounts" site:onion
B. filetype:docx intitle:"login credentials"
C. filetype:pdf intitle:"secure login" site:onion
D. filetype:pdf intitle:"admin access" site:onion

Antwort: D

Begründung:
This task describes passive reconnaissance using advanced search operators, a technique covered in CEH as search engine
reconnaissance or Google dorking. The objective is to find potentially exposed documents on hidden services while avoiding direct
interaction with forums or services. The most important element in the query is restricting results to hidden service domains using the
site:onion operator. Any option that does not include site:onion is less suitable because it will return results from the public web rather
than from .onion resources.
Option A is the strongest fit because it combines three high-value filters: filetype:pdf to focus on document artifacts that are
commonly leaked or shared, intitle:"admin access" to target titles suggesting privileged access or administrative information, and
site:onion to restrict the scope to hidden services. In CEH reporting and threat intelligence workflows, targeting high-signal keywords
such as admin access, credentials, password list, or vpn access in document metadata is a practical way to identify likely leak
sources without active engagement.
Option B lacks site:onion, so it fails the hidden-service requirement. Option C includes site:onion but the phrase secure login is more
generic and may return many benign pages, reducing precision. Option D includes site:onion and filetype targeting, but user accounts
is broader and less indicative of immediate access data than admin access. Therefore, A best supports efficient passive discovery of
high-risk documents relevant to credential exposure on hidden services.

75. Frage 
_________ is a type of phishing that targets high-profile executives such as CEOs, CFOs, politicians, and celebrities who have
access to confidential and highly valuable information.

A. Vishing
B. Whaling
C. Spear phishing
D. Phishing

Antwort: B

76. Frage 
In the bustling city of Chicago, Illinois, ethical hacker Sophia Nguyen is contracted by TaskFlow Systems, a
U.S.-based project management provider, to review the security of its template upload feature. During testing, Sophia discovers that
by modifying the input parameters in an upload request, she can trick the application into retrieving sensitive files from the server's
local directories. This flaw allows her to view internal configuration files that should never be exposed through the web interface. She
records her findings in a report for TaskFlow's security team.
Which vulnerability is this?

A. Cookie Poisoning
B. Insecure Deserialization
C. Local File Inclusion
D. File Injection

Antwort: C

Begründung:
The behavior described-manipulating request parameters so the application retrieves and exposes files from the server's local
directories-is characteristic of Local File Inclusion (LFI). LFI occurs when an application uses user-controllable input to construct a
file path (often for templates, language files, includes, or uploads) and fails to properly validate or constrain it. An attacker can then
supply values such as relative path traversal sequences to force the application to access unintended local resources, leading to
disclosure of sensitive files (configuration files, credentials, keys, environment files) and sometimes further impact depending on



context.
In the scenario, Sophia is testing a "template upload feature," then "modifying the input parameters in an upload request" to "trick the
application into retrieving sensitive files from the server's local directories," allowing her to view internal configuration files. That is a
textbook LFI outcome: unauthorized read access to local files through a web interface, caused by improper input validation and
insecure file path handling.
Why the other options are less accurate:
Insecure deserialization (A) involves unsafe processing of serialized objects, often leading to remote code execution; it is not about
retrieving local files via path manipulation.
Cookie poisoning (B) is tampering with cookie values to escalate privileges or alter application behavior; it does not inherently
explain local file retrieval.
File injection (C) is a broader term and can refer to multiple file-related abuses, but the specific pattern of including or reading local
files via parameters is most precisely labeled Local File Inclusion.
Therefore, the correct answer is D. Local File Inclusion.

77. Frage 
What is the most plausible attack vector an APT group would use to compromise an IoT-based environmental control system?

A. Exploiting zero-day firmware vulnerabilities
B. DDoS attack
C. Encrypted MitM attack
D. Using stolen user credentials

Antwort: A

Begründung:
According to CEH v13 Mobile, IoT, and OT Hacking, Advanced Persistent Threat (APT) groups prioritize stealth, persistence, and
long-term control. In IoT environments, the most attractive and effective entry point is firmware-level zero-day vulnerabilities.
IoT devices often:
Run outdated or proprietary firmware
Lack regular patching mechanisms
Operate with high privileges
Have minimal monitoring
Exploiting a zero-day vulnerability in firmware allows attackers to gain deep, persistent access that survives reboots and avoids
traditional security controls. This aligns directly with APT objectives.
Credential theft (Option B) is common but less reliable for IoT systems. Encrypted MitM (Option C) is complex and less persistent.
DDoS (Option D) disrupts services but does not provide control.
CEH v13 explicitly identifies firmware exploitation as the primary APT vector in IoT and OT environments.
Therefore, Option A is correct.

78. Frage 
A large mobile telephony and data network operator has a data center that houses network elements. These are essentially large
computers running on Linux. The perimeter of the data center is secured with firewalls and IPS systems.
What is the best security policy concerning this setup?

A. As long as the physical access to the network elements is restricted, there is no need for additional measures.
B. There is no need for specific security measures on the network elements as long as firewalls and IPS systems exist.
C. Network elements must be hardened with user ids and strong passwords. Regular security tests and audits should be
performed.
D. The operator knows that attacks and down time are inevitable and should have a backup site.

Antwort: C

79. Frage
......
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