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HE #44
Which of the following statements on static Pods is true?

A. The kubelet can run static Pods that span muiltiple nodes, provided that it has the necessary privileges fromthe API server.
B. The kubelet can run a maximum of 5 static Pods on each node.

C. The kubelet only deploys static Pods when the kube-scheduler is unresponsive.

D. The kubelet schedules static Pods local to its node without going through the kube-scheduler, making tracking and
managing them difficult.

Ef#: D

A :

* Static Podsare managed directly by thekubeleton each node.

* They arenot scheduled by the kube-schedulerand always remain bound to the node where they are defined.
* Exact extract (Kubernetes Docs - Static Pods):

* "Static Pods are managed directly by the kubelet daemon on a specific node, without the API server. They do not go through the
Kubernetes scheduler.”

* Clarifications:

* A: Static Pods do not span multiple nodes.

* B: No hard limit of 5 Pods per node.

* D: They are not a fallback mechanism; kubelet always manages them regardless of scheduler state.
References:

Kubernetes Docs - Static Pods: https:/kubernetes.io/docs/tasks/configure-pod-container/static-pod/

HR #45
You want to minimize security issues in running Kubernetes Pods. Which of the following actions can help achieve this goal?

A. Deploying Pods with randomly generated names to obfuscate their identities.

B. Inplement Pod Security standards in the Pod's YAML configuration.

C. Running Pods with elevated privileges to maximize their capabilities.

D. Sharing sensitive data among Pods in the same cluster to improve collaboration.

EfE: B

R :

* Pod Security Standards (PSS):

* Kubernetes providesPod Security Admission (PSA)to enforce security controls based on policies.
* Official extract: "Pod Security Standards define different isolation levels for Pods. The standards focus on restricting what Pods
can do and what they can access."

* The three standard profiles are:

* Privileged: unrestricted (not recommended).

* Baseline: minimal restrictions.

* Restricted: highly restricted, enforcing least privilege.

* Why option C is correct:

* Applying Pod Security Standards in YAML ensures Pods adhere tobest practiceslike:

* No root user.

* Restricted host access.

* No privilege escalation.

* Seccomp/AppArmor profiles.

* This directly minimizes security risks.

* Why others are wrong:

* A:Sharing sensitive data increases risk of exposure.

* B:Running with elevated privileges contradicts least privilege principle.
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* D:Random Pod names donotcontribute to security.

References:

Kubermnetes Docs - Pod Security Standards: https:/kubernetes.io/docs/concepts/security/pod-security- standards/ Kubernetes Docs
- Pod Security Admission: httpsz/kubernetes.io/docs/concepts/security/pod-security- admission/

I #46
‘What was the name of the precursor to Pod Security Standards?

A. Kubernetes Security Context
B. Pod Security Policy

C. Container Security Standards
D. Container Runtime Security

Ef#: B

R -

* Kubernetes originally had a feature calledPodSecurityPolicy (PSP), which provided controls to restrict pod behavior.

* Official docs:

* "PodSecurityPolicy was deprecated in Kubernetes v1.21 and removed m v1.25."

* "Pod Security Standards (PSS) replace PodSecurityPolicy (PSP) with a sinpler, policy- driven approach.”

* PSP was often complex and hard to manage, so it was replaced by Pod Security Admission (PSA) which enforcesPod Security
Standards.

References:

Kubernetes Docs - PodSecurityPolicy (deprecated): https://kubernetes.io/docs/concepts/security/pod- security-policy/ Kubernetes
Blog - PodSecurityPolicy Deprecation: https:/kubernetes.io/blog/2021/04/06/podsecuritypolicy- deprecation-past-present-and-
future/
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Which of the following statements best describes the role of the Scheduler in Kubernetes?

A. The Scheduler is responsible for ensuring the security of the Kubernetes cluster and its components.

B. The Scheduler is responsible for assigning Pods to nodes based on resource availability and other constraints.
C. The Scheduler is responsible for monitoring and managing the health of the Kubernetes cluster.

D. The Scheduler is responsible for managing the deployment and scaling of applications in the Kubernetes cluster.

IEf#: B

fiR .-

* TheKubernetes Schedulerassigns Pods to nodes based on:

* Resource requests & availability (CPU, memory, GPU, etc.)

* Constramts (affinity, taints, tolerations, topology, policies)

* Exact extract (Kubernetes Docs - Scheduler):

* "The scheduler is a control plane process that assigns Pods to Nodes. Scheduling decisions take into account resource
requirenents, affinity/anti-affinity, constraints, and policies."

* Other options clarified:

* A: Monitoring cluster health is theController Manager's/kubelet's job.

* B: Security is enforced throughRBAC, admission controllers, PSP/PSA, not the scheduler.

* C: Deployment scaling is handled by theController Manager(Deployment/ReplicaSet controller).
References:

Kubernetes Docs - Scheduler: https://kubernetes.io/docs/concepts/scheduling-eviction/kube-scheduler/

B #48
What is Grafana?

e A, A platform for monitoring and visualizing time-series data.
¢ B. A cloud-native distributed tracing system for monitoring microservices architectures.
e (. A container orchestration platform for managing and scaling applications.



¢ D. A cloud-native security tool for scanning and detecting vulnerabilities in Kubernetes clusters.
EE: A

RN -

* Grafana:An open-source analytics and visualization platform widely used with Prometheus, Loki, etc.

* Exact extract (Grafana Docs):"Grafana is the open-source analytics and monitoring solution for every database. It allows you to
query, visualize, alert on, and understand your metrics no matter where they are stored."

* A is wrong'That describesJaeger(distributed tracing).

* B is wrongThat'sKubernetesitself.

* D is wrong That's Trivy/Aqua/Prismatype tools.

References:

Grafana Docs: https:/grafana.com/docs/grafana/latest/
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