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A developer is creating an AWS Lambda finction that needs network access to private resources ina VPC.

¢ A Configure an AWS PrivateLink endpoint for the private resources. Configure the Lambda function to reference the
PrivateLink endpoint.

¢ B. Attach the Lambda function to the VPC through private subnets. Create a security group that allows network access to the
private resources. Associate the security group with the Lambda function.

e C. Configure a VPC endpoint connection for the Lambda function. Set up the VPC endpoint to route traffic through a NAT
gateway.

¢ D. Configure the Lambda function to route traffic through a VPN connection. Create a security group that allows network
access to the private resources. Associate the security group with the Lambda function.

Answer: B

Explanation:

Comprehensive Detailed Step by Step Explanation with All AWS Developer Reference:

‘When you need to provide an AWS Lambda finction access to private resources ina VPC, the most common and straightforward
approach is to attach the Lambda fimction to a VPC via private subnets. Once the Lambda function is associated with the VPC, you
need to configure appropriate security groups to control the access to the private resources.

Lambda with VPC Access: Lambda functions can be attached to private subnets in a VPC, allowing them to access resources like
RDS, EC2, or mnternal services within that VPC.

Security Groups: A security group acts as a virtual firewall for the Lambda fimction, ensuring that it can access only the necessary
resources and ports in the VPC.

Alternatives:

Option B mvolves routing traffic through a VPN, which adds unnecessary complexity and operational overhead compared to simply
attaching the Lambda to the VPC.

Option C requires configuring a VPC endpoint and a NAT gateway, which can be complex and costly.

Option D refers to AWS PrivateLink, which is used to access services over private connections, but it's unnecessary in this scenario
unless you need a cross- VPC connection.

Reference:

Lambda finctions na VPC

NEW QUESTION # 26

An e-commerce web application that shares session state on-premises is being migrated to AWS.

The application must be fault tolerant, natively highly scalable, and any service interruption should not affect the user experience.
What is the best option to store the session state?

A. Enable session stickiness using elastic load balancers.
B. Store the session state in Amazon S3.

C. Store the session state in Amazon CloudFront.

D. Store the session state in Amazon ElastiCache.

Answer: D

NEW QUESTION # 27

A conpany is planning to securely manage one-time fixed license keys in AWS. The company's development team needs to access
the license keys in automaton scripts that run in Amazon EC2 instances and in AWS CloudFormation stacks.

Which solution will meet these requirements MOST cost-effectively?

A. Amazon S3 with encrypted files prefixed with "config"

B. AWS Systems Manager Parameter Store SecureString parameters
C. AWS Secrets Manager secrets with a tag that is named SecretString
D. CloudFormation NoEcho parameters

Answer: B

Explanation:
https7//docs.aws.amazon.conysystenms-managet/latest/userguide/systenms-manager-parameter- store.html



NEW QUESTION # 28

A developer is using an AWS Lambda function to generate avatars for profile pictures that are uploaded to an Amazon S3 bucket.
The Lambda function is automatically invoked for profile pictures that are saved under the /original/ S3 prefix. The developer notices
that some pictures cause the Lambda function to time out. The developer wants to implement a fallback mechanism by using another
Lambda fimction that resizes the profile picture.

‘Which solution will meet these requirements with the LEAST development effort?

¢ A Create an AWS Step Functions state machine that invokes the avatar generator Lambda function and uses the image
resize Lambda function as a fallback. Create an Amazon EventBridge rule that matches events from the S3 bucket to invoke
the state machine.

¢ B. Create an Amazon Simple Notification Service (Amazon SNS) topic. Set the SNS topic as a destination with an on failure
condition for the avatar generator Lambda function. Subscribe the image resize Lambda function to the SN'S topic.

¢ C. Create an Amazon Simple Queue Service (Amazon SQS) queue. Set the SQS queue as a destination with an on failure
condition for the avatar generator Lambda function. Configure the image resize Lambda function to poll from the SQS queue.

e D. Set the image resize Lambda function as a destination of the avatar generator Lambda function for the events that fail

processing.
Answer: A

NEW QUESTION # 29

A company has an existing application that has hardcoded database credentials A developer needs to modify the existing application
The application is deployed in two AWS Regions with an active-passive failover configuration to meet company's disaster recovery
strategy The developer needs a solution to store the credentials outside the code. The solution must comply With the company's
disaster recovery strategy Which solution Will meet these requirements in the MOST secure way?

¢ A Store credentials in a config file. Upload the config file to an S3 bucket in me primary Region. Enable Cross-Region
Replication (CRR) to an S3 bucket in the secondary region. Update the application to access the config file from the S3
bucket based on the Region.

¢ B. Store the credentials in AWS Secrets Manager in the primary Region. Enable secret replication to the secondary Region
Update the application to use the Amazon Resource Name (ARN) based on the Region.

e (. Store credentials in AWS Systems Manager Parameter Store in the primary Region. Enable parameter replication to the
secondary Region. Update the application to use the Amazon Resource Name (ARN) based on the Region.

¢ D. Store credentials in a config file. Upload the config file to an Amazon Elastic File System (Amazon EFS) file system.
Update the application to use the Amazon EFS file system Regional endpoints to access the config file in the primary and
secondary Regions.

Answer: B

Explanation:

AWS Secrets Manager is a service that allows you to store and manage secrets, such as database credentials, API keys, and
passwords, in a secure and centralized way. It also provides features such as automatic secret rotation, auditing, and monitoringl.
By using AWS Secrets Manager, you can avoid hardcoding credentials in your code, which is a bad security practice and makes it
difficult to update them. You can also replicate your secrets to another Region, which is useful for disaster recovery purposes2. To
access your secrets from your application, you can use the ARN of'the secret, which is a unique identifier that includes the Region
name. This way, your application can use the appropriate secret based on the Region where it is deployed3.

Reference:

AWS Secrets Manager

Replicating and sharing secrets

Using your own encryption keys

NEW QUESTION # 30
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