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H R #228
‘Which of the following would NOT be relevant when determining if a processing activity would be considered profiling?

A. Ifthe processing is used to predict the behavior of data subjects
B. Ifthe processing is to be performed by a third-party vendor

C. Ifthe processing involves data that is considered personal data
D. Ifthe processing of the data is done through automated means
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The GDPR defines profiling as any form of automated processing of personal data consisting of the use of personal data to evaluate
certain personal aspects relating to a natural person, in particular to analyse or predict aspects concerning that natural person's
performance at work, economic situation, health, personal preferences, interests, reliability, behaviour, location or movements12.
Therefore, the relevant factors when determining if a processing activity would be considered profiling are:

* whether the processing involves data that is considered personal data;

* whether the processing of the data is done through automated means; and

* whether the processing is used to predict the behavior of data subjects.

The identity of the processor, whether it is the controller or a third-party vendor, is not relevant for the definition of profiling.
However, it may have implications for the accountability and responsibility of the parties involved, as well as the data protection
rights of the data subjects34. References: CIPP/E Certification

- International Association of Privacy Professionals, Free CIPP/E Study Guide - International Association of Privacy Professionals,
GDPR - EUR-Lex, What is automated individual decision-making and profiling? | ICO, WP29 releases guidelines on profiling under
the GDPR, UK: A Guide To GDPR Profiling And Automated Decision-Making - Mondaq

H #229
Which of'the following is one of the supervisory authority's investigative powers?

e A To require that controllers or processors adopt approved data protection certification mechanisis.

B. To notify the controller or the processor of an alleged infringement of the GDPR.

C. To determine whether a controller or processor has the right to a judicial remedy concerning a compensation decision
made against them.

¢ D. To require data controllers to provide them with written notification of all new processing activities.

Ef#: B

fERL:
Reference https://gdpr-info.ewart-58-gdpr/

B #230
Which of'the following countries will continue to enjoy adequacy status under the GDPR, pending any future European Commission
decision to the contrary?

A. Switzerland
B. Australia
C. Greece

D. Norway

EfE: A

R :

Adequacy is a term that the EU uses to describe other countries, territories, sectors or international organisations that it deems to
provide an 'essentially equivalent' level of data protection to that which exists within the EU. An adequacy decision is a formal
decision made by the EU which recognises that another country, territory, sector or international organisation provides an equivalent
level of protection for personal data as the EU does. The effect of such a decision is that personal data can flow from the EU (and
Norway, Liechtenstein and Iceland) to that third country without any further safeguard being necessary12.

The European Commission has so far recognised Andorra, Argentina, Canada (commercial organisations), Faroe Islands, Guernsey,
Israel, Isle of Man, Japan, Jersey, New Zealand, Republic of Korea, Switzerland, the United Kingdom under the GDPR and the
LED, the United States (commercial organisations participating in the EU-US Data Privacy Framework) and Uruguay as providing
adequate protectionl 3. On 28 June 2021, the EU Commission published two adequacy decisions in respect of the UK: one for
transfers under the EU GDPR; and the other for transfers under the Law Enforcement Directive (LED)2. These decisions contain the
European Commission's detailed assessment of the UK's laws and systens for protecting personal data, as well as the legislation
designating the UK as adequate. Both adequacy decisions are expected to last until 27 June 20252.

Among the four options given, only Switzerland has been granted an adequacy decision by the EU, which means that it will continue
to enjoy adequacy status under the GDPR, pending any future European Commission decision to the contrary. Greece is a member
state of the EU, so it does not need an adequacy decision to receive personal data from the EU. Norway is a member of the
European Economic Area (EEA), which also includes Iceland and Liechtenstein, and has incorporated the GDPR into its national



law, so it also does not need an adequacy decision. Australia has not been recognised as adequate by the EU, so transfers of
personal data from the EU to Australia require appropriate safeguards or derogations13. Therefore, the correct answer is D.
Switzerland. Reference:

https/pages.iapp.org/Free-Study-Guides CIPPE-PPC-EU.html https:/data-privacy-office.ew/courses/cipp-e-official-training-
course/

R #231
In its Guidelines 01/2021 on Examples regarding Personal Data Breach Notification, the EDPB classifies a ransomware attack as a

breach primarily of?

o A Availability.

¢ B. Confidentiality.
o C. Integrity.

e D. Resilience.

EfE: A

A -

TheEDPB Guidelines 01/2021 on Exanples regarding Personal Data Breach Notificationexplicitly classifyransomware
incidentsasavailability breacheswhen data becomes encrypted and unavailable to the controller, even if confidentiality is not proven to
be affected.

The Guidelines state:

"In a ransomware attack where data is encrypted and the controller no longer has access to the personal data, this constitutes a
breach of the availability of personal data. Where the attacker also exfiltrates the data, this would additionally constitute a
confidentiality breach." Thus, theprimary classificationof ransomware is anavailability breach. Confidentiality may also be impacted
depending on the attack specifics, but the baseline category isavailability.

#Reference:

* EDPB Guidelines 01/2021 on Personal Data Breach Notification Examples, Ransomware scenarios.

* CIPP/E Textbook (3rd ed.), Chapter 10 "Security of Personal Data" (types of data breaches:

confidentiality, integrity, availability)

HM #232

SCENARIO

Please use the following to answer the next question:

Due to rapidly expanding workforce, Company A has decided to outsource its payroll function to Company B. Company B is an
established payroll service provider with a sizable client base and a solid reputation in the industry.

Company B's payroll solution for Company A relies on the collection of time and attendance data obtained via a biometric entry
system installed in each of Company A's factories. Company B won't hold any biometric data itself; but the related data will be
uploaded to Company B's UK servers and used to provide the payroll service. Company B's live systems will contain the following
information for each of Company A's employees:

Name

Address

Date of Birth

Payroll number

National Insurance number

Sick pay entitlement

Maternity/paternity pay entitlement

Holiday entitlement

Pension and benefits contributions

Trade union contributions

Jenny is the compliance officer at Company A. She first considers whether Company A needs to carry out a data protection impact
assessmment in relation to the new time and attendance system, but isn't sure whether or not this is required.

Jenny does know, however, that under the GDPR there must be a formal written agreement requiring Company B to use the time
and attendance data only for the purpose of providing the payroll service, and to apply appropriate technical and organizational
security measures for safeguarding the data. Jenny suggests that Company B obtain advice fromits data protection officer. The
company doesn't have a DPO but agrees, in the interest of finalizing the contract, to sign up for the provisions in full. Company A
enters into the contract.

Weeks later, while still under contract with Company A, Company B embarks upon a separate project meant to enhance the



functionality of its payroll service, and engages Company C to help. Company C agrees to extract all personal data from Company
B's live systens in order to create a new database for Company B.

This database will be stored in a test environment hosted on Company C's U.S. server. The two companies agree not to include any
data processing provisions in their services agreement, as data is only being used for IT testing purposes.

Unfortunately, Company C's U.S. server is only protected by an outdated IT security system, and suffers a cyber security incident
soon after Company C begins work on the project. As a result, data relating to Company A's employees is visible to anyone visiting
Company C's website. Company A is unaware of this until Jenny receives a letter from the supervisory authority in connection with
the investigation that ensues. As soon as Jenny is made aware of the breach, she notifies all affected employees.

Under the GDPR, which of Company B's actions would NOT be likely to trigger a potential enforcement action?

A. Their decision to operate without a data protection officer.

B. Their omission of data protection provisions in their contract with Company C.
C. Their engagement of Company C to improve their payroll service.

D. Their failure to provide sufficient security safeguards to Company A's data.

Ef: C
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