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CWNP Wireless Network Administrator (CWNA) Sample Questions (Q49-
Q54):

NEW QUESTION # 49

When using a spectrum to look for non Wi-Fi interference sources, you notice significant interference across the entire 2.4 GHz
band (not on a few select frequencies) within the desktop area of a users workspace, but the interference disappears quickly after
Jjust 2 meters. What is the most likely cause of this interference?

A. Bluetooth devices in the user's work area

B. Excess RF energy from a nearby AP

C. Unintentional radiation from the PC power supply
D. USB 3 devices in the user's work area

Answer: D

Explanation:

USB 3 devices in the user's work area are the most likely cause of this interference when using a spectrum analyzer to look for non-
Wi-Fiinterference sources. A spectrum analyzer is a tool that measures and visualizes the radio frequency activity and interference in
the wireless environment. A spectrum analyzer can show the spectrum usage and energy levels on each frequency band or channel
and help identify and locate the sources of mterference. Interference is any unwanted signal that disrupts or degrades the ntended
signal on a wireless channel. Interference can be caused by various sources, such as other Wi-Fi devices, non- Wi-Fi devices, or
natural phenomena. Interference can affect WLAN performance and quality by causing signal loss, noise, distortion, or errors. USB
3 devices are non- Wi-Fi devices that use USB 3.0 technology to transfer data at high speeds between computers and peripherals,
such as hard drives, flash drives, cameras, or printers.

USB 3 devices can generate electromagnetic radiation that nterferes with Wi-Fi signals in the 2.4 GHz band, especially when they
are close to Wi-Fi devices or antennas. USB 3 devices can cause significant interference across the entire 2.4 GHz band (not on a
few select frequencies) within the desktop area of a user's workspace, but the interference disappears quickly after just 2 meters.
This is because USB 3 devices emit broadband mterference that affects all channels in the 2.4 GHz band with a high intensity near
the source but a low intensity at a distance due to attenuation. The other options are not likely to cause this interference pattern when
using a spectrum analyzer to look for non- Wi-Fi interference sources. Bluetooth devices in the user's work area are non-Wi-Fi
devices that use Bluetooth technology to communicate wirelessly between computers and peripherals, such as keyboards, mice,
headphones, or speakers. Bluetooth devices can cause interference with Wi-Fi signals in the 2.4 GHz band, but they use frequency
hopping spread spectrum (FHSS) technique that changes frequencies rapidly and randomly within a range of 79 channels. Therefore,
Bluetooth devices do not cause significant interference across the entire 2.4 GHz band (not on a few select frequencies), but rather
mtermittent interference on some channels at different times. Excess RF energy from a nearby AP is not a non- Wi-Fi interference
source but rather a Wi-Fi interference source that occurs when an AP transmits more power than necessary for its coverage area.
Excess RF energy from a nearby AP can cause co- channel interference (CCI) with other APs or client devices that use the same
channel within range of each other. CCI reduces performance and capacity because it causes contention and collisions on the
wireless medium,

NEW QUESTION # 50

Three access points are used within a facility. One access point is on channel 11 and the other two are on channel 1. The two access
points using channel 1 are on either side of the access point using channel 11 and sufficiently apart so that they do not interfere with
each other when they transmit frames. Assuming no other APs are in the vicinity, is CCI still a possibility in this network and why?

e A. No, because the APs are far enough apart that no CCI will occur.
e B. No, because CCI only occurs in the 5 GHz frequency band.
e C. Yes, because the client devices connected to one of the channel 1 APs will transmit frames that reach the other channel 1

AP as well as clients connected to the other channel 1 AP.
e D. Yes, because channel 11 loops around and causes CCI with channel 1.

Answer: C
Explanation:

CCl s still a possibility in this network because the client devices connected to one of the channel 1 APs will transmit frames that
reach the other channel 1 AP as well as clients connected to the other channel 1 AP. CCI stands for co-channel interference, which
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is a type of interference that occurs when two or more devices transmit on the same channel within range of each other. CCI reduces
performance and capacity because it causes contention and collisions on the wireless medium, which leads to retransmissions and
delays. CCI can be mitigated by increasing physical separation between devices using the same channel or byreducing transmit
power levels to limit coverage area. In this scenario, three access points are used within a facility. One access point is on channel 11
and the other two are on channel 1. The two access points using channel 1 are on either side of the access point using channel 11
and sufficiently apart so that they do not interfere with each other when they transmit frames. However, this does not prevent CCI
from occurring between their client devices that are connected on channel 1. For example, if a client device connected to one of the
channel 1 APs sends a frame to another device on the wired network or on another wireless network (such as an Internet server or
a VolIP phone), that frame will be heard by both channel 1 APs as well as any other client devices connected to either of them on
channel 1. This will cause CCI because these devices will have to wait for the channel to be clear before they can transmit their own
frames. The answer that CCI only occurs in the 5 GHz frequency band is incorrect; CCI can occur in any frequency band where
devices use the same channel. The answer that channel 11 loops around and causes CCI with channel 1 is also incorrect; channel 11
does not loop around and it operates in a different frequency band than channel 1. References: CWNA-109 Study Guide, Chapter
S

Radio Frequency Signal and Antenna Concepts, page 147

NEW QUESTION # 51
Which IEEE 802.11 physical layer (PHY) specification includes support for operation in the 2.4 GHz 5 GHz and 6 GHz bands?

A. HR/DSSS (802.11b)
B. VHT (802.11ac).

C. HT(802.11n)

D. HE (802.11ax)

Answer: D

Explanation:

The TEEE 802.11ax standard, also known as High-Efficiency Wireless (HEW) or simply HE, includes support for operation across
multiple frequency bands: 2.4 GHz 5 GHz, and, with the appropriate regulatory approvals, the 6 GHz band. This makes option D
the correct answer. Here's how it compares to the other options:

* HE (802.11ax): Introduced as an enhancement over previous standards, 802.11ax is designed to improve efficiency, especially in
dense environments. It supports operation in the 2.4 GHz, 5 GHz, and

6 GHz bands (the latter pending regulatory approval in various regions), making it highly versatile and future-proof.

* VHT (802.11ac): Very High Throughput, or 802.11ac, operates exclusively in the 5 GHz band. It introduced significant speed
improvements over its predecessor (802.11n) but does not support the 2.4 GHz or 6 GHz bands.

* HT (802.11n): High Throughput, or 802.11n, supports operation in both the 2.4 GHz and 5 GHz bands.

However, it does not include support for the 6 GHz band.

* HR/DSSS (802.11b): High-Rate Direct Sequence Spread Spectrum, or 802.11b, operates only in the 2.4 GHz band. It was one
of'the early Wi-Fi standards and does not support 5 GHz or 6 GHz bands.

Given these distinctions, only 802.11ax (option D) supports operation across all three mentioned bands, aligning with the
requirements stated in the question.

References:

* IEEE 802.11ax-2021: High-Efficiency Wireless LAN Medum Access Control (MAC) and Physical Layer (PHY) Specifications.
* Understanding the 802.11ax (Wi-Fi 6) standard and its implications for modern wireless networking,

NEW QUESTION # 52
Which one of'the following 802.11 PHYs is more likely to be used in an industrial deployment but not likely to be used in standard
office deployments?

A. VHT
B. OFDM
C.HT

D. S1G

Answer: D

Explanation:
S1G is one of the 802.11 PHYs that is more likely to be used in an industrial deployment but not likely to be used in standard office
deployments. This is because S1G stands for Sub-1 GHz, which means it operates in the frequency bands below 1 GHz, such as



900 MHz and 868 MHz These bands offer better penetration and range than the higher frequency bands used by other 802.11
PHYs, such as 2.4 GHz and 5 GHz This makes S1G suitable for industrial applications that require robust and reliable wireless
commumnication in harsh environments, such as factories, warehouses, mines, and smart grids. S1G also supports low-power and
low-data-rate devices, such as sensors, actuators, and meters, which are common in industrial Internet of Things (IoT) scenarios.
VHT, OFDM, and HT are other 802.11 PHYs that are more commonly used in standard office deployments, as they offer higher
data rates and capacity than S1G, but have lower range and penetration. References: CWNA-109 Study Guide, Chapter 3: Radio
Frequency Technologies, page 751

NEW QUESTION # 53
What is always required to establish a high quality 2.4 GHz RF link at a distance of 3 miles (5 kilometers)?

A. Grid antennas ateach endpoint

B. Minimum output power level of 2 W

C. A minimum antenna gain of 11 dBi at both endpoints

D. A Fresnel Zone that is at least 60% clear of obstructions

Answer: D

Explanation:

What is always required to establish a high quality 2.4 GHz RF link at a distance of 3 miles (5 kilometers) is a Fresnel Zone that is at
least 60% clear of obstructions. The Fresnel Zone is an elliptical-shaped area around the line-of-sight path between two antennas
that reflects and refracts the RF waves. The Fresnel Zone radius depends on the frequency of the RF signal and the distance
between the antennas. For optimal performance, the Fresnel Zone should be at least 60% clear of any obstructions that may cause
mterference, attenuation, or multipath fading. The minimum output power level, antenna gain, and antenna type may vary depending
on the environmental conditions and regulatory constraints, but they are not always required for a high quality RF link. References:
[CWNP Certified Wireless Network Administrator Official Study Guide: Exam CWNA-

109], page 75; [CWNA: Certified Wireless Network Administrator Official Study Guide: Exam CWNA-109], page 65.

NEW QUESTION # 54
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