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CompTIA A+ Certification Exam: Core 2 38 % 220-1202 3R Bk 5 /8 (Q45-
Q50):

B #45

As a corporate technician, you are asked to evaluate several suspect email messages on a client's computer.
Corporate policy requires the following:

>All phishing attempts must be reported.

>Future spam emails to users must be prevented.

INSTRUCTIONS

Review each email and perform the following within the email:

>Classify the emails

>Identify suspicious tens, if applicable, in each email

>Select the appropriate resolution

Ifat any time you would like to bring back the nitial state of the simulation, please click the Reset All button.

Ef#:

AR :

Inbox mail 1 -Account Locked- Phishing - Report email to Information Security
Inbox mail 2 -Share your feedback - Legitimate - Perform no additional actions
Inbox mail 3 —Employee orientation - Legitimate - Perform no additional actions
Inbox mail 4 —Security Update — Spam - Report email to Information Security
Inbox mail 5 —Interview - Legitimate - Perform no additional actions

H #46
‘Which of the following methods would make data unrecoverable but allow the drive to be repurposed?

A. Performing a low-level format

B. Implementing EFS
C. Degaussing the device
D. Deleting the partitions

EfE: A

A -

A low-level format (more accurately, a secure erase that overwrites all sectors with zeroes or random data) effectively wipes all data
on the drive, making previous content unrecoverable while leaving the drive's structure intact for reuse. Unlike degaussing - which
destroys the drive's magnetic media and renders it unusable - overwriting allows the drive to be repurposed safely.

B #47

A technician wants to create new partitions on a device so that a user can keep work data and personal data separate. Which of the
following tools should the technician use?

¢ A devmgmt.msc
¢ B. perfimon.msc

e C. lusrmgr.nsc
e D. diskmgmt.msc

Ef#E: D

R -

The correct answer is B. diskmgmt.msc, which opens the Disk Management console in Windows. Disk Management is the primary
built-in tool used to create, delete, resize, and format disk partitions.

The Quentin Docter - CompTIA A+ Complete Study Guide explains that disk partitioning is commonly used to separate data for
organizational, security, and backup purposes. Disk Management allows technicians to divide a single physical drive into multiple
logical volumes, such as one partition for the operating system and another for user data.

The Travis Everett & Andrew Hutz - All-in-One Exam Guide states that diskmgmt.imsc provides a graphical interface for managing



partitions, drive letters, file systerms, and volumes without requiring third- party tools. This makes it the preferred and safest option
for partitioning tasks on Windows systems.

The Mike Meyers / Mark Soper Lab Manual clarifies that tools like perfimon.msc monitor performance, lusrmgr.msc manages user
accounts, and devmgmt.imsc handles hardware devices. None of these tools can modify disk partitions.

Because the task specifically involves creating partitions, Disk Management is the correct and only appropriate tool, making B the
correct answer.

H #48
Which of'the following provides disk encryption on computers running a Windows OS?

A. BitLocker
B. Private Key
C. PowerShell
D. FileVault

EfE: A

A -

BitLocker is a full-disk encryption feature included with certain editions of Windows, designed to protect data by providing
encryption for entire volumes.

BitLocker is the correct tool for disk encryption on Windows operating systems, providing full disk encryption.

HH #49
A user reports that the time on their computer does not match the time on their VoIP phone. What should a technician do?

A. Download and install the latest BIOS update.

B. Confirm the user is logging in to the domain.

C. Manually set the time on the phone to match the computer.
D. Configure access to an available NTP server.

IEf#: D

fi .-
This scenario involves a mismatch in device time settings, which can affect synchronization and authentication across the network.
Using a Network Time Protocol (NTP) server ensures all networked devices maintain accurate and synchronized clocks.
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