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H #86
Which two pieces of information should be included in a security advisory?

A. Product affected and severity.

B. Administrator name and severity.

C. Severity and exposure list.

D. Exposures list and administrator name.

EfE: A
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In the pull request, how can developers avoid adding new dependencies with known vulnerabilities?
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A. Add a workflow with the dependency review action.
B. Add Dependabot rules.

C. Enable Dependabot alerts.

D. Enable Dependabot security updates.

EM: A
L

You can use the dependency review action to help enforce dependency reviews on pull requests in your repository. The dependency
review action scans your pull requests for dependency changes and raises an error if any new dependencies have known
vulnerabilities.

Note: About dependency review

Dependency review helps you understand dependency changes and the security impact of these changes at every pull request. It
provides an easily understandable visualization of dependency changes with a rich diff on the "Files Changed" tab of a pull request.
Dependency review informs you of:

Which dependencies were added, removed, or updated, along with the release dates How many projects use these components
Vulnerability data for these dependencies Dependency review allows you to "shift left". You can use the provided predictive
information to catch vulnerable dependencies before they hit production.

H #88
Which of the following statements best describes secret scanning push protection?

A. Commits that contain secrets are blocked before code is added to the repository.

B. Buttons for sensitive actions in the GitHub UI are disabled.

C. Secret scanning alerts must be closed before a branch can be merged into the repository.
D. Users need to reply to a 2FA challenge before any push events.

E: A

fER L2

Comprehensive and Detailed Explanation:

Secret scanning push protection is a proactive feature that scans for secrets in your code during the push process. Ifa secret is
detected, the push is blocked, preventing the secret from being added to the repository. This helps prevent accidental exposure of
sensitive information.

GitHub Docs

ER #89

As a repository owner, you do not want to run a GitHub Actions workflow when changes are made to any .txt or markdown files.
How would you adjust the event trigger for a pull request that targets the main branch? (Each answer presents part of the solution.
Choose three.) on:

pull request:

branches: [main]

A -'Fmd

B. paths:
C.-"/*xt

D. - 'docs/*.md'
E. paths-ignore:

Ef#: A. C. E

AR :

To exclude .txt and .md files from triggering workflows on pull requests to the main branch:
on: defines the event (e.g., pull_request)

pull request: is the trigger

paths-ignore: is the key used to ignore file patterns

Exanmple YAML:

yaml

CopyEdit



on:
pull request:

branches:

- main

paths-ignore:

- "*md'

- " txt!

Using paths: would include only specific files instead - not exclude. paths-ignore: is correct here.

HMA #90
In the pull request, how can developers avoid adding new dependencies with known vulnerabilities?

A. Add a workflow with the dependency review action.
B. Add Dependabot rules.

C. Enable Dependabot alerts.

D. Enable Dependabot security updates.

EfE: A

R -

To detect and block vulnerable dependencies before merge, developers should use the Dependency Review GitHub Action in their
pull request workflows. It scans all proposed dependency changes and flags any packages with known vulnerabilities.

This is a preventative measure during development, unlike Dependabot, which reacts after the fact.
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