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A 274
o Prepare the AWS cloud environment: This exam segment evaluates your ability to set up the AWS cloud
=x 1 environment, initiate NC2 service subscription, establish implementation criteria, and recognize networking
prerequisites.

¢ Configuring an NC2 on AWS Environment: This section examines your proficiency in setting up cloud
=M 2 networking and security measures, as well as addressing connectivity issues.

¢ Deploying an NC2 on AWS Environment: This portion assesses your knowledge of cloud cluster
=3 deployment, cloud provider network configuration, and your skills in addressing cluster deployment
challenges.

¢ Managing an NC2 on AWS Environment: This exam component tests your understanding of node and
=M 4 cluster management tasks, along with your ability to oversee cluster and cloud resource health.

%] &l Nutanix Certified Professional NCP-CI-AWS 2 M Z 24X (Q38-
Q43):
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An administrator is attempting, but failing to create an NC2 cluster in AWS. The administrator checks the configuration in the NC
and notices the configuration shown in the exhibit.
‘What action should the administrator take to resolve the issue?

A. Grant the administrator's account access to the NC2 organization.
B. Create a new cloud account in the organization.

C. Restart Genesis on a Prism Central instance.

D. Recreate the AWS CloudFormation stack.

HE: B

ME.

The exhibit shows two cloud accounts, one for Azure and one for AWS, with their statuses indicated. The AWS cloud account
status is marked as "U" (which likely stands for "Unavailable" or "Unreachable"). This indicates that the AWS cloud account
configuration is not properly connected or accessible.

Status Check:

The AWS cloud account is marked with an "U" status, meaning it is not active or accessible.

This status prevents the creation of an NC2 cluster because the necessary cloud resources cannot be allocated or managed without
a proper connection.

Action:

The best course of action is to create a new cloud account in the organization. This involves setting up the cloud account details
correctly and ensuring it is properly configured to commumicate with Nutanix and AWS.

Steps to Create a New Cloud Account:

Log in to the Nutanix console.

Navigate to the "Organizations" section.

Select "Add Cloud Account" and provide the required AWS credentials and permissions.

Ensure the new cloud account is active and correctly configured.

Reference:

Nutanix Cloud Clusters on AWS Admunistration Guide

Nutanix Best Practices for Cloud Account Management

HE2#39

An administrator has deployed an NC2 on AWS cluster that is running mixed workloads. Multiple SQL database are running on the
NC2 cluster using a native subnet of 10.78.1.0/24.

The administrator wants to ensure only application servers from source subnet 10.79.1.0/24 that reside outside of the NC2 cluster
can access the databases.

Which two actions will help the admnistrator most securely achieve this? (Choose two.)

e A

e B

e C.

e D
HE. B,C
M.

To ensure that only application servers from the source subnet 10.79.1.0/24 can access the SQL databases running on the NC2
cluster in the subnet 10.78.1.0/24, the administrator can take the following actions:
Option A: Create a custom Security Group with the following rules:

Key = tagmutanix:clusters

Key = tagmnutanix:clusters:external

and value = the clusters' UUID

Key = tagmnutanix:clusters:external

and value = 10.78.1.0/24

Option D: Create a custom Security Group with the following:

Key = nutanix:clusters

Key = nutanix:clusters:external

and value = the clusters' UUID

Key = nutanix:clusters:external

and value = 10.79.1.0/24



These actions help create security rules that restrict access to the databases only from the specified source subnet, ensuring secure
and controlled access.

Reference:

Nutanix Cloud Clusters on AWS Administration

AWS Security Groups Documentation

EE #40

A company has a large scale AWS deployment and has just finished installing their first NC2 on AWS cluster. The new cluster is
now running workloads in production.

The cluster is configured with:

* 16 Nodes

* 8 Subnets

* 200 User VM per subnet

* Nutanix Files

An admmnistrator has been tasked with installing an EC2 instance on one of the subnets that is also used by the Nutanix, When the
EC2 instance is powered on, an IP conflict occurs.

‘What action should the administrator take to resolve this issue?

A. Assign an elastic IP to the EC2 instance and reboot.

B. The IP address used by the EC2 mstance should be blocked / excluded from IPAM.
C. The Instance Metadata of the NC2 instance needs to have the address reserved.

D. The IP address used by the NC2 VM should be blocked /excluded from EC2.

¥e: D

MH.

To resolve the IP conflict issue when an EC2 instance is powered on in a subnet also used by Nutanix NC2, the administrator
should block or exclude the IP address used by the NC2 VM from being assigned to EC2 instances. This can be done by
configuring the TP address management (IPAM) settings to ensure that the specific IP addresses allocated to the NC2 VMs are not
used by EC2 instances, preventing IP conflicts and ensuring smooth operation of both environments.

Reference:

Nutanix Cloud Clusters on AWS Deployment Guide

Nutanix Support & Insights

A2 #41
Which address must AWS Directory Service be able to resolve when deploying a new NC2 cluster?

A. gateway-external-api. cloud, nutanix.com
B. dovvnloads.cloud.nutanix.com

C. gateway-internal-api.cloud.nutanix.com
D. apikeys.nutanix.com

HE. A

MY

When deploying a new NC2 cluster, the AWS Directory Service must be able to resolve the address gateway-external-
api.cloud.nutanix.com.

This external API gateway is critical for the NC2 cluster to communicate with Nutanix services for operations such as management,
updates, and licensing,

Ensuring that this address can be resolved allows the cluster to interact properly with the Nutanix cloud infrastructure and services.
Reference:

Refer to the Nutanix documentation on network and DNS requirements for NC2 deployments, specifically the addresses that need
to be resolvable for proper finctionality.

EE #42
Exhibit.
‘What action is taken against the Condemned node shown in the exhibit?



A. The node Is automatically replaced.
B. The node is powered off.

C. The node is restarted.

D. The node has a power reset sent to it.

HE: D

Y.

When a node is marked as "Condemned," it indicates that the system has determined that the node is no longer reliable for
operations. As part of the automated recovery and protection process, the following action is typically taken:

The node has a power reset sent to it (Answer A):

In most cases, a condemned node undergoes a power reset as an initial recovery attempt. This action attempts to reboot the node to
bring it back to a healthy state. Ifthe reset fails, further manual or automated steps may be required to address the hardware or
software issue.

Reference:

Nutanix Cluster Management Documentation

Nutanix Support Knowledge Base
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