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NEW QUESTION # 22 
What is a requirement when you deploy a FortiGate active-active cluster in Azure?

A. You must configure all FortiGate VMs with three or more interfaces.
B. You must assign the public IP address to an Azure load balancer.
C. You must use unicast FGCP to synchronize the configurations.
D. You must configure both load balancers to allow administrative access.

Answer: B
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Explanation:
In anactive-active FortiGate clusterdeployment in Azure, you must assign thepublic IP address to an Azure load balancer. This is
required because Azure does not support multiple VMs sharing a single public IP directly. TheAzure Load Balancerhandles inbound
traffic and distributes it to the active FortiGate instances.

NEW QUESTION # 23 
Refer to the exhibit.

Your organization is planning the implementation of a complex hub-to-spoke solution to meet automated large-scale branch
connectivity with multiple regions, offering a diverse range of connectivity options.
Which Azure networking service can deliver a solution?

A. Azure Virtual WAN
B. Azure Firewall Manager
C. Azure VPN Gateway
D. Azure SD-WAN

Answer: A

Explanation:
Azure Virtual WANis designed forlarge-scale, automated, and global branch connectivity, supporting hub-and-spoke
architecturesacross multiple regions. It enablescentralized routing,hub-to-hub connectivity, and integrates withVPN, ExpressRoute,
and SD-WAN solutions, making it ideal for complex, multi-region deployments as shown in the diagram.

NEW QUESTION # 24 
Refer to the exhibit.



In an expanding corporation, the different branches share resources connecting to Azure through Azure VPN Gateway and
ExpressRoute Gateway.
Which Azure solution can you implement to simplify and centralize the seamless sharing of the dynamic routing between FortiGate
VMs and branches?

A. Azure Virtual Hub
B. Azure Route Server
C. Azure Virtual WAN
D. Azure Traffic Manager

Answer: B

Explanation:
Azure Route Serversimplifies dynamic routing by allowing yourFortiGate VMsto exchange BGP routes directly with Azure's
networking fabric. This eliminates the need to manually update route tables and enables seamless, centralized communication
between on-premises branches and Azure resources through bothVPN GatewayandExpressRoute Gateway.

NEW QUESTION # 25 
Why would you use a user-defined route in Azure?

A. To have the traffic from the other VMs inspected by FortiGate
B. To allow communication between FortiGate VMs on two subnets in the same VNET
C. To allow inbound management access to FortiGate VMs
D. To manage user authentication and access control

Answer: A

Explanation:
Auser-defined route (UDR)in Azure is used toredirect trafficfrom other VMsthrough a FortiGate VM for inspection. By modifying
the routing table, you ensure that outbound or inter-subnet traffic issent to the FortiGate as the next hop, enablingtraffic filtering,



logging, and security enforcement.

NEW QUESTION # 26 
Refer to the exhibit.

Your company runs front-end web servers in Azure. You need to deploy a Linux VM to be used as a web server.
To protect your web servers with a web application firewall (WAF), you deploy FortiWeb to secure applications from web-based
attacks.
Which FortiWeb operation mode can you implement for this scenario?

A. Passive monitoring
B. Transparent inspection
C. Reverse proxy
D. True transparent proxy

Answer: C

Explanation:
TheReverse Proxymode is the most appropriate FortiWeb operation mode for this scenario. In this mode, FortiWeb sits between
internet users and the Linux web servers, terminating client connections and then forwarding requests to the backend servers. This
enablesdeep inspection, protection from web attacks (like SQL injection and XSS), andfull WAF functionality, making it ideal for
securing front-end web servers exposed to the internet.
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