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Fortinet NSE 7 - Public Cloud Security 7.6 Architect Sample Questions (Q48-
Q53):

NEW QUESTION # 48

Refer to the exhibit. An AWS administrator created a change set to examine the effects of proposed changes to the current

mffastructure.
Based on only the output shown in the exhibit, what will happen if the administrator applies these changes?

Change set conﬁguratE H TI n ET

"Changes": [
{

"Type": "Resource",

"ResourceChange": {
"ResourceType!: "AWS::EC2::Instance",

"LogicalResdurcelId": “FortiGate A",
"PhysicalResourceld": "iOcbl020adrlb308b",
"Action": "Modify",

"Replacement": “True",

A. The deployment will take place without any service interruption.
B. The PhysicalResourceldwill remain the same.

C. The resulting FortiGate instance will lose its current local users.

D. CloudFormation will roll back the current stack before updating it.

Answer: C

Explanation:

The change set output shows "Action'™: "Modify" and "Replacement™: "True", meaning the FortiGate EC2 nstance will be replaced
with a new one. When an EC2 instance is replaced, its existing local configurations (such as local users) are lost, unless externalized
to persistent storage or automation.

NEW QUESTION # 49
Refer to the exhibit. You are tasked with deploying FortiGate using Terraform. When you run the terraform version command during
the Terraform installation, you get an error message. What could you do to resolve the command not found error?
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[ec2-user@ip-10-0-0-200 ~]$§ sudo yum -y install unzip

Last metadata expiration check: 0:02:31 ago on Sun Jul 21 22:12:44 2024.
Package unzip-6.0-57.amzn2023.0.2.x86_64 is already installed.
Dependencies resolved.

Nothing to do.

Complete!

[ec2-user@ip-10-0-0-200 ~]1§ unzip terraform_${TERRAFORM_VER}_;inux_ade4.zip
Archive: terraform 1.5.3 linux amd6d.:zip

inflating: terraform

[ec2-user@ip-10-0-0-200 ~]$§ terraform version

-bash: terraform: command no%t found

[ec2-userfip-10-0-0

A. You must move the binary file to the bin directory.

B. You nust assign correct permissions to the ec2-user.

C. You nust reinstall Terraform

D. You must change the directory location to the root directory.

Answer: A

NEW QUESTION # 50

Refer to the exhibit. You attenpted to access the Linux1 EC2 instance directly from the internet using its public IP address in AWS.
However, your connection is not successful.

Given the network topology, what can be the issue?

Network Topology
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A. There is no connection between VPC A and VPC B.

B. There is no Elastic IP address attached to FortiGate in the Security VPC.
C. The Transit Gateway BGP IP address is incorrect.

D. There is no Internet Gateway attached to the Spoke VPC A.

Answer: D

Explanation:
The instance is in Spoke VPC A, which (in this TGW Connect design) has no Internet Gateway attached. Without an IGW and
corresponding routes, a public IP on the instance is not reachable from the internet.



NEW QUESTION # 51

Your administrator instructed you to deploy an Azure VWAN solution to create a connection between the main company site and
branch sites to the other company VNETs. What is the best connection solution available between your company headquarters,
branch sites, and the Azure VWAN hub? (Choose one answer)

A. AnL2TP connection
B. ExpressRoute

C. SSL VPN comnnections
D. GRE tunnels

Answer: B

Explanation:

Comprehensive and Detailed Explanation From FortiOS 7.6, FortiWeb 7.4 Exact Extract study guide:

According to theFortiOS 7.6 Azire Administration Guideand theFortinet 7.4 Public Cloud Security documentation regarding Azure
Virtual WAN (VWAN) architectures, the choice of connectivity depends on the required performance, security, and scale:

* ExpressRoute (Option D):For a large-scale enterprise deployment involving acompany headquarters and multiplebranch sites,
ExpressRoute is the "best" and most robust solution. It provides aprivate, dedicated, and high-throughput connection(up to 100
Gbps) that bypasses the public internet entirely. This ensures predictable low latency and higher reliability compared to internet-
based tunnels.

* Virtual WAN Integration:Azure VWAN Standard SKU explicitly supportsExpressRoute gatewaysas a primary connectivity
method for on-premises sites. This allows the VWAN hub to act as a global transit point, seamlessly connecting the ExpressRoute-
linked headquarters to other branch sites and VNET spokes.

* Scalability for Headquarters:While site-to-site [Psec VPNs are common for smaller branches, the

"main company site" or headquarters typically requires the high bandwidth and SLA guarantees provided byExpressRoute.

Why other options are incorrect:

* Option A & BI12TPandSSL VPNare primarily used for remote user access (Point-to-Site) rather than permanent site-to-hub
infrastructure connections. VWAN uses OpenVPN or IKEv2 for user VPNs, not L2TP.

* Option C:WhileGRE tunnelsare used in some networking scenarios, they are not a native, primary gateway connectivity option for
the Azure VWAN hub compared to the standardized Site-to-Site VPN (IPsec) and ExpressRoute.

NEW QUESTION # 52
Refer to the exhibit. You are deploying two FortiGate VMs in HA active-passive mode with load balancers in Microsoft Azure.
Which two statements are true in this load balancing scenario? (Choose two.)
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e A. A dedicated management interface can be used for load balancing,

e B. The public IP of'the active FortiGate is the next-hop for all the incoming traffic.

e C. The internal load balancer is the next-hop for outgoing traffic.
e D. Younust add routes to the IP address used by the load balancers

Answer: C,D

Explanation:

to send probes.

In Azure HA active-passive FortiGate deployments, the internal load balancer acts as the next- hop for outgoing traffic, ensuring

failover and session continuity.

Routes must be added to the FortiGate configuration so the firewalls respond correctly to the health probes from Azure load

balancers, which use specific probe IPs.




NEW QUESTION # 53
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