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Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique
solution that might meet the stated goals. Some question sets might have more than one correct solution, while others might not have
a correct solution.
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After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the
TeView screen.

You recently discovered that the developers at your company emailed Azure Storage Account keys in plain text to third parties.
You need to ensure that when Azure Storage Account keys are emailed, the emails are encrypted.

Solution: You create a data loss prevention (DLP) policy that has only the Exchange email location selected.

Does this meet the goal?

e A No
e B. Yes

EX: B

it B B -
Mailflow Rules in Exchange Admin Center and DLP Policies in the Security Center, both can achieve the same, Encrypt emails
based on sensitive information types detected in the message body.

i RE #59

HOTSPOT

How many files in Site2 can User1 and User2 access after you turn on DLPpolicyl ? To answer, select the appropriate options in
the answer area.

NOTE: Each correct selection is worth one point.

ER:

fR AR A -

Explanation:

A screenshot of a computer Al-generated content may be incorrect.
Understanding DLP Policy Impact on File Access

The DLP policy (DLPpolicy1) applies to Site2 and restricts access when:
# Content contains SWIFT Codes.

# Instance count is 2 or more.

File Analysis (Based on SWIFT Codes Count)

A screenshot of a computer Al-generated content may be incorrect.

Files that remain accessible (not restricted by DLP):

# Filel.docx (Contains only 1 SWIFT Code # Below restriction threshold) User access after DLP policy is applied:
A screenshot of a computer Al-generated content may be incorrect.

Userl (Site Owner):

# Has higher privileges and can override DLP restrictions (through admin intervention).

# Can access 2 files (File1.docx + override access to another file).

User?2 (Site Visitor):

# Has read-only access but DLP blocks access to restricted files.

# Can only access 1 file (File1.docx), since all others are restricted.

PRI #60

Hotspot Question

You have a Microsoft 365 ES subscription that contains the devices shown in the following table.

You plan to implement insider risk management and capture forensic evidence.

Which devices support the collection of forensic evidence, and what should you do to prepare each supported device? To answer,
select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

ER:

fE R B -

Explanation:

Box 1: Devicel and Device2 only.

Microsoft 365 Insider Risk Management supports the capture of forensic evidence from Windows



10 and Windows 11 Enterprise client devices and Azure Virtual Desktop (AVD) session hosts. For Windows devices, you must
nstall the Microsoft Purview client, while for AVD, session hosts must meet specific hardware and configuration requirements,
including being Microsoft Entra ID- joined.

Box 2: Onboard the devices to Microsoft Purview and install the Microsoft Purview Client Devices nust be onboarded and have the
Microsoft Purview client installed: Before forensic evidence can collect and store clips captured for eligble users, their devices must
be onboarded to the Microsoft Purview portal. Additionally, each device must have the Microsoft Purview Client installed. These
prerequisites enable support for both online and offline device capturing.

Reference:

httpsz/leam.microsoft.com/en-us/purview/insider-risk-management- forensic-evidence

8 #61

You have a Microsoft 365 ES subscription that contains a user named Userl.

You need to ensure that all email messages that contain attachments are encrypted automatically by using Microsoft Purview
Message Encryption.

‘What should you create?

A. an information barrier segment

B. a mail flow rule

C. a sensttivity label

D. a data loss prevention (DLP) policy

ZX: B

fR R A«

Defining rules for Microsoft Purview Message Encryption

One way to enable Microsoft Purview Message Encryption is for Exchange Online and Exchange Online Protection admmnistrators
to define mail flow rules. These rules determine under what conditions email messages should be encrypted. When an encryption
action is set for a rule, any messages that match the rule conditions are encrypted before they're sent.

Mail flow rules are flexible, letting you combine conditions so you can meet specific security requirements in a single rule. For
example, you can create a rule to encrypt all messages that contain specified keywords and are addressed to external recipients.
Microsoft Purview Message Encryption also encrypts replies from recipients of encrypted email

Reference:

https//learn.microsoft.comyen-us/purview/ome

& #62

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique
solution that might meet the stated goals. Some question sets might have more than one correct solution, while others might not have
a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the
review screen.

You recently discovered that the developers at your company emailed Azure Storage Account keys in plain text to third parties.
You need to ensure that when Azure Storage Account keys are emailed, the emails are encrypted.

Solution: You configure a mail flow rule that matches a sensitive info type.

Does this meet the goal?

o A. Yes
e B.No

Z%: B

fE R A«

To ensure Azure Storage Account keys are encrypted when sent via email, you need a Data Loss Prevention (DLP) policy that
detects Azure Storage Account keys using a sensitive information type and automatically encrypts emails containing these keys.
Mail flow rules (transport rules) can detect sensitive info, but they are limited in encryption capabilities.

DLP policies provide more advanced protection and integration with Microsoft Purview for sensitive mfo detection.

R #63
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