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CompTIA Advanced Security Practitioner (CASP+) Exam Sample Questions
(Q559-Q564):

NEW QUESTION # 559

A security analyst is examining a former employee's laptop for suspected evidence of suspicious activity. The analyst uses dd during
the investigation. Which of the following best explains why the analyst is using this tool?

A. To deduplicate unnecessary data from the hard drive

B. To reverse engineer binary programs
C. To recover deleted logs from the laptop
D. To capture an image of the hard drive

Answer: D

Explanation:

The dd tool creates a bit-for-bit copy of a hard drive, preserving its contents exactly as they are. This is essential for forensic
analysis, as it ensures the integrity of evidence. This aligns with CASP+ objective 5.2, which emphasizes forensic tools and
techniques for preserving and analyzing digital evidence.

NEW QUESTION # 560
After establishing coding standards and integrating software assurance tools into CI/CD pipelines, an architect continues to find too

many different coding styles throughout the team. Which of the following additional measures can the architect take to help improve
consistency?

A. Require two-person integrity for code commts.

B. Establish a chain of custody to govern code quality.

C. Create and proliferate framework code.

D. Enhance the monitoring of code coverage for unit testing.

Answer: C

Explanation:
Framework codeprovides a standardized structure and set of conventions that all team members can follow, ensuring consistency in
coding styles across the development team.
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Option A (Chain of custody): This relates to tracking and managing code changes for accountability, not standardizing coding styles.
Option C (Two-person integrity): Ensures review and approval for code changes but does not enforce uniform coding styles.
Option D (Code coverage for unit testing): Focuses on test quality rather than addressing inconsistent coding styles.

References:

CompTIA CASP+ Exam Objective 3.3: Apply software development security best practices.

CASP+ Study Guide, 5th Edition, Chapter 8, Secure Software Development.

NEW QUESTION # 561

An organization is preparing to migrate its production environment systerrs from an on-premises environment to a cloud service. The
lead security architect is concerned that the organization's current methods for addressing risk may not be possible in the cloud
environment.

Which of'the following BEST describes the reason why traditional methods of addressing risk may not be possible in the cloud?

A. Risks to data in the cloud cannot be mitigated.

B. Cloud providers are unable to avoid risk.

C. Migrating operations assumes the acceptance of all risk.
D. Specific risks cannot be transferred to the cloud provider.

Answer: D

Explanation:
Reference: hitps/arxiv.org/fip/arxiv/papers/1303/1303.4814.pdf

NEW QUESTION # 562
A large number of emails have been reported, and a security analyst is reviewing the following information from the emails:

Recened: From postfoccom [102 8 14.10]

Recered From prod protection email cogptia com [29.5.143.140)
SPF. Pass

From: <carl bfcomptal com=

Subject Subject Matter Expefts’

¥-incomingHeaderCount 4

Return-Path: card D@cwmﬁua COM ==

Date: Sat, 4 Oct 2020220 EY

As part of the image process, which of the following is the FIRST step the analyst should take?

A. Ignore the emails, as SPF validation is successful, and it is a false positive

B. Block the email address carl b@comptial com, as it is sending spam to subject matter experts
C. Validate the final "Received" header against the DNS entry of the domain.

D. Conmpare the 'Return-Path" and "Received" fields.

Answer: D

NEW QUESTION # 563

A security analyst is investigating a series of suspicious emails by employees to the security team. The email appear to come froma
current business partner and do not contain images or URLs. No images or URLs were stripped from the message by the security
tools the company uses instead, the emails only include the following in plain text.

[ e — ez e e e = AR _a e o i 2= _ ]
Which of the following should the security analyst perform?

A. Block the IP address for the business partner at the perimeter firewall

B. Pull the devices of the affected employees from the network in case they are infected with a zero-day virus.
C. Configure the email gateway to automatically quarantine all messages originating from the business partner.
D. Contact the security department at the business partner and alert them to the email event.

Answer: D

Explanation:

The best option for the security analyst to performis to contact the security department at the business partner and alert themto the
email event. The email appears to be a phishing attempt that tries to trick the employees mnto revealing their login credentials by
impersonating a legitimate sender. The security department at the business partner should be notified so they can investigate the



source and scope of the attack and take appropriate actions to protect their systens and users. Verified References:
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/books/casp-cas-004-study-guide , https://us-cert.cisa.gov/ncas/tips/ST04-014

NEW QUESTION # 564
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