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Topic

Details

Topic 1

System Configuration: This section of the exam measures the skills of Network Security Engineers and
covers the implementation of the Fortinet Security Fabric, ensuring seamless integration across security
solutions. It also includes configuring hardware acceleration on FortiGate devices to optimize performance.
Candidates will learn to set up different operation modes for high-availability clusters and implement
enterprise networks using VLANs and VDOMs. Additionally, it covers various use case scenarios that
demonstrate how Fortinet solutions contribute to secure network environments.

Topic 2

Security Profiles: This section of the exam measures the skills of Network Security Engineers and focuses
on managing security inspection profiles, including SSL and SSH inspections. Candidates will learn to
apply a combination of web filtering, application control, and Internet Service Database (ISDB) to enhance
network security. The section also covers integrating Intrusion Prevention Systers (IPS) to monitor and
mitigate threats within enterprise networks.

Topic 3

Routing: This section of the exam measures the skills of Security Administrators and covers the
implementation of advanced routing protocols to manage enterprise traffic effectively. Candidates will gain
expertise in configuring Open Shortest Path First (OSPF) for dynamic routing and Border Gateway
Protocol (BGP) to facilitate communication between different networks, ensuring efficient traffic flow
across enterprise environments.

Topic 4

Central Management: This section of the exam measures the skills of Security Admmistrators and focuses
on implementing central management for Fortinet security solutions. It includes configuring and managing
devices centrally to streamline network security operations. Candidates will understand how to maintain
consistency in security policies and automate deployments for efficient management of large-scale
enterprise environments.

Topic 5

'VPN: This section of the exam measures the skills of Network Security Engineers and covers the
implementation of secure communication tunnels for enterprise environments. Candidates will learn to
configure [Psec VPN with IKE version 2 to establish encrypted connections. The section also includes the
implementation of ADVPN to enable on-demand VPN tunnels between different sites, ensuring secure and

dynamic connectivity.

Fortinet FCSS - Enterprise Firewall 7.4 Administrator Sample Questions

(Q47-Q52):

NEW QUESTION # 47
View the exhibit, which contains a hub-and-spoke VPN topology with two hubs, then answer the question below.

Traffic from Boston to London triggersthe dynamic negotiationof a direct VPN between both sites

An administrator wants to configure ADVPN.




‘Which ADVPN setting needs to be enabled in the tunnel between Hub1 and Hub2 FortiGates?

A. set auto-discovery-sender enabled

B. set auto-discovery-forwarder enabled
C. set auto-discovery-ipsec enabled

D. set auto-discovery-receiver enabled

Answer: B

NEW QUESTION # 48

An admmnistrator has configured a dial-up IPsec VPN with one phase 2, extended authentication (XAuth) and IKE mode
configuration.

The admmnistrator has also enabled the IKE real time debug:

diagnose debug application ike- 1

diagnose debug enable

In which order is each step and phase displayed in the debug output each time a new dial-up user is connecting to the VPN?

A. Phasel; XAuth; phase 2; IKE mode configuration.
B. Phasel; IKE mode configuration; XAuth; phase 2.
C. Phasel; IKE mode configuration; phase 2; XAuth.
D. Phasel; XAuth; IKE mode configuration; phase?.

Answer: D

NEW QUESTION # 49
Which statement about protocol options is true?

¢ A Protocol options allows administrators a streamlined method to nstruct FortiGate to block all sessions corresponding to
disabled protocols.

¢ B. Protocol options allows administrators the ability to configure the Any setting for all enabled protocols which provides the
most efficient use of system resources.

¢ C. Protocol options allows administrators to configure which Layer 4 port numbers map to upper-layer protocols, such as
HTTP, SMTP, FTP, and so on.

¢ D. Protocol options allow administrators to configure a maximum number of sessions for each configured protocol.

Answer: C

NEW QUESTION # 50
View the exhibit, which contains a partial output of an IKE real-time debug, and then answer the question below.

B Wl L W A SRIE LWL lv.huu._'-l.FLwob.HTInlET

ke 0:H2S 0 _1:15: sent IKE msg (SHORTCUT-OFFER): 10.200:1.1:500->10.200.5.1:50(
=164, id=4134df8580d5cdd/ce54851612¢7432f:a2 111 4fe

ke 0: comes 10.200.5.1:500->10.200.1.1:500,ifindex=3. "

ke 0: IKEv1 exchange=Informational id=4134df8580d5bedd/ce54851612¢7432f:6266ee8c¢
m=196

ke 0:H2S_0_1:15: notify msg received: SHORTCUR-QUERY
ke 0:H2S 0 1: recv shortcut-query 16462343159772385317

ke 0:H2S_0_0:16: senr IKE msg (SHORTCUT-QUERY): 10.200.1.1:500->10.200.3.1:50(
=196, id=7c6b6cca6700a935/dba061 eaf5 1b8917:b326d12a

ke 0: comes 10.200.3.1:500->10.200.1.1:500.ifindex=3....

ke 0: IKEv1 exchange=Informational id=7c6b6cca6700a935/dba061eaf51b89f7:1c1dbf39

LR T,



ke 0:H2S_0_0: Jonofi 1y fesg rfcqijod BHORICUI-REPLY

ike 0:H2S_0_0: recv shortcut-reply 16462343159772385317
f97a7565a441e2aa/667d3e2e3442211e 10.200.3.1 to 10.1.2.254 psk 64

ike 0:H2S_0_0: shortcut-reply route to 10.1.2.254 via H2S0_) 29

ike 0:H2S: forward shortcut-reply 16462343 159772385317
f97a7565a441e2aa/667d3e2e34422 e 10.200.3.1 to 10.1.2.254 psk 64 ttl 31
ike 0:H2S_0_1:15:enc

ike 0:H2S 0 1:15: sent IKE msg (SHORTCUT-REPLY): 10.200.1.1:500->10.200.5.1:500,
len=188, id=4134df8580d5bcdd/ce54851612¢7432f:70ed6d2¢c
Based on the debug output, which phase-1 setting is enabled in the configuration of this VPN?

A. auto-discovery-forwarder
B. auto-discovery-shortcut
C. auto-discovery-sender

D. auto-discovery-receiver

Answer: D

NEW QUESTION # 51
Which statement about network processor (NP) offloading is true?

e A For UDP traffic, the FortiGate CPU offloads the first packet to identify it as fast-path traffic.

¢ B. You can disable the NP for each firewall policy using the command np-acceleration set to loose.

e C. The FortiGate CPU offloads all firewall sessions that require FortiOS session helper to the network processing unit
(NPU).

¢ D. When NP acceleration is enabled, firewall sessions may not offload if proxy-based security profiles are included in the
firewall policy.

Answer: D

NEW QUESTION # 52
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