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What are critical considerations when testing a malicious payload?
Multiple Correct Answers

Response:

e A The clarity of the payload's source code
¢ B. Its ability to bypass antivirus software
e C. Its undetectability by network mtrusion detection systens
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¢ D. The payload's compatibility with various operating systems

ER: BC

Fi 8 #119
What role does a command and control (C2) server play in persistence?
Response:

A. Tt provides regular updates to software on the network.

B. It coordinates the actions of compromised systems to receive updates or execute actions.
C. It encrypts network traffic to prevent eavesdropping.

D. It monitors network traffic for performance bottlenecks.

EX: B

R #120
In privilege escalation attacks, what is the typical role of a "pivot'?
Response:

A. To use one compromised system to gain access to another system
B. To obfuscate the malicious traffic to avoid detection

C. To reverse engmneer the application code

D. To perform data exfiltration through a covert channel

ER: A

R #121

After gaming initial access, what are the key next steps an attacker should take?
Multiple Correct Answers

Response:

A. Establishing persistence in the system

B. Strengthening the security of the system to lock out other potential attackers
C. Conducting further reconnaissance within the network

D. Immediately exfiltrating all accessible data

ER: AC

FIRE #122

Which two protocols are commonly used for service enumeration?
(Choose two)

Response:

A. DNS
B. SMB
C. SSH
D. RDP

Z%: BD
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