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Fortinet NSE 6 - SD-WAN 7.6 Enterprise Administrator Sample Questions
(Q95-Q100):

NEW QUESTION # 95

An SD-WAN member is no longer used to steer SD-WAN traffic. The administrator updated the SD-WAN configuration and
deleted the unused member. After the configuration update, users report that some destinations are unreachable. You confirm that
the affected flow does not match an SD-WAN rule.

What could be a possible cause of the traffic interruption?

A. FortiGate administratively brings down interfaces when they are removed from the SD-WAN configuration.

B. FortiGate, with SD-WAN enabled, cannot route traffic through interfaces that are not SD-WAN members.

C. FortiGate can remove some static routes associated with an interface when the member is removed from SD-WAN.
D. FortiGate removes the layer 3 settings for interfaces that are removed from the SD-WAN configuration.

Answer: C

Explanation:

When an SD-WAN member is deleted, FortiGate can also remove static routes that were tied to that interface.

Ifthose routes are needed for destinations not covered by SD-WAN rules, traffic to those networks becomes unreachable. This
explains why flows not matching SD-WAN rules are mterrupted after the member was removed.

NEW QUESTION # 96
(You are configuring SD-WAN to load balance network traffic and you want to take into account the link quality.
Which two facts should you consider? Choose two answers.)

A. You can select the lowest cost service level agreement (SLA) strategy and allow SD-WAN load balancing,
B. When applicable, FortiGate load balances the traffic through all members that meet the SLA target.

C. The best quality strategy supports only the round-robin hash mode.

D. You can select the best quality strategy and allow SD-WAN load balancing,

Answer: A,B

Explanation:

When SD-WAN load balancing is required with link quality awareness, FortiOS relies on SLA-based strategies. These strategies
evaluate link performance using performance SLAs (latency, jitter, packet loss, MOS) and then make forwarding decisions
accordingly.

Option A is correct.

In FortiOS 7.6, when an SLA-based SD-WAN rule has load balancing enabled, FortiGate distributes traffic only across the
members that meet the SLA targets. Any member that is out of SLA is excluded from load balancing, This behavior ensures that
traffic is not forwarded over degraded links while still allowing load distribution across healthy paths.

Option C is correct.

The lowest cost (SLA) strategy is an SLA-based strategy that considers link quality while also allowing SD- WAN load balancing,
When muiltiple members meet the SLA requirements and have equal cost, FortiGate can load balance traffic across them using the
configured hash mode. This makes the lowest cost SLA strategy suitable when both link quality and load balancing are required.
Why the other options are incorrect:

* Option B 1s incorrect because the best quality strategy is designed to select the single best-performing link based on SLA metrics.
It does not support SD-WAN load balancing across multiple links.

* Option D is incorrect because the best quality strategy does not support load balancing at all, so the statement about round-robin
hash mode is invalid.

Therefore, the two correct facts to consider are A and C.

NEW QUESTION # 97
Refer to the exhibit, which shows the SD-WAN rule status and configuration.
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SD:WAN rule's uration

branchl fgt # diagnose sys sdwan serviced 3

Service(3): Address Mode (IPV4) flags=0x4200 use-shortcut-sla use-shortcut
Tie break: cfg
Shortcut priority:2
Gen (43), TOS(0x0/0x0), Protocol(0): src(1->65535) :dst(1->65535), Mode(priority),
link-cost-factor (packet loss), link-cost-threshold(10), heath-check (HUB1_HC)
Members (3) :
1: Seq_num(4 HUB1-VPN1l HUB1), alive, latency: 96.349, selected
2: Seq_num(5 HUB1-VPN2 HUBl), alive, latency: 141.278, selected
3: Seq_num(6 HUB1-VPN3 HUBl), alive, latency: 190.984, selected
Src address(l):
10.0.1.0-10.0.1.255

Dst address(1l):
10.0.0.0-10.255.255.255

branchl_fgt (service) #'show
config service
edit 3
set name “Corp”
set mode priority
set dst “Corp-net”
set src “LAN-net”
set health-check “HUB1l_HC”
set link-cost-factor packet-loss
set link-cost-threshold 0
set priority-members 4 5 6
next

Based on the exhibit, which change in the measured latency will first make HUB1-VPN3 the new preferred member?

A. When HUB1-VPN3 has a latency of 80 ms

B. When HUB1-VPN3 has a latency of 90 ms

C. When HUB1-VPN3 has a lower latency than HUB1-VPN1 and HUB1-VPN2
D. When HUB1-VPNT1 has a latency of 200 ms

Answer: D

Explanation:

The rule is in priority mode with HUB1-VPNI1 (seq 4) as the first preferred member, HUB1-VPN2 second, and HUB1-VPN3
third. Latency itself does not cause HUB1-VPN3 to become preferred unless a higher- priority member fails SLA. IFHUB1-
VPN1's latency exceeds the SLA threshold (here simulated by latency reaching 200 ms), FortiGate stops using it and moves down
the priority list. That is when HUB1-VPN3 could become the active path.

NEW QUESTION # 98
Within the context of SD-WAN, what does SIA correspond to?

A. Secure Internet Authorization
B. Local Breakout

C. Remote Breakout

D. Software Internet Access

Answer: C

Explanation:
" Secure internet access (SIA), also known as remote breakout, is another use case for SD-WAN. "

NEW QUESTION # 99



Refer to the exhibit.
config system sdwan

config health check
edit “DNS”
set server ™4.2.2.1" ™4.2.2.2"
set detect-mode active
set protocel ping
set embed-measured-health enable
set members 3 4
config sla F RTINET
edit 1
set link-cost-factor latency
set latency-threshold 100
end
next
end
end
The exhibit shows the health-check configuration on a FortiGate device used as a spoke. You notice that the hub FortiGate doesn't

prioritize the traffic as expected.
Which two configuration elements should you check on the hub? (Choose two.)

A. The performance SLA has the parameter priority-out-sla configured.

B. The performance SLA uses the same criteria.

C. This performance SLA uses the same members.

D. The performance SLA is configured with set embedded-measure accept.

Answer: B,D

Explanation:

The hub must use a performance SLA with the same criteria as the spoke's health check. The spoke's health check is using ping
(protocol ping) and measuring latency (link-cost-factor latency). For the hub to use the data sent by the spoke, its performance SLA
must be configured to measure the same metrics. Ifthe hub is looking for jitter or packet loss, it will not use the latency data sent by
the spoke.

When a spoke sends embedded health data, the hub FortiGate must be configured to receive and use it. This is done by setting set
embedded-measure accept within the performance SLA configuration on the hub. This setting explicitly tells the hub to trust and use
the performance metrics received from the remote FortiGate (the spoke). Without this setting, the hub will likely ignore the
embedded health data and rely on its own health checks, which could lead to incorrect traffic prioritization.

NEW QUESTION # 100
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