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Sample Questions (Q168-Q173):
NEW QUESTION # 168 
In Huawei's SD-WAN solution, which of the following technologies can "dynamically switch the encryption algorithm of the VPN
tunnel between branch devices and headquarters to adapt to different security compliance requirements "?

A. The encryption algorithm can be manually reconfigured; dynamic switching is not supported.
B. Dynamic negotiation of encryption algorithms based on the IKEv2 protocol (supports switching between Chinese and
international cryptographic algorithms)
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C. Fixed to using the AES-256 encryption algorithm, switching is not supported.
D. Unencrypted VPN tunnel, relying solely on MPLS label hiding

Answer: B

NEW QUESTION # 169 
In the wide area network IPv6 transition scenario, if "internal IPv4 and IPv6 terminals need to communicate with each other", which
of the following technologies should be adopted?

A. DNS64+NAT64 (only enables IPv6 terminals to access IPv4 resources)
B. NAT444 (only performs IPv4 address translation)
C. IPv4/IPv6 dual-stack technology (terminals support both protocols simultaneously, enabling direct interoperability).
D. IPv6 over IPv4 tunnel (only enables communication between IPv6 terminals)

Answer: C

NEW QUESTION # 170 
In the WAN BGP protocol, if "route reflectors are configured between IBGP neighbors, and route transmission between the
reflector's client and non-client is normal," then which of the following loop prevention mechanisms is in effect?

A. IBGP split horizon (IBGP neighbors do not forward routes to each other)
B. AS_PATH loop prevention (check if the route includes the local AS number)
C. MED attribute loop prevention (determining route priority based on MED value)
D. Route Reflector Cluster List Anti-loop (records reflector cluster IDs to prevent loops)

Answer: D

NEW QUESTION # 171 
In a wide area network (WAN) OSPF deployment, when a non-backbone area (such as Area 1) is not directly connected to the
backbone area (Area 0), which of the following technologies needs to be deployed to solve the routing connectivity problem?

A. OSPF route aggregation
B. OSPF Virtual Link
C. OSPF Certification
D. OSPF NSSA area

Answer: B

NEW QUESTION # 172 
In Huawei's WAN solution, which of the following technologies can "quickly detect WAN link faults, achieve millisecond-level fault
awareness, and shorten recovery time"?

A. Manual ping test
B. OSPF hello protocol (default 10s detection)
C. Static route timeout mechanism (default 3 minutes)
D. BFD (Bidirectional Forwarding Detection)

Answer: D

NEW QUESTION # 173
......
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