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The Google Professional-Cloud- Security-Engineer exam measures the candidate's ability to design, implement, and manage secure
GCP solutions. It tests the candidate's knowledge of security best practices, compliance, and regulatory requirements. Professional-
Cloud-Security-Engineer Exam also evaluates the candidate's ability to use various security tools and technologies, including identity
and access management, network security, data protection, and incident response.

Google Cloud Certified - Professional Cloud Security Engineer Exam Sample
Questions (Q197-Q202):

NEW QUESTION # 197
Which two implied firewall rules are defined on a VPC network? (Choose two.)

A. A rule that allows all inbound port 80 connections
B. A rule that blocks all inbound port 25 connections
C. A rule that blocks all outbound connections

D. A rule that denies all mbound connections

E. A rule that allows all outbound connections

Answer: D.E

Explanation:
Reference:
https/cloud.google.com/vpc/docs/firewalls

NEW QUESTION # 198

Your Google Cloud organization allows for administrative capabilities to be distributed to each team through provision of a Google
Cloud project with Owner role (roles/ owner). The organization contains thousands of Google Cloud Projects Security Command
Center Premium has surfaced mutltiplecpen_myscl _portfindings.

You are enforcing the guardrails and need to prevent these types of common misconfigurations.

What should you do?

¢ A Create a hierarchical firewall policy configured at the organization to allow connections only from internal [Pranges
¢ B. Create a hierarchical firewall policy configured at the organization to deny all connections from0 0 0
0/0.
e C. Create a Google Cloud Armor security policy to deny traffic from 0 0 0 0/0.
e D. Create a firewall rule for each virtual private cloud (VPC) to deny traffic from 0 0 0 0/0 with priority O.

Answer: B

NEW QUESTION # 199

A company allows every employee to use Google Cloud Platform. Each department has a Google Group, with all department
members as group members. Ifa department member creates a new project, all members of that department should automatically
have read-only access to all new project resources. Members of any other department should not have access to the project. You
need to configure this behavior.

‘What should you do to meet these requirements?

e A Create a Project per department under the Organization. For each departiment's Project, assign the Project Viewer role to
the Google Group related to that department.

e B. Create a Project per department under the Organization. For each department's Project, assign the Project Browser role
to the Google Group related to that department.

e C. Create a Folder per department under the Organization. For each department's Folder, assign the Project Browser role to
the Google Group related to that department.

e D. Create a Folder per department under the Organization. For each department's Folder, assign the Project Viewer role to
the Google Group related to that department.

Answer: D

Explanation:
Explanation
https//cloud. google.comvianydocs/understanding-roles#project-roles
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NEW QUESTION # 200

You have numerous private virtual machines on Google Cloud. You occasionally need to manage the servers through Secure Socket
Shell (SSH) from a remote location. You want to configure remote access to the servers in a manner that optimizes security and cost
efficiency.

‘What should you do?

e A Create a site-to-site VPN from your corporate network to Google Cloud.

¢ B. Create a jump host instance with public I[P Manage the instances by connecting through the jump host.

e C. Create a firewall rule to allow access from the Identity- Aware Proxy (IAP) IP range Grant the role of an IAP- secured
Tunnel User to the admnistrators.

¢ D. Configure server instances with public IP addresses Create a firewall rule to only allow traffic from your corporate IPs.

Answer: C

NEW QUESTION # 201

Your organization needs to restrict the types of Google Cloud services that can be deployed within specific folders to enforce
compliance requirements You must apply these restrictions only to the designated folders without affecting other parts of the
resource hierarchy You want to use the most efficient and simple method What should you do?

e A. Configure VPC Service Controls perimeters around each folder and define the allowed services within the perimeter

¢ B. Create a global organization policy at the organization level with the "Restrict Resource Service Usage" constraint and
apply exceptions for other folders

e C. Implement IAM conditions on service account creation within each folder

e D. Create an organization policy at the folder level using the "Restrict Resource Service Usage" constraint and define the
allowed services per folder

Answer: D

Explanation:

The problem requires restricting the types of Google Cloud services that can be deployed within specific folders to enforce
compliance, without affecting other parts of the resource hierarchy, using the most efficient and simple method Organization Policies:
Organization policies allow you to define centralized, programmatic controls over your Google Cloud resources They apply
hierarchically, meaning a policy set on a folder applies to all projects and resources within that folder and its descendants Restrict
Resource Service Usage Constraint: This specific organization policy constraint is designed precisely for controlling which Google
Cloud services can be used (and thus deployed/created resources for) within a given part of the resource hierarchy It supports both
allowlists and denylists of service API identifiers Extract Reference: "The Restrict Resource Service Usage constraint controls the
runtime access to all in-scope resources" and "This constraint can be used in two mutually exclusive ways: Denylist - resources of
any service that isn't denied are allowed Allowlist - resources of any service that isn't allowed are denied" (Google Cloud
Documentation: "Restricting resource usage | Resource Manager Documentation” - hitpsz/cloudgooglecomvresource-
manager/docs/organization-policy/restricting-resources) Folder-Level Application: Applying this organization policy at the folder
level directly meets the requirement of applying restrictions "only to the designated folders without affecting other parts of the
resource hierarchy" This is more efficient and simpler than applying a global policy with numerous exceptions Let's evaluate the other
options:

B Implement IAM conditions on service account creation within each folder: TAM conditions control permissions for who can do
what While they can be used for very fine-grained access control, they are not designed to restrict the types of services that can be
deployed directly Controlling service account creation doesn't prevent a user with appropriate permissions from deploying other
resources C Create a global organization policy and apply exceptions: While technically possible, this is less efficient and simple if the
goal is to only restrict specific folders Managing exceptions for the entire rest of the organization would be more complex than simply
applying the policy directly where it's needed D Configure VPC Service Controls perimeters around each folder: VPC Service
Controls primarily prevent data exfiltration and restrict API access at a network perimeter level They are not designed to restrict
which types of Google Cloud services can be deployed within a project or folder; rather, they control how allowed services interact
with each other and with external endpoints

NEW QUESTION # 202
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