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Amazon AWS Certified Developer Associate Exam (DVA-C02) Sample
Questions (Q20-Q25):
NEW QUESTION # 20 
A developer is working on an application that is deployed on an Amazon EC2 instance. The application needs to transfer a file to an
Amazon S3 bucket. What should the developer do to authenticate the application's access to the S3 bucket in the MOST secure
way?

A. Configure a bucket policy for the S3 bucket. Allow access from the EC2 instance ID in the bucket policy.
B. Create an IAM role. Create an access key for the role. Store the access key in the application's environment variables.
C. Associate an IAM role with the EC2 instance. Use the instance metadata service to retrieve the credentials.
D. Create an access key for an IAM user. Store the access key in the application's environment variables.

Answer: B

NEW QUESTION # 21 
A company needs to ingest terabytes of data each hour from thousands of sources that are delivered almost continually throughout
the day. The volume of messages generated varies over the course of the day.
Messages must be delivered in real time for fraud detection and live operational dashboards.
Which approach will meet these requirements?

A. Use the Amazon S3 API to write messages to an S3 bucket, then process the messages by using Amazon Redshift
B. Send the messages to an Amazon SQS queue, then process the messages by using a fleet of Amazon EC2 instances
C. Use AWS Data Pipeline to automate the movement and transformation of data
D. Use Amazon Kinesis Data Streams with Kinesis Client Library to ingest and deliver messages

Answer: D

NEW QUESTION # 22 
A development team maintains a web application by using a single AWS CloudFormation template. The template defines web
servers and an Amazon RDS database. The team uses the Cloud Formation template to deploy the Cloud Formation stack to
different environments.
During a recent application deployment, a developer caused the primary development database to be dropped and recreated. The
result of this incident was a loss of data. The team needs to avoid accidental database deletion in the future.
Which solutions will meet these requirements? (Choose two.)

A. Add a CloudFormation Deletion Policy attribute with the Retain value to the database resource.
B. Update the CloudFormation stack policy to prevent updates to the database.
C. Add a Cloud Formation DeletionPolicy attribute with the Retain value to the stack.
D. Modify the database to use a Multi-AZ deployment.
E. Create a CloudFormation stack set for the web application and database deployments.

Answer: A,B

Explanation:
AWS CloudFormation is a service that enables developers to model and provision AWS resources using templates. The developer
can add a CloudFormation Deletion Policy attribute with the Retain value to the database resource. This will prevent the database
from being deleted when the stack is deleted or updated. The developer can also update the CloudFormation stack policy to
prevent updates to the database. This will prevent accidental changes to the database configuration or properties.
References:
[What Is AWS CloudFormation? - AWS CloudFormation]
[DeletionPolicy Attribute - AWS CloudFormation]
[Protecting Resources During Stack Updates - AWS CloudFormation]



NEW QUESTION # 23 
A Developer is building a web application that uses Amazon API Gateway to expose an AWS Lambda function to process requests
from clients. During testing, the Developer notices that the API Gateway times out even though the Lambda function finishes under
the set time limit.
Which of the following API Gateway metrics in Amazon CloudWatch can help the Developer troubleshoot the issue? (Choose two.)

A. CacheMissCount
B. IntegrationLatency
C. Latency
D. Count
E. CacheHitCount

Answer: A,B

Explanation:
https://docs.aws.amazon.com/apigateway/latest/developerguide/api-gateway-metrics-and-dimensions.html

NEW QUESTION # 24 
A company is building a micro services app1 cation that consists of many AWS Lambda functions. The development team wants to
use AWS Serverless Application Model (AWS SAM) templates to automatically test the Lambda functions. The development team
plans to test a small percentage of traffic that is directed to new updates before the team commits to a full deployment of the
application.
Which combination of steps will meet these requirements in the MOST operationally efficient way? (Select TWO.)

A. Enable gradual deployments through AWS SAM templates.
B. Declare the EventlnvokeConfig on the Lambda functions in the AWS SAM templates with OnSuccess and OnFailure
configurations.
C. Set the deployment preference type to Linear10PefcentEvery10Minutes Use hooks to test the deployment.
D. Set the deployment preference type to Canary10Percen130Minutes Use hooks to test the deployment.
E. Use AWS SAM CLI commands in AWS CodeDeploy lo invoke the Lambda functions to lest the deployment

Answer: A,D

Explanation:
This solution will meet the requirements by using AWS Serverless Application Model (AWS SAM) templates and gradual
deployments to automatically test the Lambda functions. AWS SAM templates are configuration files that define serverless
applications and resources such as Lambda functions. Gradual deployments are a feature of AWS SAM that enable deploying new
versions of Lambda functions incrementally, shifting traffic gradually, and performing validation tests during deployment. The
developer can enable gradual deployments through AWS SAM templates by adding a DeploymentPreference property to each
Lambda function resource in the template. The developer can set the deployment preference type to Canary10Percent30Minutes,
which means that 10 percent of traffic will be shifted to the new version of the Lambda function for 30 minutes before shifting 100
percent of traffic. The developer can also use hooks to test the deployment, which are custom Lambda functions that run before or
after traffic shifting and perform validation tests or rollback actions.
References: [AWS Serverless Application Model (AWS SAM)], [Gradual Code Deployment]

NEW QUESTION # 25
......
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