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NEW QUESTION # 36 
A company uses AWS IAM Identity Center with SAML 2.0 federation. The company decides to change its federation source from
one identity provider (IdP) to another. The underlying directory for both IdPs is Active Directory.
Which solution will meet this requirement?

A. Modify the attribute mappings within the IAM Identity Center trust relationship to match information that the new IdP
sends.
B. Confirm that the Network Time Protocol (NTP) clock skew is correctly set between IAM Identity Center and the new
IdP endpoints.
C. Disable all existing users and groups within IAM Identity Center that were part of the federation with the original IdP.
D. Reconfigure all existing IAM roles in the company's AWS accounts to explicitly trust the new IdP as the principal.

Answer: A

Explanation:
AWS IAM Identity Center relies on SAML assertions and attribute mappings to associate federated users with identities, groups,
and permission sets. According to the AWS Certified Security - Specialty documentation, when changing identity providers while
maintaining the same underlying directory, existing users and group identities can be preserved by updating attribute mappings to
align with the new IdP's SAML assertions.
By modifying the attribute mappings, IAM Identity Center can correctly interpret usernames, group memberships, and unique
identifiers sent by the new IdP without requiring changes to AWS account roles or permission sets. This approach minimizes
operational effort and avoids disruption to access management.
Option A unnecessarily disables identities and causes access outages. Option C is incorrect because IAM Identity Center abstracts
role trust relationships, and roles do not directly trust the IdP. Option D is unrelated to federation source configuration and only
affects authentication timing issues.
AWS best practices recommend updating attribute mappings when switching IdPs that share the same directory source.
Referenced AWS Specialty Documents:
AWS Certified Security - Specialty Official Study Guide
AWS IAM Identity Center SAML Federation
AWS Identity Federation Best Practices

NEW QUESTION # 37 
A company runs a web application on a fleet of Amazon EC2 instances in an Auto Scaling group. Amazon GuardDuty and AWS
Security Hub are enabled. The security engineer needs an automated response to anomalous traffic that follows AWS best practices
and minimizes application disruption.
Which solution will meet these requirements?

A. Use EventBridge to invoke a Lambda function that removes the affected instance from the Auto Scaling group and isolates
it with a restricted security group.
B. Use EventBridge to disable the instance profile access keys.
C. Use Security Hub to update the subnet network ACL to block traffic.
D. Send GuardDuty findings to Amazon SNS for email notification.

Answer: A

Explanation:
AWS incident response best practices emphasize isolating compromised resources rather than immediately terminating them.
According to AWS Certified Security - Specialty documentation, removing an instance from an Auto Scaling group prevents
replacement loops, while applying a restrictive security group isolates the instance for forensic analysis.
Using Amazon EventBridge to trigger an AWS Lambda function enables automated, consistent responses to GuardDuty findings.
This approach minimizes disruption to the application because healthy instances continue serving traffic while the affected instance is
isolated.
Disabling credentials or modifying network ACLs can have broader impact on unrelated workloads. SNS notifications alone do not
provide response automation.
AWS recommends isolate-and-investigate patterns for EC2 incident response.
Referenced AWS Specialty Documents:
AWS Certified Security - Specialty Official Study Guide
Amazon GuardDuty Automated Responses
AWS Incident Response Playbooks



NEW QUESTION # 38 
A company detects bot activity targeting Amazon Cognito user pool endpoints. The solution must block malicious requests while
maintaining access for legitimate users.
Which solution meets these requirements?

A. Enable Amazon Cognito threat protection.
B. Associate AWS WAF with the Cognito user pool.
C. Restrict access to authenticated users only.
D. Monitor requests with CloudWatch.

Answer: A

Explanation:
Amazon Cognito threat protection is purpose-built to detect and mitigate malicious authentication activity such as credential stuffing
and bot traffic. It uses adaptive risk-based analysis without disrupting legitimate users.
AWS WAF cannot be directly associated with Cognito user pools.
Referenced AWS Specialty Documents:
AWS Certified Security - Specialty Official Study Guide
Amazon Cognito Threat Protection

NEW QUESTION # 39 
A company uses AWS Organizations and has an SCP at the root that prevents sharing resources with external accounts. The
company now needs to allow only the marketing account to share resources externally while preventing all other accounts from doing
so. All accounts are in the same OU.
Which solution will meet these requirements?

A. Edit the SCP to include an Allow statement for the marketing account.
B. Use a permissions boundary in the marketing account.
C. Create a new SCP in the marketing account to explicitly allow sharing.
D. Edit the existing SCP to add a condition that excludes the marketing account.

Answer: D

Explanation:
Service control policies (SCPs) define the maximum available permissions for accounts and are evaluated as guardrails. AWS
Certified Security - Specialty documentation states SCPs are typically used to apply organization-wide restrictions, and exceptions
are commonly handled by using conditions (for example, excluding specific accounts) or by structuring OUs differently. Because all
accounts are in the same OU and the company must continue blocking external sharing for everyone except one account, modifying
the existing SCP to exclude the marketing account is the most direct solution. An SCP attached at the root affects all accounts unless
conditions narrow its scope. Adding a condition that excludes the marketing account allows that account to retain the ability to share
resources externally while the SCP continues to block sharing for other accounts. Option A is not feasible because account-level
SCPs cannot override a deny applied by a parent SCP; explicit denies always win. Option C misunderstands SCP behavior because
SCPs do not grant permissions; they only limit. Option D is an IAM control that cannot override an organization-level deny.
Therefore, the only secure, scalable option is to modify the existing SCP with an exception condition for the marketing account.
Referenced AWS Specialty Documents:
AWS Certified Security - Specialty Official Study Guide
AWS Organizations SCP Evaluation Logic
SCP Deny Precedence and Exception Patterns

NEW QUESTION # 40 
A company uses an organization in AWS Organizations to manage multiple AWS accounts. The company wants to centrally give
users the ability to access Amazon Q Developer.
Which solution will meet this requirement?

A. Enable Amazon Cognito and set up Amazon Q Developer as an AWS managed application.
B. Enable Amazon Cognito and create a new identity pool for Amazon Q Developer.
C. Enable AWS IAM Identity Center and create a new identity pool for Amazon Q Developer.
D. Enable AWS IAM Identity Center and set up Amazon Q Developer as an AWS managed application.



Answer: D

Explanation:
AWS IAM Identity Center is the recommended service for centrally managing workforce access across multiple AWS accounts
within an organization. According to AWS Certified Security - Specialty documentation, Amazon Q Developer integrates natively
with IAM Identity Center as an AWS managed application.
By enabling IAM Identity Center and assigning Amazon Q Developer to users or groups, the company can centrally control access
using permission sets and organizational boundaries. This approach provides centralized authentication, authorization, and auditing
with minimal overhead.
Amazon Cognito is intended for customer and application user authentication, not workforce access to AWS services. Identity pools
are not applicable to IAM Identity Center integrations.
AWS best practices clearly recommend IAM Identity Center for workforce access to AWS-managed applications.
Referenced AWS Specialty Documents:
AWS Certified Security - Specialty Official Study Guide
AWS IAM Identity Center Integrations
Amazon Q Developer Access Management

NEW QUESTION # 41
......

The AWS Certified Security – Specialty (SCS-C03) practice questions (desktop and web-based) are customizable, meaning users
can set the questions and time according to their needs to improve their discipline and feel the real-based exam scenario to pass the
Amazon SCS-C03 Certification. Customizable mock tests comprehensively and accurately represent the actual SCS-C03
certification exam scenario.
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