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Microsoft Identity and Access Administrator Sample Questions (Q283-Q288):

NEW QUESTION # 283

You have an Azure subscription that contains the resources shown in the following table.

You need to configure access to Vaultl. The solution must meet the following requirements:

* Ensure that User] can manage and create keys in Vault1.

* Ensure that User2 can access a certificate stored in Vault1.

* Use the principle of least privilege.

‘Which role should you assign to each user? To answer select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Answer Area

Userl: | Key Vault Gertificates Officer
Key Vaull Certihicates Ofhicer
Key Vault Crypto Officer
Key Vault Secrets Officer

User2: | Key Vault Certificates Officer

Key Vault Certificates Officer
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Microsoft

Key Vault'Certificates Officer
Key Vaull Certihcates Officer

Key Vault Secrets Officer

User2: | Key Vault Certificates Officer
] Key Vault Certificates Officer
Key Vault Crypto Officer
Key Vault Secrets Oftficer

Explanation:

Userl: Key Vault Crypto Officer

User2: Key Vault Certificates Officer

As detailed in Microsoft documentation and the Exam Ref SC-300: Microsoft Identity and Access Administrator, Azure Key Vault
provides role-based access control (RBAC) to manage keys, secrets, and certificates independently. The built-in roles are designed
with the principle of least privilege - granting users only the permissions necessary to perform their tasks.

According to the Microsoft Learn module "Manage access to Key Vault using Azure RBAC", the relevant built-in roles are:

* Key Vault Crypto Officer - This role allows users to manage cryptographic keys in a key vault.

Specffically, the Crypto Officer can create, import, delete, and manage keys, as well as perform cryptographic operations such as
encrypt, decrypt, sign, and verify. This aligns perfectly with the requirement that User] must manage and create keys in Vault1.

* Key Vault Certificates Officer - This role allows a user to manage and retrieve certificates within a key vault. It provides access to
read, import, and delete certificates but not to manage or create keys or secrets. This satisfies the requirement that User2 must
access a certificate stored in Vault1.

The Exam Ref SC-300 emphasizes that the least privilege principle requires assigning users the lowest possible role that meets their
operational needs. Therefore, assigning Key Vault Crypto Officer to User] and Key Vault Certificates Officer to User2 ensures
compliance, minimal access exposure, and operational

NEW QUESTION # 284
You have an Azure Active Directory (Azure Azure) tenant that contains the objects shown in the following table.
* A device named Devicel

* Users named Userl, User2, User3, Userd, and User5

* Five groups named Group1, Group2, Group3, Ciroup4, and Group5

The groups are conﬁgured as shown in the fbllowmg table.
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How nnny hcenses are used if you a551gn the Microsoft Office 365 Enterprise ES license to Group1?

e A0
e B.1



e C.2
e D3

Answer: C

Explanation:
Reference:
httpsz//docs.microsoft.com/en-us/azure/active-directory/enterprise-users/licensing- group-advanced

NEW QUESTION # 285

You create a Log Analytics workspace.

You need to implement the technical requirements for auditing.
‘What should you configure in Azure AD?

A. Diagnostics settings
B. External Identities
C. App registrations
D. Conpany branding

Answer: A

Explanation:
Reference:
https:/docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/overview-monitoring

NEW QUESTION # 286

You have a new Microsoft 365 tenant that uses a domain name of contoso.onmicrosoft.com.

You register the name contoso.com with a domain registrar.

You need to use contoso.com as the default domain name for new Microsoft 365 users.

Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer
area and arrange them in the correct order.

Actions Answer Area
Delete the contoso.onmicrosoft com domain. |

Register a custom domain name of contoso.com. |

@
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Set the domain to primary

'.Create anew TXT record in t)NS.
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Answer:

Explanation:



Actions r 3
Daetgtr;: cBmBSEOEmTcm} m domam Register a custom domain name of contoso.com. :

Create a new TXT record in DNS. |

| Verify the domain name. ] --------------------

Explanation:

Register a custom domain name of contoso.com.

Create a new TXT record in DNS.

Verify the domain name.

Set the domaiﬂﬁam’ EH: soft
—————

Reference:
https/practical365.com/configure-a-custom-domain-in-office-365/

NEW QUESTION # 287
You have an Azure AD tenant that contains the users shown in the following table.
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In Azure AD Identity Protection, you configure a user risk policy that has the following settings:
* Assigniments:

o Users: Groupl

o User risk: Low and above

* Controls:

0 Access: Block access

* Enforce policy: On

In Azure AD Identity Protection, you configure a sign-in risk policy that has the following settings:
* Assigniments:

o Users: Group2

o Sign-in risk: Low and above

* Controls:

0 Access: Require multi-factor authentication

* Enforce policy. On

the following settings:

ng settings:

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.



Answer:
Explanation:
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Explanation:

-

Answer Area .
madigFosoft
User1 can sign in {@% anonymous |P address. @ O
User2 can erom an anonymous |IP address. @) ®
\Q@
?&fan sign in from an anonymous IP address. O ®
e
NEW QUESTION # 288
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