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NEW QUESTION # 38
Refer to the exhibit.
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A FortiSIEM is contim;ous r slo events froma FortiGate firewall The FortiS for is trying to search the
raw event logs for the last two hours that contain the keyword tcp . However, the administrator is getting no results from the search.
Based on the selected filters shown in the exhibit, why are there no search results?

¢ A Inthe Time section, the administrator selected the Relative Last option, and in the drop-down lists, selected 2 and Hours
as the lime period The time period should be 24 hours.

¢ B. The admmistrator selected AND in the Next drop-down list. This is the wrong boolean operator.

e C. The keyword is case sensitive Instead of typing TCP in the Value field. the admmistrator should type tcp.

¢ D. The administrator selected - in the Operator column That a the wrong operator.

Answer: C

Explanation:

Case Sensitivity in Searches: In FortiSIEM, search queries, including those for raw event logs, are case sensitive. This means that
keywords must be entered exactly as they appear in the logs.

Keyword Mismatch: The exhibit shows the keyword "TCP" in the Value field. If the actual events use "tcp" (lowercase), the search
will return no results because of the case mismatch.

Correct Keyword: To match the keyword correctly, the administrator should enter "tcp” in the Value field.

References: FortiSIEM 6.3 User Guide, Search and Filtering section, which discusses the importance of case sensitivity in search
queries.

NEW QUESTION # 39
Which three ports can be used to send Syslogs to FortiSIEM? (Choose three.)

A.TCP 514
B. UDP9999
C.UDP 514
D. UDP 162
E. TCP 1470

Answer: A,C,E

Explanation:

* Syslog Ports: Syslog messages can be sent over different ports using TCP or UDP protocols.

* Common Ports for Syslog:

UDP 514: This is the default port for sending syslog messages over UDP.

TCP 514: This is the default port for sending syslog messages over TCP, providing a more reliable transmission.

TCP 1470: This port is often used for secure or alternative syslog transmission.

* Usage in FortiSIEM: FortiSIEM can be configured to receive syslog messages on these ports to ensure the logs are collected from
various network devices.

* Reference: FortiSIEM 6.3 User Guide, Syslog Integration section, which details the supported ports for syslog transmission.

NEW QUESTION # 40
‘Which database is used for storing anomaly data, that is calculated for different parameters, such as traffic and device resource
usage running averages, and standard deviation values?



A. Event DB
B. Profile DB
C.SVN DB

D. CMDB

Answer: B

Explanation:

Anomaly Data Storage: Anomaly data, including running averages and standard deviation values for different parameters such as
traffic and device resource usage, is stored in a specific database.

Profile DB: The Profile DB is used to store this type of anomaly data.

* Function: It maintains statistical profiles and baselines for monitored parameters, which are used to detect anomalies and deviations
from normal behavior.

Significance: Storing anomaly data in the Profile DB allows FortiSIEM to perform advanced analytics and alerting based on
deviations from established baselines.

References: FortiSIEM 6.3 User Guide, Database Architecture section, which describes the purpose and contents of the Profile DB
in storing anomaly and baseline data.

NEW QUESTION # 41
Refer to the exhibit.
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‘Which value will FortiSIEM use to populate the Connection Id field?

A0
B. 1
C.2
D. The connection ID is not in the raw message.

Answer: A

NEW QUESTION # 42
In the rules engmne, which condition instructs FortiSIEM to summarize and count the matching evaluated data?

A. Group By

B. Filters

C. Time Window
D. Aggregation

Answer: D

Explanation:
* Rules Engine in FortiSTEM: The rules engine evaluates incoming events based on defined conditions to detect incidents and
anomalies.



* Aggregation Condition: The aggregation condition instructs FortiSTEM to summarize and count the matching evaluated data.
Function: Aggregation is used to group events based on specified criteria and then perform operations such as counting the number
of occurrences within a defined time window.

* Purpose: This allows for the detection of patterns and anomalies, such as a high number of failed login attempts within a short
period.

* Reference: FortiSIEM 6.3 User Guide, Rules Engine section, which explains how aggregation is used to summarize and count
matching data.
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