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CompTIA SecAI+ Certification Exam Sample Questions (Q92-Q97):
NEW QUESTION # 92 
SIMULATION
Instructions
Part1
Use drop-down menu to select the most appropriate protocol or cipher for each system component.
Part2
Use the drop-down menu to select the most appropriate technique to apply to the modified data.
It at any time you would like to bring back the initial state of the simulation, please click the Reset All button.
An engineer is analyzing findings from a penetration test that indicate insufficient data encryption.
The engineer must implement data security.

Answer:

Explanation:
Explanation:
Part 1 (Protocols/Ciphers):
API Gateway: TLS 1.2
* Database: AES-512
* AI Model: gRPC
Part 2 (Techniques):
1. {pin:"999-99-9999", name:"john doe"} → {pin:"999-99-9999", name:"john doe", sensitivity:"SECRET"} → Classification
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2. {ip_addr:"1.2.3.4", cookie:"aK3idkd==", name:"John Doe" uid="1111"} → {cookie:"aK3idkd==", uid="1111"} → De-
identification
3. {pin:"999-99-9999", name:"john doe"} → {pin:"999-99-XXXX", name:"john doe"} → Masking
4. {card_number:"1111222233334444", name:"john doe", user_id:"1"} →
{card_number:"0x019238829", name:"john doe", user_id:"1"} → Tokenization
5. {name:"john doe", patient_id:"10000", dob:"1980-Jan-05"} → {patient_id:"10000", dob:"1980- Jan-05"} → Anonymization
Part 1:
* TLS 1.2 secures client-to-gateway communications.
* AES-512 provides strong encryption for data at rest in the database.
* gRPC ensures efficient, secure communication between services (AI model).
Part 2:
* Classification tags sensitive data for handling.
* De-identification strips direct identifiers.
* Masking obscures part of sensitive values while keeping format.
* Tokenization replaces sensitive data with a reversible placeholder.
* Anonymization removes identifying attributes, making re-identification impossible.

NEW QUESTION # 93 
A team of data scientists is ready to release a model for enterprise use. The team wants to protect the model from unintentional
changes or tampering. Which of the following is the most appropriate action?

A. Provide secure copies of the model for local runtime usage.
B. Integrate an application programming interface (API) with identity and access management (IAM) roles to interact with the
model.
C. Restrict access to only IT professionals in the organization.
D. Change the model to a large language model (LLM) for interactive features with guardrails.

Answer: B

Explanation:
Protecting the model from tampering requires controlled and auditable access. By integrating the model with an API secured by
IAM roles, only authenticated and authorized users or systems can interact with it, ensuring integrity and preventing unauthorized
changes.

NEW QUESTION # 94 
A phishing attachment appears harmless during static analysis but behaves maliciously when executed. Which technique would detect
this?

A. Log correlation
B. Dynamic analysis in a sandbox
C. Digital forensics
D. Heuristic scanning

Answer: B

Explanation:
Dynamic analysis observes real-time malicious activity.

NEW QUESTION # 95 
Which of the following describe the practice of providing examples in a prompt? (Choose two.)

A. Multi-shot
B. System prompt
C. User prompt
D. Quantization
E. Prompt template
F. One-shot



Answer: A,F

Explanation:
Providing examples in a prompt is referred to as one-shot prompting when a single example is given and multi-shot prompting when
multiple examples are provided.

NEW QUESTION # 96 
An internal user enters a client credit card number into an internal generative machine learning (ML) model:
#User prompt: Customer Jane Doe has a new credit card that she wants to add to her account. The number is 5555-5555-5555-
5555 Which of the following is the most effective way to prevent prompt injection attacks against a large language model (LLM)?

A. Antivirus
B. Guardrails
C. Role-based access control
D. Web application firewall (WAF)

Answer: B

Explanation:
Guardrails are the primary security control for LLMs to prevent prompt injection attacks. They enforce rules on what inputs are
accepted and how the model responds, blocking malicious or sensitive prompts (such as credit card numbers) before they can
manipulate or exploit the model.

NEW QUESTION # 97
......
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