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Fortinet NSE 8 - Written Exam (NSE8_812) s 5& NSES8_812 :X B [ /& (Q50-
Q55):

R #50
Review the Application Control log.

‘Which configuration caused the IPS engine to generate this log?

SN0 w>

EfE: A

fEERA -
httpsz//docs.fortinet.convdocument/fortigate/7.0.2/administration- guide/4 19589/ips-configuration-options

B #51
Refer to the exhibit.

You have deployed a security fabric with three FortiGate devices as shown in the exhibit. FGT 2 has the following configuration:
FGT 1 and FGT 3 are configured with the default setting. Which statement is true for the synchronization of fabric-objects?

A. Objects from the root FortiGate will only be synchronized to FGT 3.

B. Objects from the FortiGate FGT 2 will be synchronized to the upstream FortiGate.

C. Objects from the root FortiGate will only be synchronized to FGT _ 2.

D. Objects from the root FortiGate will not be synchronized to any downstream FortiGate.

EfE: A
R -

https:/docs.fortinet.conm/document/fortigate/6.4.0/new-features/520820/improvements-to-synchronizing- objects-across-the-
security-fabric-6-4-4

H #52

A customer is planning on moving their secondary data center to a cloud-based laaS. They want to place all the Oracle-based
systems Oracle Cloud, while the other systers will be on Microsoft Azure with ExpressRoute service to their main data center.
They have about 200 branches with two internet services as their only WAN connections. As a security consultant you are asked to
design an architecture using Fortinet products with security, redundancy and performance as a priority.

Which two design options are true based on these requirements? (Choose two.)


https://www.xhs1991.com/NSE8_812.html
https://www.passtest.jp/Fortinet/NSE8_812-shiken.html

A. Branch FortiGate devices must be configured as VPN clients for the branches' internal network to be able to access
Oracle services without using public IPs.

B. Systems running on Azure will need to go through the main data center to access the services on Oracle Cloud.

C. Two ExpressRoute services to the main data center are required to implement SD-WAN between a FortiGate VM in
Azure and a FortiGate device at the data center edge

e D. Use FortiGate VM for IPSEC over ExpressRoute, as traffic is not encrypted by Azure.

Eﬁ: A\ D

R -

* A. Systerrs running on Azure will need to go through the main data center to access the services on Oracle Cloud. This is because
the Oracle Cloud is not directly connected to the Azure Cloud. The traffic will need to go through the main data center in order to
reach the Oracle Cloud.

* C. Branch FortiGate devices must be configured as VPN clients for the branches' internal network to be able to access Oracle
services without using public IPs. This is because the Oracle Cloud does not allow direct connections from the internet. The traffic
will need to go through the FortiGate devices in order to reach the Oracle Cloud.

The other options are not correct.

* B. Use FortiGate VM for IPSEC over ExpressRoute, as traffic is not encrypted by Azure. This is not necessary. Azure does
encrypt traffic over ExpressRoute.

* D. Two ExpressRoute services to the main data center are required to implement SD-WAN between a FortiGate VM in Azure
and a FortiGate device at the data center edge. This is not necessary. A single ExpressRoute service can be used to implement SD-
WAN between a FortiGate VM in Azure and a FortiGate device at the data center edge.

https:/lear.microsoft. com/en-us/azure/expressroute/expressroute-about-encryption

HP#53

Refer to the exhibits, which show a firewall policy configuration and a network topology.

An admmnistrator has configured an inbound SSL inspection profile on a FortiGate device (FG-1) that is protecting a data center
hosting multiple web pages-Given the scenario shown in the exhibits, which certificate will FortiGate use to handle requests to
xyz.com?

A. FortiGate will use the first certificate in the server-cert list-the abc.com certificate

B. FortiGate will fall-back to the default Fortinet CA SSL certificate.

C. FortiGate will use the Fortinet CA_Untrusted certificate for the untrusted connection,
D. FortiGate will reject the connection since no certificate is defined.

IEf#: B

fi .«

When using inbound SSL inspection, FortiGate needs to present a certificate to the client that matches the requested domain name.
If no matching certificate is found in the server-cert list, FortiGate will fall-back to the default Fortinet CA_SSL certificate, which is
self-signed and may trigger a warning on the client browser. Reference:

https/docs. fortinet.con/document/fortigate/6.4.0/cookbook/103437/inbound-ss-inspection

B #54
Refer to the exhibit.

A FortiWeb appliance is configured for load balancing web sessions to internal web servers. The Server Pool is configured as
shown in the exhibit.
How will the sessions be load balanced between server 1 and server 2 during normal operation?

A. Server 1 will receive 25% of the sessions, Server 2 will receive 75% of the sessions

B. Server 1 will receive 33.3% of'the sessions, Server 2 will receive 66 6% of the sessions
C. Server 1 will receive 20% of the sessions, Server 2 will receive 66.6% of the sessions
D. Server 1 will receive 0% of the sessions Server 2 will receive 100% of the sessions

F
R

: B

B #55
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