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NEW QUESTION # 29
Refer to the exhibits. The exhibits show an SD-WAN event log, the member status, and the SD- WAN rule configuration.
Which two conclusions can you draw from the information shown? (Choose two.)
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SD-WAN rule configuration ==RTINET.
config sexrvice
edit 1
set name “Critical-DIA”
set mode priority
set src “LAN-net”
set internet-service enable
set-internet-service-app-ctrl 4146% 16920
set internet-service-app-ctrl-category 28
set health-check “Corp HC”
set pricrity-members 1 2
next
end
¢ A FortiGate updated the outgoing interface list on the rule so it prefers port2.
e B. The admnistrator configured the service ID 1 with the highest priority member for port2.
e (. Port2 has a lower latency than portl.
e D. The administrator configured the SD-WAN rule ID 1 with the default strategy mode.



Answer: A,C

Explanation:

The SD-WAN rule (config service edit 1) is configured with set mode priority. This means the rule selects the best interface based
on a defined performance metric, as opposed to a simple static priority or SLA. The event log (image 41cfb5.png) shows Metric
latency and Message Service prioritized by performance metric will be redirected in sequence order. This indicates that the rule is
using latency to determine the preferred member. Given that the log message is about a change, and the most logical reason for a
change in a priority mode is that a different member is now the best performer, it implies that the latency on port2 has become lower
than that on portl.

The log message Service prioritized by performance metric will be redirected in sequence order confirms that FortiGate is changing
the member being used for this service. Because the mode is priority, FortiGate dynamically selects the member that currently meets
the best performance criteria, which in this case is latency. The log implies a new member has been selected as the most optimal, and
with the default configuration, the members are sorted based on their performance, so the outgoing interface list is efectively updated
to prefer the new best- performing member (port2).

NEW QUESTION # 30
Refer to the exhibit that shows VPN event logs on FortiGate.

7: [-)]legid="0101037141" type="event®™ subtype="vpn" level="notice” wvd="root" logdesac="IFasc runnel
statistics™ mag="1P=ec tunnel atatistics™ action="tunnel-stats” remip=100.64.1.9 locip=192.2.0.9
remport=500 locport=500 outintf="port2” cookies="7173c72b48060051d/529ac435532959p6" uaer="N/a"
group="N/A" useralt="N/A" xauthuser="N/A" xauthgroup="N/A" assignip=10.202.1.1
vpntunnel="T_INET_1" tunnelip=N/A tunnelid=2595348112 tunneltype="ipsec” duration=3581
sentbyte=366431 rcvdbyte=387326 nextstat=600 advpnsc=0

8: [-]legid="0101037141" type="event” subtype="vpn" level="notice" ud=Ff@ol" logdesc="IPFsec tunnel
statistica® mag="IPsec tunnel statistics" action="gunnBl-statsf Tapip=-172.16.0.9 locip=172.16.0.1
remport=500 locport=500 outintf="portd"gcockies=00820890897f00%6d,/ed1bd5247375c46£f" user="N/A"
group="N/A" useralt="N/A" xauthusersCN/A" (xauthgroup="{/A" asaignip=N/A vpntunnel="T_MPLS_O"
tunnelip=0.0.0.0 tunnelids2595348) 07 runnelfype="ipsec” duration=223 sentbyte=115040
revdbyte=345160 nextatat=-600/8d¥Pnsc=1 '

9: [..]legid="0101037141" type="event™ subtype="vpn" level-‘notlcc'lvi-"::mr:.‘- qulIlm Eel

statistics” mag="IPsec tunnel statistics”™ action="tunnel-stats® remip=100.64.1.1 locip=192.2.0.1
remport=500 locport=500 outintf="portl™ cookies="747b432459457188/6616a969a6937853" user="N/A"
group="N/A" useralt="N/A" xauthuser="N/A" xauthgroup="N/A" assignip=10.201.1.1
vpntunnal="T_INET_0" tunnelip=N/A tunnelid=2595346115 tunneltype="ipsec”™ duration=3580
sentbyte=388020 rcvdbyte=387994 nextstat=600 advpnac=0

Based on the output shown in the exhibit, which statement is true?

A. The master tunnel T INET 0 cannot accept the ADVPN shortcut.

B. The VPN tunnel T MPLS 0 is a shortcut tunnel.

C. There is one shortcut tunnel built from master tunnel T MPLS 0.

D. There are no IPsec tunnel statistics log messages for ADVPN shortcuts.

Answer: B

Explanation:

When reviewing VPN log messages, the field advpnsc will help you identify the shortcut VPN tunnels.

FortiGate will set advpnsc value 1 for any log messages related to shortcut tunnels; for any other tunnel, the advpnsc value is set to
0.

NEW QUESTION # 31
Refer to the exhibit that shows an SD-WAN zone configuration on the FortiManager GUL
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Based on the exhibit, how will the FortiGate device behave after it receives this configuration?

e A. The configuration instructs FortiGate to allow ADVPN shortcuts for the tunnels of this SD-WAN zone.

e B. The configuration instructs FortiGate to choose an ADVPN shortcut based on SD-WAN information.

e (. The configuration instructs FortiGate to establish shortcuts only for overlay interfaces that meet the SLA target
HUB1 HC.

e D. The configuration instructs FortiGate to establish shortcuts only when at least two members meet the SLA target.

Answer: D

Explanation:

This is because the setting minimum-sla-meet-members = 2 requires at least two SD-WAN zone members (in this case, HUB2-
VPN1, HUB2-VPN2, and HUB2-VPN3) to pass the defined SLA health check (HUB1_HC) before the FortiGate will establish
ADVPN shortcuts. If fewer than two members meet the SLA, shortcuts will not be created.

NEW QUESTION # 32

Refer to the exhibits. The exhibits show the source NAT (SNAT) global setting. port2 interface settings, and the routing table on
FortiGate.

The admmnistrator increases the member priority on port2 to 20. Upon configuration changes and the receipt of new packets, which
two actions does FortiGate perform on existing sessions established over port2? (Choose two.)



Global System configuration

config system global
set snat-route-change enable

end
Interface port2 configuration
config system interface &
édlt] "port2" oo
set vdom "root"

set mode dhcp . 60 *
et type physicar \ F::RTINET.

set snmp-index 2

next 0
[veia]

Routing Table on FortiGate
branchl_fgt # get_r info routing-table all
Codes: K - kern connected, S - static, R - RIP, B - BGP
O - OSPF, - OSPF inter area

N1l - OSPF SA external type 1, N2 - OSPF NSSA external type 2

El - OSPF external type 1, E2 - OSPF external type 2

i - Is8-15, L1 - IS-1IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default

Routing table for VRF=0
S 0.0.0.0/0 [1/0] via 192.2.0.2, port2, [1/0]
[1/0) via 192.2.0.10, portl [10/0]

A. FortiGate continues routing all existing sessions over port2.

B. FortiGate routes only new sessions over port2.

C. FortiGate updates the gateway information of the sessions with SNAT so that they use portl instead of port2.
D. FortiGate flags the sessions as dirty.

E. FortiGate flags the SNAT session as dirty only if the administrator has assigned an IP pool to the firewall policies with
NAT.

Answer: C,D

NEW QUESTION # 33
Refer to the exhibits.
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Error message in FortiManager

The exhibits show two IPsec templates to define Branch [Psec 1 and Branch [Psec 2. Each template defines a VPN tunnel. The
error message that FortiManager displayed when the administrator tried to assign the second template to the FortiGate device is also
shown.

‘Which statement best describes the cause of the issue?

A. You should use the same outgoing interface of both templates.

B. You can assign only one template with a tunnel type of static to each FortiGate device.

C. You should review the branchl fgt configuration for configured tunnels in the rootVDOM.
D. You can assign only one [Psec template to each FortiGate device.

Answer: D

NEW QUESTION # 34
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