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¢ Principles, concepts and the requirements of ISO
¢ [EC 27001:2022: This domain covers the core principles, key concepts, and mandatory requirements of

the ISO

IEC 27001:2022 standard. It explains how information security is structured, managed, and aligned with
organizational objectives.

FE 2

ISO 270012022 Annex A: This domain outlines the set of security controls listed in Annex A of the

standard. It explains how these controls are selected and applied to mitigate identified risks within an
ISMS.

FE3

How to Develop an ISMS: This section focuses on the process of establishing and implementing an

Information Security Management System (ISMS). It includes planning, risk assessment, and applying
appropriate controls to protect information assets.
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P& #11
What does ISO/IEC 2700122022 require for information security risk assessment?

A. Acquisition of a set of information security tools to automate the assessment using artificial intelligence

B. Applying an information security risk assessment process that establishes and maintains mformation security risk criteria
C. A person designated by top management

D. A consultancy to perform the information security risk assessment professionally
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ISO/IEC 27001:2022 does not require a specific tool, consultant, or named individual as the basis for compliance. What it does
require is that the organization define and apply an information security risk assessment process that establishes and maintains risk
criteria, ensures consistent, valid, and comparable results, identifies risks, analyzes risks, and evaluates risks. Therefore, option D is
the correct answer.

PR #12
‘Which of the following options should be included in the ISMS policy?

A. The information security objectives

B. The results of previous audits

C. The name of the intrusion detection system

D. The company history and the motivation for implementing the ISMS
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Under ISO/IEC 27001:2022, the information security policy must be appropriate to the purpose of the organization, include
information security objectives or provide the framework for setting them, and include a commitment to satisfy applicable
requirements and to continual improvement of the ISMS. The standard does not require technical product names, company history,
or prior audit results to appear in the policy. Therefore, option C is the best and correct answer.

8 #13
What does ISO/IEC 27001:2022 require in order for top management to demonstrate leadership and commitment with respect to
the Information Security Management System?

¢ A. Nothing is required

¢ B. Ensuring that the information security policy and information security objectives are established and are compatible with the
strategic direction of the organization

¢ C. Appointing a volunteer to be responsible for the Information Security Management System

e D. Hiring a consultancy to determine the best way to do it
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ISO/IEC 27001:2022 requires top management to demonstrate leadership and commitment by ensuring that the information security
policy and information security objectives are established and are compatible with the strategic direction of the organization. Top
management must also ntegrate ISMS requirements into the organization's processes, ensure resources are available, support
relevant roles, and promote continual improvemment. The standard does not allow leadership accountability to be replaced by a
consultant or a volunteer. Therefore, option A is correct.
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PRI #14
What does ISO/IEC 27001:2022 require for information security risk treatment?

A. Acquiring a set of information security tools to automate risk treatment

B. A person designated by top management with expertise to perform information security risk treatment

C. A consultancy to accurately perform information security risk treatment

D. Performing an information security risk treatment process to select appropriate risk treatment options, taking into account
the results of the risk assessment

ZX: D

it BB -

ISO/IEC 27001:2022 requires the organization to define and apply an information security risk treatment process. This process must
select appropriate information security risk treatment options, determine the controls necessary to implement the chosen options,
compare the selected controls with Annex A, produce a Statement of Applicability, and formulate a risk treatment plan. The
standard does not require a consultant, a specific tool, or a single appointed individual as the basis for compliance. Therefore, option
B is correct.

PR #15
What is the purpose of management review in ISO/IEC 2700120227

A. To ensure the continuing suitability, adequacy, and effectiveness of the ISMS

B. To ensure that the information security policy covers all controls indicated in ISO/IEC 27001
C. To ensure that the information security policy matches all identified risks

D. To ensure that employees receive information about updates to information security policies
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ISO/IEC 27001:2022 requires top management to review the organization's ISMS at planned intervals to ensure its continuing
suitability, adequacy, and effectiveness. Management review is a formal requirement under performance evaluation and is intended to
confirm that the ISMS continues to support the organization' s objectives and strategic direction. It is broader than policy review
alone and is not limited to communication or Annex A coverage. Therefore, option C is correct.
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