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PCNSE questions with complete
solutions 2023 updated graded A+

AutoFocus - comect answor The AuloFocus threat inteligence service enables security
teams lo prioritize their response to unique, targeted attacks and gain the ineligance
analytics and context needed o profect your organization, I provides context around an
attack spotted in your traffic and threat logs, such as the malwara family, campaign, or
malicious aclor targeting your organization. AutoFacus correlates and gains inlefligence
fram

o WildFire® service - the indusiny’s largest threat analysis environment

o PAN-DB URL fitering senice

o MineMeid application for AuloFocus, enabiing aggregation and correlation of any
third-party threa! intelligence source derectly In AutoFocus

o Traps advanced endpoint protection

o Aperture SaaS-prolection service

o Unit 42 threal intelligence and research team

o Intelligence from technalogy partnars

o Palo Alto Metworks global passive DNS network

GlobaiProtect Secure Mobile Workforce - comect answer GlobalProtect clowd senvice
reduces the operational burden essociated with securing your remole networks and
maokile users by leveraging a doud-based security infrasiruciure managed by Palo Allo
Metworks. Uses chent software o build secure personal VPN tunnets to the firswall
URL Félering Web Security - comecl answar A firewall subscription/license. Most
attacks and exposure to malciots contant cocurs during the normal course of web
browwsing aclivities, which requires the ability to allow safe, secure web accass for all
usars, URL Fillering with PAN-DB automatically prevents atlacks thal leverage the web
a3 an attack vector, iIncluding phishing links i emaiis, phishing sites. HTTP-based
command and control, malicious sites and pagas that camy exploit ks, Focuses on
preventing accass io PHISHING WEBSITESH

Active/Active HA - correct answer Both Active, used in specific clreumstances, such as
asynchronous routing selups. Bolh individually mainiain routing and session tables.
sync'd lo tha ather. HIGHER RISK!

Active/Passive HA - cormect enswer One active, one standby firewall. Easlest lo
manage. Nebwork, Objects, Policies Cerlificates and Session Table changes are
syniced

Single Pass Architeciure (SP3) - correci answer How a Palo Alto FW processes a

packel with different vanables which nclude: SRCDST Zones, SRC/DST Ps, App-ID,
User-ID. Content ID.
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¢ Deploy and Configure Features and Subscriptions: This section of the exam measures skills of network
security engineers and covers the configuration and use of advanced firewall features and licensed
subscriptions. Topics include App-ID rule creation, GlobalProtect VPN setup, decryption methods, User-
ID mappings, WildFire threat intelligence, and web proxy configurations for both transparent and explicit

deployments.

feEw 71

¢ Troubleshooting: This section of the exam measures skills of systems engineers and covers diagnostics and
troubleshooting practices for a wide range of network security issues. It includes resolving VPN issues,

hEY 72 mterface misconfigurations, routing problems, decryption errors, resource protection, policy enforcement,

and high availability events. It also focuses on using logs, packet captures, and system reports effectively.

¢ Manage and Operate: This section of the exam measures skills of network security engineers and covers
the day-to-day operation and maintenance of Palo Alto Networks firewalls. It includes log forwarding

FEy 23 setup, upgrade procedures, monitoring HA pairs, dynamic updates, and failover handling. Emphasis is

placed on managing different commit types, identifying system issues, and customizing log behavior.

¢ Deploy and Configure Firewalls Using Panorama: This section of the exam measures skills of systems

engineers and covers centralized firewall management using Panorama. It includes template stacks, device
hEv 74 groups, configuration management, dynamic updates, role-based access, log collectors, and how
Panorama interacts with managed devices in distributed environments.

¢ Deploy and Configure Core Components: This section of the exam measures skills of systems engineers

and covers the configuration of essential network security components. It includes management profiles,
bEYZS security profiles, zone protection, deployment architecture, and routing. Key focus areas include firewall
high availability, NAT, VPN tunnels, certificate management, and application-based QoS.
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HA #372

An auditor is evaluating the configuration of Panorama and notices a discrepancy between the Panorama template and the local
firewall configuration.

‘When overriding the firewall configuration pushed from Panorama, what should you consider?

A. Panorama will update the template with the overridden value.

B. Only Panorama can revert the override.

C. The modification will not be visible in Panorama.

D. The firewall template will show that it is out of sync within Panorama.

Ef#: D

A -
When a firewall's local configuration overrides a Panorama template, Panorama detects this discrepancy and marks the template as
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out of sync (Option D) in the UI (e.g., under Templates > Device status). This alerts administrators to resolve the conflict.

HH #373
An administrator accidentally closed the commit window/screen before the commit was finished. Which two options could the
administrator use to verify the progress or success of that commit task? (Choose two.)

A. Configuration Logs
B. Task Manager

C. Traffic Logs

D. System Logs

.EE%: B\ D

R -

https:/docs.paloaltonetworks.comypan-o0s/8- 1/pan-os-admin/monitoring/view-and-manage- logs/log- types-and-severity-
levels/config-logs

https:/docs.paloaltonetworks.comypan-o0s/9- 1/pan-os-web-interface-help/web-interface-basics/task-manager. html

H #374
Refer to the exhibit. A web server in the DMZ is being mapped to a public address through DNAT.

Which Security policy rule will allow traffic to flow to the web server?

A. Untrust (any) to Untrust (1. 1. 1. 100), web browsing - Allow
B. Untrust (any) to Untrust (10. 1.1. 100), web browsing - Allow
C. Untrust (any) to DMZ (10. 1. 1. 100), web browsing - Allow

D. Untrust (any) to DMZ (1. 1. 1. 100), web browsing - Allow

Ef: A

B #375
Which three firewall multi-factor authentication factors are supported by PAN-OS? (Choose three.)

A. Push

B. User logon

C. One-Time Password
D. SSH key

E. Short message service

IEf#: A. C. E

HH #376
What best describes the HA Promotion Hold Time?

e A the time that the passive firewall will wait before taking over as the active firewall after commumnications with the HA peer
have been lost

e B. the time that a passive firewall with a low device priority will wait before taking over as the active firewall if the firewall is
operational again

e (. the time that is recommended to avoid an HA failover due to the occasional flapping of neighboring devices

e D. the time that is recommended to avoid a failover when both firewalls experience the same link/path monitor failure
simultaneously

EfE: A
A -

HA Promotion Hold Tie is the time that the passive firewall will wait before taking over as the active firewall after communications
with the HA peer have been lost 2. Reference: 2: PAN-OS New Features Guide
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