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B #47

‘Which of the following multi-factor authentication protocols are supported by PingAM?
A) Open authentication

B) Security questions

C) Web authentication
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D) Universal 2nd factor authentication
E) Push authentication

A A, C, andE
B.B,C,and D
C.A,B,andE
D. A B,and C

EE: A
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PingAM 8.0.2 provides a robust framework for Multi-Factor Authentication (MFA) centered around modern, secure protocols and
the Intelligent Access (Authentication Trees) engine. When discussing supported "protocols” in the context of MFA in PingAM
documentation, the focus is on standardized methods for secondary verification.

The primary supported MFA pillars in PingAM 8.0.2 are:

Open Authentication (OATH): AM supports the OATH standards, specifically TOTP (Time-based One-Time Password) and
HOTP (HMAC-based One-Time Password). This is implemented through the "OATH" authentication nodes, allowing users to use
apps like ForgeRock Authenticator, Google Authenticator, or YubiKeys in OATH mode.

Web Authentication (WebAuthn): This is the implementation of the FIDO2 standard. It allows for passwordless and secure second-
factor authentication using biometrics (like TouchID/FacelD) or hardware security keys (like YubiKeys). It is the successor to older
standards and is natively supported via WebAuthn nodes.

Push Authentication: This is a proprietary but highly secure protocol used specifically with the ForgeRock/Ping Authenticator app. It
allows a "Push" notification to be sent to a registered mobile device, which the user then approves or denies.

Why others are excluded from the selection: While PngAM supports Security Questions (KBA) and Universal 2nd Factor (U2F),
they are often categorized differently in the 8.0.2 documentation. Security Questions are considered a "User Self-Service" or
"Legacy" validation method rather than a modern MFA protocol. U2F is technically superseded by and included within the
WebAuthn framework in PingAM 8.0.2. Thus, the most accurate grouping of distinct, core MFA protocols supported in the current
version is A, C, and E, making Option C the correct answer.

HH #48
‘Why should module-based authentication be disabled in production?

¢ A. Module-based authentication allows a user to select any authentication level

¢ B. Module-based authentication allows a user to authenticate with the amAdmin account
¢ (. Module-based authentication allows a user to bypass steps in an authentication chain
¢ D. Module-based authentication allows users to authenticate in any realm

IEf: C
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In PingAM 8.0.2, there is a critical distinction between Tree-based (or Chain-based) authentication and Module-based
authentication. Module-based authentication is a legacy feature that allows a user to target an individual authentication module
directly (e.g, .../Ul/Login?module=DataStore).

According to the "Security Considerations" and "Hardening PingAM" documentation, module-based authentication poses a
significant security risk and should be disabled in production. This is because it allows a user to bypass steps in an authentication
chain (Option C).

If an administrator has designed a secure "Chain" that requires both a DataStore (password) check AND a One-Time Password
(MFA) check, the intention is for these to be inseparable. However, if module-based authentication is enabled, a malicious user or a
tester could bypass the MFA requirement by crafting a URL that calls only the "DataStore" module. This effectively circumvents the
multi-factor security logic intended by the administrator.

To mitigate this, PingAM provides a global and realm-level setting to "Disable Module-based Authentication." Once disabled,
PingAM will only process authentication requests that target a named Authentication Tree or Chain, ensuring that the user is forced
through the entire sequence of nodes and logic defined by the security architect.

HH #49
OpenlD Connect acr_values map to what component within PimgAM?

o A. Authentication levels
o B. Authentication trees



¢ C. Authorization policies
¢ D. SAML Circles of Trust
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The Authentication Context Class Reference (acr) is a standard parameter in OpenID Connect (OIDC) used by a client (Relying
Party) to request a specific level or method of authentication from the OpenlID Provider (PingAM 8.0.2).

According to the "OpenID Connect 1.0" and "OAuth2 Provider Service" documentation in PingAM, there is a specific configuration
mapping for ACR to Authentication Tree. In the AM console, under the OAuth? Provider > OpenlD Connect tab, administrators
define a list of mappings. Each entry consists of an ACR string (e.g., urn:mace:incommonziapsilver or simply MFA) and its
corresponding Authentication Tree name.

When an OIDC client sends a request to the /authorize endpoint containing the acr_values parameter, PingAM performs a lookup:
It checks the incoming acr_values against the configured map.

Ifa match is found, PingAM ignores the default realm authentication configuration and initiates the Authentication Tree mapped to
that specific ACR value.

Upon successful completion, the resulting ID Token will contain the acr claim with the requested value, confirming to the client that
the specific journey was completed.

This mechanism allows developers to programmatically request "Step-up" or "Social Login" or "MFA" specifically from their
application code by leveraging OIDC standard parameters. While ACR values are often related to Authentication Levels (Option D)
conceptually, in PingAM's internal architecture, they are directly used to select and trigger a specific Authentication Tree (Option A).

B #50

Consider the following LDAP connection string:

DS1.example.com389|01, DS2.example.com:389|01, DS2.example.com:389|02, DS1.example.com:389|02 This connection string
can be used in:

A . Identity Store

B . Core Token Service

C . Configuration Data Store

Which of the above options are correct?

e A Only A is correct
¢ B. Only C is correct
e C. A B, and C are correct
e D. Only B is correct

IEf#: D
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The connection string format HOST:PORT|SERVERID|SITEID is a specific syntax used in PingAM 8.0.2 for Affinity Load
Balancing, a feature almost exclusively associated with the Core Token Service (CTS). In high-volume deployments, the CTS
handles thousands of session updates per second. To avoid replication lag issues-where an AM server might try to read a session
token froma directory server (DS) before the update has replicated from another DS node-PingAM uses "Affinity."16 According to
the "CtsDataStoreProperties" and "CTS Deployment Architectures" documentation, this specialized string allows the AM instance to
prioritize connections based on the Server ID and Site ID.17 The pipe (|) characters signify the optional affinity parameters:

01/02: These represent the Server IDs of the underlying Directory Servers.

Affinity Logic: By providing these IDs, PngAM can ensure that it always routes requests for the same CTS token to the same
directory server node.18 While standard Identity Stores (Option A) and the Configuration Data Store (Option C) use LDAP
connection strings, they typically utilize a comma-separated list of host:port pairs or rely on a hardware load balancer. The specific
use of server and site IDs within the connection string itself to manage LDAP request routing is a hallmark of the CTS affinity
configuration. 19 The documentation explicitly states that "Each connection string is composed as follows:
HOST:PORT[|SERVERIDJ|SITEID]]" within the context of CTS external store configuration.20 Therefore, this complex string is
specifically designed for the Core Token Service to ensure data consistency and high performance in clustered environments.

R #51

‘Which statements are correct in relation to an OAuth? token exchange impersonation pattern?
A) The client may want to act as the subject on another service.

B) The client is used by a subject to act on behalf of another subject.

C) The requested token exchange involves a subject token only.



D) The requested token exchange involves a subject and actor token.

¢ A Band C only
¢ B. Aand C only
e C. Aand D only
e D.Band D only

IEfE: C
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In PingAM 8.0.2, the OAuth 2.0 Token Exchange (RFC 8693) supports two primary patterns: delegation and impersonation.
Understanding the difference between these is critical for secure microservices architecture.

According to the "Demonstrate Impersonation” section of the PingAM documentation, impersonation is a pattern where a client (the
"Actor") acts as another identity (the "Subject”) in a way that the downstream resource server sees only the Subject's identity.
Statement A is correct: In an impersonation flow, the client (which has been authorized by the user or is a trusted service) requests a
token where it effectively "becomes” the subject to nteract with another service. The downstream service treats the request as if it
were coming directly from the subject, often with the same set of permissions.

Statement D is correct: To perform a token exchange for impersonation, the client must provide specific parameters to the
/oauth2/access_token endpoint. It provides the subject _token (representing the identity to be impersonated) and the actor_token
(representing the identity of the client/service that is performing the impersonation). PingAM validates both tokens to ensure the
"Actor" has the permission to impersonate the "Subject." Why other statements are incorrect: Statement B describes delegation
(where an actor acts on behalf of a subject but maintains their own identity in the act claim). Statement C is incorrect because a
token exchange inherently requires proving who the requester is (the actor) and whom they represent (the subject). Without both
tokens, the AM server cannot verify the authorization relationship required for impersonation. Therefore, the combination of A and
D accurately reflects the impersonation pattern in PingAM 8.0.2.
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