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R #141

A security analyst is performing a malware analysis on a device and receives the following instructions:
- Reduce the blast radius of the potential threat.

- Preserve forensic data for post-incident analysis.

- If securely possible, preserve connectivity for live analysis.

Which of the following will best help the analyst during the nvestigation?

e A. Collect the suspicious file using SFTP and reimage the device.

e B. Execute a SOAR playbook to trigger a malware scan on the company's assets.

e C. Use file mntegrity monitoring to determine if the suspicious file was modified.

e D. Configure an EDR agent to isolate the network with authorized exceptions to the NOC VLAN.

ZE: D
fRRERR A :

Using the EDR's network-isolation feature contains the infected host (shrinking its blast radius) while still permitting controlled access
from a management or NOC VLAN for live analysis and forensic collection. This meets all three objectives without destroying data
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or cutting off analysis.

il RE #142
Which of'the following evidence collection methods is most likely to be acceptable in court cases?

A. Providing a full system backup inventory

B. Providing a bit-level image of the hard drive

C. Creating a file-level archive of all files

D. Copying all access files at the time of the incident

EX: B

it BB -

Abit-level imageis a forensic-grade copy that preservesalldata on a disk, including unallocated space, deleted files, and metadata.
This is the most legally defensible form of digital evidence collection, as it ensures that no potential evidence is missed.

* Copying all access files (Option A)only captures live files and omits deleted or system+level artifacts that may be critical.

* Creating a file-level archive (Option B)is insufficient because it does not capture system metadata or slack space where forensic
artifacts reside.

* Providing a full system backup mnventory (Option C)may include important files, but it lacks forensic integrity because backups
often modify timestamps and do not capture all system states.

Thus, the correct answer isD, as abit-level image ensures forensic integrity and completeness of evidence.

P RE #143

A SOC manager receives a phone call from an upset customer. The customer received a vulnerability report two hours ago: but the
report did not have a follow-up remediation response from an analyst. Which of the following documents should the SOC manager
review to ensure the team is meeting the appropriate contractual obligations for the customer?

A. Limitation of liability
B. MOU

C.NDA

D. SLA

ZX: D

SR

SLA stands for service level agreement, which is a contract or document that defines the expectations and obligations between a
service provider and a customer regarding the quality, availability, performance, or scope of a service. An SLA may also specify the
metrics, penalties, or remedies for measuring or ensuring compliance with the agreed service levels. An SLA can help the SOC
manager review if the team is meeting the appropriate contractual obligations for the customer, such as response time, resolution
time, reporting frequency, or commumnication channels.

R #144

You are a penetration tester who is reviewing the system hardening guidelines for a company. Hardening guidelines indicate the
following.

There must be one primary server or service per device.

Only default port should be used

Non- secure protocols should be disabled.

The corporate internet presence should be placed in a protected subnet

Instructions :

Using the available tools, discover devices on the corporate network and the services running on these devices.
You must determine

ip address of each device

The primary server or service each device

The protocols that should be disabled based on the hardening guidelines

ER:



i RE R «

see the answer below in explanation:
Explanation:

Answer below images

A computer screen with white text Description autormatically generated

FiRE #145
Which of following would best mitigate the effects of a new ransomware attack that was not properly stopped by the company

antivirus?

A. Inplement vulnerability management.
B. Update the application blocklist.

C. Deploy sandboxing.

D. Install a firewall

ER: C

i RE S B -

Sandboxing is a technique that isolates potentially malicious prograns or files in a controlled environment, preventing them from
affecting the rest of the system. It can help mitigate the effects of a new ransomware attack by preventing it from encrypting or
deleting important data or spreading to other devices.
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