R FIPECB ISO-IEC-27001-Lead-Implementer [FR&E 3
% ISO-IEC-27001-Lead-Implementer H A< 55 it B E A 3R,

B 5Bk O ¥4 5 PECB Certified ISO/IEC 27001 Lead
Implementer Exam7 R b X 3K&H

ISOfIEC 27001

Lead Implementer

20264FEMogiExam® B #i ISO-IEC-27001-Lead-Implementer PDFX > 7° & & FISO-IEC-27001-Lead-Implementersf Bk =
vy OERILE: hitpss/drive.google.comopen?id=1MPvZaq8j1Qn9Sx4jKQyemEK QwaP5bAST

MogExamD Rt S N - HEE G EFESN L Lz, baltdflBzRBEL TVWILs. CORFOMEBEETE
DEBEIEEZINTEIERNTE FT . B 7 DISO-IEC-27001-Lead-Implementer il FE4E (& IERFABR O + X COME
FEOTCVET. ZRBEGRRCIERCEKR T 20 2HET 201, R iE < DERWISO-IEC-27001-Lead-
Implementerfi B4 # RRALL £ ¥

PECB ISO-IEC-27001-Lead-TImplementerz® 5% (& - ISO/IEC 270012 DK ER L F 2 VY 7 A YAV AV PV R T
L (ISMS) DEELHFEEFELEFOMAOHBEAFVET A IT 2L IREFTENTHET. ZORAEE
fElRexaV 74, MEEHE, 2OMEEPFOEMRDOLOD ML —=> 7 ERES— L A2 RET 2 FH
7 uNAX—ThHBPECBIZ & > THITSh 7,

PECB® ISO-IEC-27001-Lead-ImplementersZ 5& 5RBA 1Z 2D D /A — + THR S h. 4RI ORI 25 0 £ 4. B
& . ISO/EC 2700148 #e 1z D (L ISMSERE 7 v v A B+ 2 M+ s Pl ¢ 2 BERFBEA T I £ 5. 82
WEr—RAARXT 4 THY. BHZFIHABRHATOISMSOERE L BT 2KERNLAFVERTVERSDHY £7.
RECEK T2 E. BRBO A= T2 L 3T70%DR a7 BNUNET S, PECBOISO-IEC-27001-Lead-
ImplementerfB5E i« 7 B — OV ICRME N TH Y . ISO/MEC 27001 HEHE (2 D { ISMS%# MBI KT 2120 D
WELZAF LV EMBsBANCREL £ 7.

>> [SO-IEC-27001-Lead-ImplementerH 7 & hi [ £ <<

ISO-IEC-27001-Lead-Implementer i fE£E . ZBE -5 OEA 2/ T 3
PECB ISO-IEC-27001-Lead-Implementer i3 # ik 5k

PECB® ISO-IEC-27001-Lead-Implementer? 58 3Bk # B T BIEIEH 1 AR 2 H 3 3Bk ¥ 72PECB. Cisco.
IBM. SAP% ¥ DR % 5 RBERBAH Y £ . Lo L. & LISO-IEC-27001-Lead-ImplementersB3E & #% % BL Y 7z 1
% 5+ MogiExam® ISO-IEC-27001-Lead-Implementer P RE&E I & % - # B # BRS¢ 2 ¢ AT & & . RABO
ZRCHBEERLLZVOTHDBEI L2 L EVTLE SV, MogBxamDRBSE£E 2 FHT 2 L 2BL TH
NOHEEZZERT B2 ENTE &5 5, ISO-IEC-27001-Lead-InplementersBiE & #& # AF L TH 5. fOITR
RBERZB T2 TEET. MogExamD iABIEE A F i 2L, D& 2B METEDY £ ¢
Ao

PECB ISO-IEC-27001-Lead-Implementer 72 & 5A Bk (& « ISO/MIEC 27001 B HE OV ER L F 2V 7 1 BEHI A7
L (ISMS) DEA L EHORA%HHL T o7y vaFrvHFCREFEATHET., CORERBE.
[Tv42—Yy—., F2UYF4aVH WKV, YAIEH T 072y 3+t ViEFTL. HABOBROEE
. et THAR2ERI 2ET2FEO>EACEETT. BTE. ISMSOEBN L ERFCNELBEHPR R


https://drive.google.com/open?id=1MPvZaq8j1Qn9Sx4jKQyemEKQwaP5bAST
https://www.japancert.com/ISO-IEC-27001-Lead-Implementer.html
https://www.mogiexam.com/ISO-IEC-27001-Lead-Implementer-exam.html
https://jp.fast2test.com/ISO-IEC-27001-Lead-Implementer-premium-file.html

7527 4R YA TLAAY M, ¥F 2V TF 43y bo—iv, HGHNNECHT 2BBE0MH 2 HE
LET.

PECB Certified ISO/IEC 27001 Lead Implementer Exam 32 5 ISO-IEC-
27001-Lead-Implementer &4 5% & (Q168-Q173):

HH #168

Upon the risk assessment outcomes. Socket Inc. decided to:

* Require the use of passwords with at least 12 characters containing uppercase and lowercase letters, symbols, and numbers
* Require the change of passwords at least once every 60 days

* Keep backup copies of files on IT-provided network drives

* Assign users to a separate network when they have access to cloud storage files storing customers' personal data.

What is the most important asset to Socket Inc. associated with the use of cloud storage? Refer to scenario 5.

e A IT provided network drives
¢ B. Enployees with access to cloud storage files
e C. Customers' personal data

EfE: C
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Scenario 7: InfoSec is a multinational corporation headquartered in Boston, MA, which provides professional electronics, gaming,
and entertainment services. After facing numerous information security incidents, InfoSec has decided to establish teams and
implement measures to prevent potential incidents i the future Enima, Bob. and Anna were hired as the new members of InfoSec's
mformation security team, which consists of a security architecture team, an incident response team (IRT) and a forensics team
Emma's job is to create information security plans, policies, protocols, and training to prepare InfoSec to respond to incidents
effectively Emma and Bob would be full-time employees of InfoSec, whereas Anna was contracted as an external consultant.
Bob, a network expert, will deploy a screened subnet network architecture This architecture will isolate the demillitarized zone
(OMZ) to which hosted public services are attached and InfoSec's publicly accessible resources from their private network Thus,
InfoSec will be able to block potential attackers from causing unwanted events inside the company's network. Bob is also
responsible for ensuring that a thorough evaluation of the nature of an unexpected event is conducted, including the details on how
the event happened and what or whom it might affect.

Anna will create records of the data, reviews, analysis, and reports in order to keep evidence for the purpose of disciplinary and
legal action, and use them to prevent future incidents. To do the work accordingly, she should be aware of the company's
information security incident management policy beforehand Among others, this policy specifies the type of records to be created,
the place where they should be kept, and the format and content that specific record types should have.

Based on scenario 7, what should Anna be aware of when gathering data?

¢ A The use of the buffer zone that blocks potential attacks coming from malicious websites where data can be collected
e B. The collection and preservation of records
e C. The type of data that helps prevent future occurrences of information security incidents

IEf#: B
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Scenario 8: SunDee is an American biopharmaceutical company, headquartered in California, the US. It specializes in developing
novel human therapeutics, with a focus on cardiovascular diseases, oncology, bone health, and inflammation. The company has had
an information security management system (ISMS) based on SO/IEC 27001 in place for the past two years. However, it has not
monitored or measured the performance and effectiveness of its ISMS and conducted management reviews regularly Just before the
recertification audit, the company decided to conduct an internal audit. It also asked most of their staff'to compile the written
individual reports of the past two years for their departments. This left the Production Department with less than the optinum
workforce, which decreased the company's stock.

Tessa was SunDee's internal auditor. With multiple reports written by 50 different employees, the internal audit process took much
longer than planned, was very inconsistent, and had no qualitative measures whatsoever Tessa concluded that SunDee must evaluate
the performance of the ISMS adequately. She defined SunDee's negligence of ISMS performance evaluation as a major
nonconformity, so she wrote a nonconformity report including the description of the nonconformity, the audit findings, and
recommendations. Additionally, Tessa created a new plan which would enable SunDee to resolve these issues and presented it to
the top management Based on scenario 8. did the nonconformity report include all the necessary aspects?



e A Yes, the report included all the necessary aspects
¢ B. No, the report must also specify the root cause of the nonconformity
¢ (. No, the report must also specify the audit criteria

IEf#: B
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Scenario 4: UX Software, a company specializing in L.JXfUI design. QA and software testing, and mobile application development.
recognized the need to improve its information security measures, As such. the company implemented an ISMS based on ISO/IEC
27001- This strategic move aimed to enhance the confidentiality. availability, and integrity Of information shared internally and
externally, aligning with industry standards and best practices.

The integration of ISMS into UX Software's existing processes and ensuring that these processes are adjusted in accordance with
the framework of ISMS signified an important milestone. underscoring the organization'S commitment to information security. UX
Software meticulously tailored these procedures to align with the ISMS framework, ensuring they ate contextually and culturally
appropriate while avoiding mismatches. This proactive stance reassured their employees and instilled confidence in their clients,
ensuring the protection of sensitive data throughout their operations.

UX Software'S top management took action to define the Scope Of their ISMS to adhere to ISOfIEC 27003 to drive this initiative
forward. Sven, a key member Of the top management team at UX Software. assumed the role of project sponsor. a critical position
responsible for ensuring the execution of ISMS implementation with adequate resources. Sven's leadership was pivotal in steering
the project towards compliance with

27001, thus elevating the organization's information security posture to the highest level- In parallel with their dedication to
mformation security. UX Software incorporated the technical specifications Of security controls within the justification section Of
their Statement Of Applicability This approach demonstrated their Commitment to meeting ISO/IEC 27001 requirements and
ensured thorough documentation and justification Of Security controls, thereby Strengthening the overall Security framework Of'the
organization. Additionally. UX Software established a committee responsible for ensuring the effectiveness of correctrve actions,
managing the ISMS documented information, and continually improving the ISMS while addressing nonconformities.

By implementing an ISMS based on ISO/IEC 27001, UX Software improved its information security and reinforced its position as a
reliable partner. This dedication to information security serves as a testament to UX Software's commitment to delivering high-quality
software solutions while safeguarding the interests of its internal stakeholders and valued clients.

When UX Software integrated ISMS into their existing processes, did they adapt those processes to align with the ISMS
framework?

e A Yes, they adjusted their existing processes to fit with the ISMS framework
¢ B. No, they should have placed all existing processes on hold until the ISMS framework is fully implemented
¢ C. No, they should have revised all existing processes to match the ISMS framework

EfE: A

fiR .-

The scenario specifies that UX Software "meticulously tailored these procedures to align with the ISMS framework." ISO/IEC
270012022 requires that existing business processes be integrated and adjusted to fit the ISMS, rather than replaced or put on
hold.

"The organization shall integrate the information security management system requirements into the organization's processes and
ensure that the ISMS requirements are part of the organization's business processes."

- ISO/IEC 2700122022, Clause 5.1c¢, 5.1e
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Scenario 2: Beauty is a cosmetics company that has recently switched to an e-commerce model, leaving the traditional retail. The top
management has decided to build their own custom platform in-house and outsource the payment process to an external provider
operating online payments systems that support online money transfers.

Due to this transformation of the business model, a number of security controls were implemented based on the identified threats and
vulnerabilities associated to critical assets. To protect customers' information.

Beauty's enployees had to sign a confidentiality agreement. In addition, the company reviewed all user access rights so that only
authorized personnel can have access to sensitive files and drafted a new segregation of duties chart.

However, the transition was difficult for the IT team, who had to deal with a security incident not long after transitioning to the e
commerce model. After mvestigating the incident, the team concluded that due to the out-of-date anti-malware software, an attacker
gamed access to their files and exposed customers' information, including their names and home addresses.

The IT team decided to stop using the old anti-malware software and install a new one which would automatically remove malicious



code in case of similar incidents. The new software was installed in every workstation within the company. After installing the new
software, the team updated it with the latest malware definitions and enabled the automatic update feature to keep it up to date at all
times. Additionally, they established an authentication process that requires a user identification and password when accessing
sensitive information.

In addition, Beauty conducted a number of information security awareness sessions for the I'T team and other employees that have
access to confidential information in order to raise awareness on the importance of system and network security.

Based on scenario 2, which information security principle is the IT team aiming to ensure by establishing a user authentication
process that requires user identification and password when accessing sensitive information?

e A Integrity
e B. Availability
¢ (. Confidentiality

Ef#: C

it

Confidentiality is one of the three information security principles, along with integrity and availability, that form the CIA triad.
Confidentiality means protecting information from unauthorized access or disclosure, and ensuring that only those who are authorized
to view or use it can do so. Confidentiality is essential for preserving the privacy and trust of the information owners, such as
customers, enmployees, or business partners.

The IT team of Beauty is aiming to ensure confidentiality by establishing a user authentication process that requires user identification
and password when accessing sensitive information. User authentication is a security control that verifies the identity and credentials
of the users who attempt to access a system or network, and grants or denies them access based on their authorization level. User
authentication helps to prevent unauthorized users, such as hackers, competitors, or malicious insiders, from accessing confidential
mformation that they are not supposed to see or use. User authentication also helps to create an audit trail that records who
accessed what information and when, which can be useful for accountability and compliance purposes.
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