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HMA #064

An organization is evaluating the use of Google Cloud Platform (GCP) for certain IT workloads. A well-established directory service
is used to manage user identities and lifecycle management.

This directory service must continue for the organization to use as the "source of truth" directory for identities.

Which solution meets the organization's requirements?

¢ A. Google Cloud Directory Sync (GCDS)
¢ B. Security Assertion Markup Language (SAML)
e C. Cloud Identity

e D. Pub/Sub
Eff: A
SR

With Google Cloud Directory Sync (GCDS), you can synchronize the data in your Google Account with your Microsoft Active
Directory or LDAP server. GCDS doesn't migrate any content (such as email messages, calendar events, or files) to your Google
Account. Youuse GCDS to synchronize your Google users, groups, and shared contacts to match the information in your LDAP
server.

https://support.google.comva/answer/106368?hi=en

H R #65

You are designing a new governance model for your organization's secrets that are stored in Secret Manager.

Currently, secrets for Production and Non-Production applications are stored and accessed using service accounts. Your proposed
solution must:

Provide granular access to secrets

Give you control over the rotation schedules for the encryption keys that wrap your secrets Maintain environment separation Provide
ease of management Which approach should you take?

e A. 1. Use a single Google Cloud project to store both Production and Non-Production secrets.
2. Enforce access control to secrets using secret-level Identity and Access Management (IAM) bindings.
3. Use Google-managed encryption keys to encrypt secrets.

¢ B. 1. Use separate Google Cloud projects to store Production and Non-Production secrets.
2. Enforce access control to secrets using secret-level Identity and Access Management (IAM) bindings.
3. Use Google-managed encryption keys to encrypt secrets.

e C. 1. Use separate Google Cloud projects to store Production and Non-Production secrets.
2. Enforce access control to secrets using project-level identity and Access Management (IAM) bindings.
3. Use customer-managed encryption keys to encrypt secrets.

e D. 1. Use a single Google Cloud project to store both Production and Non-Production secrets.
2. Enforce access control to secrets using project-level Identity and Access Management (IAM) bindings.
3. Use customer-managed encryption keys to encrypt secrets.

EfE: C
A -
Explanation

Provide granular access to secrets: 2.Enforce access control to secrets using project-level identity and Access Management (IAM)
bindings. Give you control over the rotation schedules for the encryption keys that wrap your secrets: 3. Use customer-managed


https://www.xhs1991.com/Professional-Cloud-Security-Engineer.html

encryption keys to encrypt secrets. Maintain environment separation:
1. Use separate Google Cloud projects to store Production and Non-Production secrets.

A # 66

A company is using Google Kubermnetes Engine (GKE) with container images of a mission-critical application The company wants to
scan the images for known security issues and securely share the report with the security team without exposing them outside Google
Cloud.

‘What should you do?

e A *1. Get a GitHub subscription.
* 2. Build the images in Cloud Build and store them in GitHub for automatic scanning
* 3. Download the report from GitHub and share with the Security Team
¢ B. 1. Enable Container Threat Detection in the Security Command Center Premium tier.
* 2. Upgrade all clusters that are not on a supported version of GKE to the latest possible GKE version.
* 3. View and share the results from the Security Command Center
e C. * 1. Use an open source tool in Cloud Build to scan the images.
* 2. Upload reports to publicly accessible buckets in Cloud Storage by using gsutil
* 3. Share the scan report link with your security department.
e D. * 1. Enable vulnerability scanning in the Artifact Registry settings.
* 2. Use Cloud Build to build the images
* 3. Push the images to the Artifact Registry for automatic scanning,
* 4. View the reports in the Artifact Registry.

Ef#: D

L

"The service evaluates all changes and remote access attempts to detect runtime attacks in near-real time." :

https//cloud. google.convsecurity-command-center/docs/concepts-container-threat-detection-overview This has nothing to do with
KNOWN security Vulns in images

R #67

You plan to use a Google Cloud Armor policy to prevent common attacks such as cross-site scripting (XSS) and SQL injection
(SQLi) from reaching your web application's backend. What are two requirements for using Google Cloud Armor security policies?
(Choose two.)

A. Google Cloud Armor Policy rules can only match on Layer 7 (L7) attributes.
B. The load balancer must use the Premium Network Service Tier.

C. The load balancer must be an external SSL proxy load balancer.

D. The backend service's load balancing scheme nust be EXTERNAL.

E. The load balancer nmust be an external HTTP(S) load balancer.

IEf#: D. E

AR :

Google Cloud Armor helps to protect applications from DDoS attacks and web application firewall (WAF) threats like XSS and
SQLi. To use Google Cloud Armor security policies, certain requirements nmust be met:

* External Load Balancers: Google Cloud Armor is specifically designed to work with external HTTP (S) load balancers, which
handle traffic at the edge of the Google Cloud network. This type of load balancer provides a global frontend that can distribute
traffic to various backends.

* Load Balancing Scheme: The backend service associated with the Google Cloud Armor policy must have an EXTERNAL load
balancing scheme. This scheme allows the service to accept traffic from outside the Google Cloud network, which is necessary for
applying security policies effectively at the network edge.

These requirements ensure that Google Cloud Armor can inspect and filter incoming traffic before it reaches your web application's
backend services, providing an additional layer of security against common web vulnerabilities.

References

* Google Cloud Armor Documentation

* External HTTP(S) Load Balancing Overview
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You manage one of your organization's Google Cloud projects (Project A). AVPC Service Control (SC) perimeter is blocking API
access requests to this project including Pub/Sub. A resource running under a service account in another project (Project B) needs
to collect messages froma Pub/Sub topic in your project Project B is not included ina VPC SC perimeter. You need to provide
access from Project B to the Pub/Sub topic in Project A using the principle of least Privilege.

‘What should you do?

¢ A Create a perimeter bridge between Project A and Project B to allow the required communication between both projects.

¢ B. Configure an ingress policy for the perimeter in Project A and allow access for the service account in Project B to collect
messages.

¢ C. Create an access level that allows a developer in Project B to subscribe to the Pub/Sub topic that is located in Project A.

¢ D. Remove the Pub/Sub API from the list of restricted services in the perimeter configuration for Project A.

Ef#: B

fEE -

When dealing with VPC Service Controls (VPC SC), it's important to ensure that only authorized resources can access sensitive
data and services. To allow a resource in Project B to access Pub/Sub in Project A without compromising security, you should
configure an ingress policy for the service perimeter in Project A.

* Identify the Service Account: Determine the service account in Project B that requires access to the Pub/Sub topic in Project A.
* Configure Ingress Policy:

* Go to the Google Cloud Console.

* Navigate to Security > VPC Service Controls.

* Select the service perimeter for Project A.

* Add an ingress rule specifying the service account from Project B and allowing it access to the necessary Pub/Sub resources.

* Define Conditions: Ensure that the ingress policy adheres to the principle of least privilege, granting only the necessary permissions
to collect messages from the Pub/Sub topic.

* Save and Apply: Save the policy and apply the changes to enforce the new access controls.

This approach maintains the security boundaries set by VPC SC while enabling the required access from Project B to Project A.
References:

* VPC Service Controls Documentation

* Configuring Ingress Policies
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