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FS BIG-IP Administration Support and Troubleshooting Sample Questions
(Q10-Q15):

NEW QUESTION # 10

A gateway _icmp health monitor is configured on a pool. The BIG-IP Administrator is investigating why the pool is reported as down
while the server is online. Other pools with servers in the same subnet are correctly monitored.

‘What can cause this behavior? (Choose one answer)
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A. The admin user is logged on the server.

B. The host-based firewall is active on the server.

C. The latest patches have not been installed on the server.
D. The HTTP service is not started on the server.

Answer: B

Explanation:

A gateway _icmp monitor checks basic network reachability by sending [ICMP echo requests (pings) to the pool member or its
gateway. Ifthe pool is marked DOWN while the server is confirmed to be online, the most likely cause is that ICMP traffic is being
blocked.

A host-based firewall active on the server (Option C) can block ICMP echo requests or replies, preventing BIG-IP from receiving a
successful response to the health check. This results in the monitor failing and the pool member being marked down, even though the
server and application are otherwise functioning normally. This explanation is consistent with the scenario where other servers in the
same subnet work correctly, indicating that routing and BIG-IP configuration are not the issue.

The other options are unrelated to [CMP monitoring. Logged-in users (Option A), missing patches (Option B), and stopped HTTP
services (Option D) do not affect a gateway icmp monitor. BIG-IP troubleshooting best practices recommend verifying [CMP
reachability and firewall policies when diagnosing ICMP-based monitor failures.

NEW QUESTION # 11
The BIG-IP Admmistrator is mvestigating disk utilization on the BIG-IP device. (Exhibit shows /dev/imd4 mounted on/ at 100%
utilization). What should the BIG-IP Administrator check next?

A. Large files on /usr file system

B. Results from the platform diagnostics test
C. Large files on the / file system

D. Results from the EUD test

Answer: C

Explanation:

Comprehensive and Detailed Explanation From BIG-IP Administration Support and Troubleshooting documents: Monitoring
resource utilization is essential for maintaining system stability. If the root (/) file systemreaches 100% capacity, the BIG-IP may
become unresponsive, fail to save configuration changes, or experience daemon crashes83. When the / partition is full, the immediate
troubleshooting step is to identify large or unnecessary files-such as old log files, core dumps, or temporary installer files-located
spectifically within that file system84. In the provided exhibit, /dev/imd4 is explicitly listed at 100% usage for the / mount pomnt85.
Checking other partitions like /usr (which is at 82% in the exhibit) would not resolve the mmediate

"Full" status of the root directory86. Administrators often use the du (disk usage) command via the CLI to find the problematic files.
Managing disk space is a proactive task; however, when utilization hits 100%, it becomes a reactive troubleshooting emergency that
nmust be resolved to restore the management plane's functionality.

NEW QUESTION # 12
Refer to the exhibit.

A BIG-IP Administrator needs to deploy an application on the BIG-IP system to perform SSL offload and re-encrypt the traffic to
pool members. During testing, users are unable to connect to the application.
What must the BIG-IP Administrator do to resolve the issue? (Choose one answer)

A. Configure an SSL Profile (Server)

B. Configure Protocol Profile (Server) as splitsession-default-tcp
C. Remove the configured SSL Profile (Client)

D. Enable Forward Proxy i the SSL Profile (Client)

Answer: A

Explanation:

To successfully perform SSL offload and re-encryption on a BIG-IP system, the virtual server must be configured with both a Client
SSL profile and a Server SSL profile. The Client SSL profile enables BIG-IP to decrypt inbound HTTPS traffic from clients, while
the Server SSL profile is required to re-encrypt traffic before forwarding it to the pool members.

From the exhibit, the virtual server has a Client SSL profile configured, which allows BIG-IP to accept HTTPS connections from



clients. However, there is no Server SSL profile attached, meaning BIG-IP attempts to send unencrypted HTTP traffic to pool
members listening on HTTPS (port 443). This protocol mismatch causes the server-side SSL handshake to fail, resulting in users
being unable to connect to the application.

This behavior is well documented in BIG-IP SSL troubleshooting guides: when backend servers expect HTTPS, a Server SSL
profile is mandatory to establish a secure connection from BIG-IP to the pool members.

The other options are incorrect:

Removing the Client SSL profile (Option A) would break client-side HTTPS.

The server-side TCP profile (Option B) is unrelated to SSL encryption.

Forward Proxy (Option C) is only used for outbound SSL inspection scenarios.

Therefore, configuring an SSL Profile (Server) is the correct and required solution.

NEW QUESTION # 13

A set of servers is used for an FTP application as well as an HTTP website via separate BIG-IP Pools. The server support team
reports that some servers are receiving a lot more traffic than others. Which Load Balancing Method should the BIG-IP
Administrator apply to even out the connection count?

A. Least Connections (Member)
B. Ratio (Member)

C. Least Connections (Node)
D. Ratio (Node)

Answer: C

Explanation:

‘When load balancing is not working as expected across hardware hosting multiple services, the administrator must distinguish
between "member" and "node" level algorithms102102102102. A "member" is a specific IP and port (e.g,, 10.1.1.1:80), while a
"node" is the physical server's IP (10.1.1.1) regardless of the port103. If servers host both FTP and HTTP services in separate
pools, using "Least Connections (Member)" only balances connections within each individual pool. This can lead to a skewed
distribution where one server is selected for a new HTTP connection because it has the fewest HTTP connections, even if it is
currently overloaded with hundreds of FTP connections. By applying "Least Connections (Node)," the BIG-IP tracks the total
number of connections to the physical hardware across all ports and pools106106106106. This ensures that the administrator can
maintain an even distribution of the total workload across the server fleet, resolving the reports of uneven traffic distribution reported
by the server support team

NEW QUESTION # 14
The BIG-IP Admmistrator is nvestigating disk utilization on the BIG-IP device. (Exhibit shows /dev/md4 mounted on/ at 100%
utilization). What should the BIG-IP Administrator check next?

A. Large files on /usr file system

B. Results from the platform diagnostics test
C. Large files on the / file system

D. Results from the EUD test

Answer: C

Explanation:

Comprehensive and Detailed Explanation From BIG-1P Administration Support and Troubleshooting documents: Monitoring
resource utilization is essential for maintaining system stability. If the root (/) file systemreaches 100% capacity, the BIG-IP may
become unresponsive, fail to save configuration changes, or experience daemon crashes83. When the / partition is full, the immediate
troubleshooting step is to identify large or unnecessary files-such as old log files, core dumps, or temporary installer files-located
specifically within that file system84. In the provided exhibit, /dev/imd4 is explicitly listed at 100% usage for the / mount point85.
Checking other partitions like /usr (which is at 82% in the exhibit) would not resolve the immediate "Full" status of the root
directory86. Administrators often use the du (disk usage) command via the CLI to find the problematic files. Managing disk space is
a proactive task; however, when utilization hits 100%, it becomes a reactive troubleshooting emergency that must be resolved to
restore the management plane's functionality.

NEW QUESTION # 15
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