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GIAC Network Forensic Analyst (GNFA) 52 GNFA 5% [ (Q55-Q60):

B #55
What is the primary purpose of log normalization in security event logging?
Response:

A. To delete unnecessary logs for storage optimization

B. To store raw logs in different formats

C. To convert log entries into a consistent format for analysis
D. To encrypt all log data before analysis

EfE: C

HM #56
Which of the following is an indication of a custom or proprietary network protocol?
Response:

e A Presence of cleartext credentials in packets
¢ B. Use of open-source encryption libraries
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e C. Non-standard packet structures and headers
¢ D. Standard TCP and UDP port usage

IEf: C

HEA #57
What is a common attack technique used to intercept wireless network traffic?
Response:

A. Man-in-the-Middle (MITM)
B. Cross-Site Scripting (XSS)
C. DNS Tunneling

D. ARP Spoofing

EfE: A

HM #58

Which of the following are benefits of a software-defined network (SDN)?
(Select two.)

Response:

A. Greater flexibility and automation

B. Centralized control of network traffic

C. Increased reliance on physical network devices
D. Elimnation of the need for firewalls

Ef#: A. B

B #59

Which of the following techniques are used to obfuscate encoded data?
(Select two.)

Response:

A. URL encoding

B. Base64 encoding
C. SHA-256 hashing
D. XOR encryption

IEf#: A. B
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