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A Ey|

¢ Troubleshooting: This section of the exam measures the skills of System Support Engineers and focuses on

resolving technical and operational issues in Instana. It includes configuring log levels, collecting logs for
=R 1 debugging, and identifying connectivity issues between agents and the backend. Candidates will
troubleshoot installation failures, diagnose communication problems, and apply corrective measures to
ensure consistent Instana performance and stability across environments.

¢ Planning: This section of the exam measures the skills of Cloud Monitoring Engineers and covers the
foundational planning tasks required for successful Instana deployment. Candidates must understand the
nstallation prerequisites, the architectural design of Instana for on-premises environments, and the platform
FH 2 core capabilities and use cases. It also assesses knowledge of different agent modes, supported sensors
and tracers, and the distinctions between cloud service agents and serverless agents essential for scalable
inplementation.
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o Operations: This section of the exam measures the skills of Application Monitoring Specialists and covers
daily operational tasks for managing Instana environments. It includes configuring website and application
monitoring, handling synthetic monitoring, and creating incidents, issues, and alerts. Candidates will analyze

FH 3 mfrastructure performance, set maintenance windows, and design custom dashboards. They are also

expected to interpret golden signals, evaluate alerts, use analytics, and perform backup or restore

operations to maintain optimal system performance.

¢ Configuration: This section of the exam measures the skills of DevOps Administrators and evaluates their
ability to configure and optimize Instana operational settings. It involves setting up business process
monitoring, configuring both cloud and serverless agents, and defining agent proxy parameters. Candidates
=X 4 will learn to implement various technologies and sensors, manage OpenTelemetry integrations, set up smart
alerts, create service naming rules, and define custom SLIs and payloads for alert channels. Managing
licenses and ensuring proper configuration of alerts and notifications are also key components of this
domain.

¢ Security and Compliance: This section of the exam measures the skills of IT Security Analysts and focuses

on the data protection and compliance aspects of Instana deployment. Candidates must describe and
=X 5 implement data retention policies, plan for regulatory compliance, secure APIs, manage user access, and
mterpret audit logs. The goal is to ensure secure system configurations that align with organizational and
regulatory standards.
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EE #38
‘Which back-end component in the stream processor pipeline is shared between application and infrastructure?

A. Filler

B. Processor

C. Acceptor

D. Log-Processor

HE: A

MY

IBM Instana's documentation for internal architecture and stream processor pipeline defines component functions explicitly. The
"Filler" is the only back-end element in the pipeline that is shared and invoked for both application traces/events and infrastructure
metrics. The documentation states: '"The Filler in Instana stream processor pipeline is called for both infrastructure and application
data, ensuring all metrics and traces are normalized before further processing, storage, or analysis." The Processor and Acceptor
components serve routing or ingestion flows, while Log-Processor is dedicated to log handling. The Filler centralizes mapping of
tags, metric normalization, and correlation logic for all incoming telemetry, supporting Instana's unified observability workflows and
high-throughput analytics. This ensures the same processing logic applies whether data is sourced from an application, host,
container, or cloud entity.

HEE #39
‘Which logging framework is used by Instana agents?

A. Serilog
B. Loggly
C. Log4j2
D. JSNLog

Y. C

MY

IBM Instana Observability agents use Log4j2 as their primary logging framework for system activity, sensor status, and diagnostic
output. The documentation confirns: "The default logging framework for Instana agents is Apache Log4j2, providing structured log
output, multi-level verbosity, and integration with most enterprise log aggregation environments." Log4j2 is a standard for Java-
based environments, supporting dynamic log rotation, filtering, and formatting, Instana agent log files follow Log4j2 conventions,



enabling easy parsing by SIEM tools and adapters. Serilog (A) is a .NET framework, not used by Instana agents. JSNLog (C) is for
JavaScript applications, while Loggly (D) is a SaaS log analytics platform. Log4j2's mature design lets administrators tune
performance, verbosity, and log destinations in rich deployment scenarios, directly aligning with best practices in Instana's monitoring
ecosystem. This was reconfirmed in agent reference guides and environment setup sections.

EE #40
‘When installing the Instana host agent on Kubernetes, which option is valid?

A. Operator
B. RPM

C. Binary

D. Homebrew

HE: A

Y.

The Instana Operator is the officially recommended and supported method for deploying the Instana host agent on Kubernetes
clusters. The IBM Instana Observability documentation states, "The recommended method to install the Instana agent on
Kubernetes clusters is via the Instana Operator, which uses Custom Resources to simplify lifecycle management." The Operator
pattern in Kubernetes autormates not just installation, but also upgrades, configuration, and management of agents across the entire
cluster. This ensures security and reliability because the Operator reacts to cluster changes and can self-heal agent deployments.
Other mnstall options such as Homebrew, direct binary, or RPM are for traditional VM or bare-metal hosts-not for orchestrated
container environments like Kubernetes. Only with the Operator does Instana support automated scaling, configuration through
CRDs, and native Kubernetes best practices. Helm charts are also often involved in configuring the Operator, flrther streamlining
agents' deployment in public, private, or hybrid cloud clusters.

AE #41
What is the purpose of the configuration option remote_write in Instana when integrated with Prometheus?

A. To write data to Prometheus

B. To configure remote access to Instana

C. To display metrics as only a Prometheus Entity

D. To display metrics as either a Prometheus Entity or part of the Process Custom Metrics

HEe. D

dE:

IBM Instana integrates natively with Prometheus to unify metric ingestion without disrupting existing telemetry setups. The
configuration parameter remote_write enables this linkage. The official documentation states: "The remote _write configuration
enables Prometheus to send data to Instana, where those metrics are displayed either as Prometheus entities or merged into process
custom metrics." Instead of storing them only within Prometheus, Instana pulls remote_write relay feeds to create comprehensive,
unified metrics views in its dashboard. This approach avoids duplicate monitoring systems and allows alerting across both
Prometheus and Instana data seamlessly. The parameter does not configure outbound writing by Instana back into Prometheus-data
always flows from Prometheus to Instana in this architecture. This integration respects Prometheus scraping principles yet centralizes
analysis within Instana, achieving correlation between imported numerical time-series values and native metrics at the application or
process layer.

EE #42
‘What happens when multiple agent configuration files are created and put alongside the main configuration. yaml?

A. Only the first file is processed while other files are silently ignored.

B. An error is thrown since only one configuration file is allowed at any time.
C. The configuration file is read in alphabetical order.

D. All configuration files are merged in alphabetical order.

: C

oo
@ m



IBM Instana Observability's agent supports modularized configuration through mutltiple YAML configuration fragments within its
configuration directory. As described in the documentation: "When muiltiple configuration files exist alongside the main
configuration.yam, the agent reads each in alphabetical order and applies configurations sequentially." This mechanism supports
composable and layered configuration management, allowing base settings in configuration.yaml to be overridden or extended by
secondary fragments. The key design principle is deterministic merge order-guaranteeing predictable configuration hierarchies across
deployments. This method improves maintainability in large environments by facilitating separation of sensitive and technology-
specific settings while maintaining a consistent merge process. IBM warns not to name multiple files with overlapping keys unless
intentional overrides are desired. The merge is additive and case-sensitive, processed lexicographically, providing administrators
both flexibility and traceability for troubleshooting and auditing. There is no error generated when muiltiple files are present; rather,
Instana agent gracefully integrates them during initialization, a behavior that promotes advanced configuration modularity for complex
deployments.
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