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P8 #194
You have an Azure Storage account named storagel.
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You have an Azure App Service app named appl and an app named App2 that runs in an Azure container instance. Each app uses
a managed identity.

You need to ensure that App1 and App2 can read blobs from storage1 for the next 30 days.

‘What should you configure in storagel for each app?

Appl: |Access keys

Advanced security

Access control (IAM)

Shared access signatures|(SAS)

App2: Access keys

Advanced security

Access control (lLAM)

Sharéd 5 ures (SAS)

B A -

Appl: |Access keys
Advanced security

Access control (LA
Shared acoess sighatures [SAS)

Aceess keys

Advanced security
Access control (LAM)
Shared access signatures (5A5] |

Reference:
httpsv/docs.microsoft.con/en-us/azure/storage/common/storage-sas-overview
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You have an Azure subscription that contains a storage account.

You have an on-premises server named Server] that runs Window Server 2016. Server! has 2 TB of data.

You need to transfer the data to the storage account by using the Azure Import/Export service.

In which order should you perform the actions? To answer, move all actions from the list of actions to the answer area and arrange
them in the correct order.

NOTE: More than one order of answer choices is correct. You will receive credit for any of the correct orders you select.

Actions Answer Area

Detach the external disks from Server1 and ship the disks to an Azure data
center.

From the Azure portal, update the import job. o
Attach an external disk to Server1 and then run waimportexport Lexe" | \ M .
From the Azure portal, create an import job. e I C ro S

Answer Area

Afttach an external disk to Server] and then run
waimportexport exe

‘ From the Azure portal, credte an import job.

Detach the external disks from Serveri and ship
the isks toraniAzure data center

‘ From theAzure portal, update the import job

1 - Attach an external disk to Server] and then run waimportexport.cxe

2 - Fromthe Azure portal, create an import job.

3 - Detach the external disks from Server1 and ship the disks to an Azure data center.
4 - Fromthe Azure portal, update the import job



Reference:
httpsz//docs.microsoft.com/en-us/azure/storage/commorn/storage-import-export-service
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Case Study 2 - Contoso, Ltd

Overview

Contoso, Ltd. is a manufacturing company that has offices worldwide. Contoso works with partner organizations to bring products
to market.

Contoso products are manufactured by using blueprint files that the company authors and maintains.
Existing Environment

Currently, Contoso uses mutltiple types of servers for business operations, including the following;
- File servers

- Domain controllers

- Microsoft SQL Server servers

Your network contains an Active Directory forest named contoso.com. All servers and client computers are joined to Active
Directory.

You have a public-facing application named Appl. App1 is comprised of the following three tiers:
- A SQL database

- A web front end

- A processing middle tier

Each tier is comprised of five virtual machines. Users access the web front end by using HTTPS only.
Requirements

Planned Changes

Contoso plans to implement the following changes to the infrastructure:

- Move all the tiers of App1 to Azure.

- Move the existing product blueprint files to Azure Blob storage.

- Create a hybrid directory to support an upcoming Microsoft Office 365 migration project.
Technical Requirements

Contoso must meet the following technical requirements:

- Move all the virtual machines for App1 to Azure.

- Minimize the number of open ports between the App1 tiers.

- Ensure that all the virtual machines for App1 are protected by

backups.

- Copy the blueprint files to Azure over the Internet.

- Ensure that the blueprint files are stored in the archive storage

tier.

- Ensure that partner access to the blueprint files is secured and

temporary.

- Prevent user passwords or hashes of passwords from being stored in

Azure.

- Use unmanaged standard storage for the hard disks of the

virtualmachines.

- Ensure that when users join devices to Azure Active Directory (Azure

AD), the users use a mobile phone to verify their identity.

- Minimize administrative effort whenever possible.

User Requirements

Contoso identifies the following requirements for users:

- Ensure that only users who are part of a group named Pilot can join

devices to Azure AD.

- Designate a new user named Adminl as the service administrator of the Azure subscription.

- Ensure that a new user named User3 can create network objects for the Azure subscription.
Youneed to meet the user requirement for Adminl.

‘What should you do?

A. Fromthe Azure Active Directory blade, modify the Groups.

B. From the Subscriptions blade, select the subscription, and then modify the Access control (IAM) settings.
C. Fromthe Subscriptions blade, select the subscription, and then modify the Properties.

D. Fromthe Azure Active Directory blade, modify the Properties.

b
o

: C



fE AR A«

As per User Requirements "Designate a new user named Adminl as the service admin for the Azure subscription.” So, In the Azure
portal, you can view or change the Service Administrator or view the Account Administrator on the properties blade of your
subscription.

References:

https://docs.microsoft.comven-us/azure/billing/billing-add- change-azure-subscription-administrator
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You have peering configured as shown in the following exhibit.

vNET®6 - Peerings

Edit columns

GATEWAY TRANSIT

testl-vnet o

5 testVNET1 i Disabled
vNET1
vNET2
vNET3
» vINET4

----- VNETS

e & [~ £

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the

graphic.
NOTE: Each correct selection is worth one point.
Answer Area

Hosts on VNET6 can communicate with hosts on [answer v
choice]. | vNET6 only

vNET6 and vNET1 only

VNET6, VNET1, and vNET2 only

all the virtual networks in the subscription

lo change the status of the peering connection to VNET1 to | add a service endpoint
Connected, you must first [answer choice]. | addasbnety, #°
dﬂelepeeril{'gif-“ ICTOUSUT L

modify tie address space

fE B -



Answer Area

Hosts on vNET6 can communicate with hosts on [answer

choice]. [ WNET6 only

VNETH and ¥NET1 only
VNETG, VNET1, and vNET2 only
all the virtual networks in the subscription

To change the status of the peering connection to VNET1 to | add a service endpoint
Connected, you must first [answer choice].

Reference:
https://blog kloud.com.aw2018/10/19/address-space-maintenance-with-vnet-peering/
https://docs.microsoft.com/en-us/azure/virtual-network/virtual-network-manage- peeringf#requirements-andconstraints
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You have an Azure subscription named Subscription]. Subscription] contains a virtual machine named VMI.
You install and configure a web server and a DNS server on VM1.

VML has the effective network security rules shown in the following exhibit.

I Metwork Interface: vm1900 Effective security rules Topology ©

Virtual network/subnet: VMIRG-vnet/default Public IP: 104.40.215.211  Private IP: 10005  Accelerated
networking: Disabled

INBOUND PORT RULES ©

& Netwark security group VM1 -nsg (attached to network interface: vim1200)
Impacts 0 subnets, 1 network interfaces

PRIORITY NAME PORT PROTOCOL  SOURCE DESTINATION ACTION
900 A Rule2 50-60  Any Any Anty Q Deny
1000 £5 default-allow-rdp 33ge TCP Ay Aty @ Anow
1010 Rule1 50-500 TCP Any Any & Angw
65000 AllowhnetinBound Arty Arty Wirtualnet. . WirtualMet, .. @ Alow
AS001 mlmr&LoadEalan...Aw Any Azureload...  Any & Allow
.ssscoﬂq:’is‘;ﬂ | CIed Gl 1. Ay Any Any Any © Deny

OQUTBOUND PORT RULES ©

&) Netwark security group Vi1 -rfsg (attached to netwark interface: vm1500) Add outbound port
Impacts 0 subnets, 1 netwark interfaces

PRIORITY MNAME PORT PROTOCOL SOURCE DESTINATION ACTION
1000 Rule3 a0 Anty Any Anty Q Deny
5000 AlowinetOutBound — Any Any VirtualNet..  VirtualMet. . @ Anow
65001 AllowinternetOutBou... Ay Ary Ay Internet & Alow
5500 DenyalOutBound Any Any Arvy Ay Q peny

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the

graphic.
NOTE: Each correct selection is worth one point.



Internet users [answer choifell e ¥
ean corneet to onfy the' DNS server on VM1

can cohnect towenly the web server on VM1

can.connect to the web server and the DNS server on VM1
carinot connect to the web server and the DNS server on VM1

If you delete Rule2, Interent users [answer choice]. bl
can connect to only the DNS server on VM1

can connect to only the web server on VM1

can connect to the web server and the DNS server on VM1
cannot connect to the web server and the DNS server on VM1

ER:
fRRERR A -
v ' ' Install-cli
az | §k§ ]
docker /package
msiexec.exe -name
Install-Module pull
Explanation
Internet users [answer. choicel. . . ®
can gon_nect to only the DNS server on VM1
can connect to only the web server on VM1
can connect to the web server and the DNS server on VM1
cannot connect to the web server and the DNS server on VM1
f you delete Rule2, Interent users [answer choice]. .4
can connect to only the DNS server on VM1
can connect to only the web server on VM1
can connect to the web server and the DNS server on VM1
cannot connect to the web server and the DNS server on VM1
Box 1:

Rule2 blocks ports 50-60, which includes port 53, the DNS port. Internet users can reach the Web server, since it uses port 80.
Box 2:

IfRule2 is removed internet users can reach the DN server as well.

Note: Rules are processed in priority order, with lower numbers processed before higher numbers, because lower numbers have
higher priority. Once traffic matches a rule, processing stops. As a result, any rules that exist with lower priorities (higher numbers)
that have the same attributes as rules with higher priorities are not processed.

References:

httpsz//docs.microsoft.com/en-us/azure/virtual-network/security-overview
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