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Huawei H12-711 V4.0 Exam Syllabus Topics:

Section Weight Objectives
- Firewall principles, deployment modes and security zones
Firewall Basics and Security Policies 20% - Stateful inspection and session management

- Security policy configuration and management

- Local and remote user management
User Management and AAA 10% - Authentication, Authorization and Accounting principles
- RADIUS, HWTACACS protocol
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- Application of encryption technologies
Encryption and PKI 10% - PKI and certificate system
- Encryption and decryption basics

- HRP and VGMP technology

Firewall High Availability 10% - Dual-system hot standby configuration

- HA principles and modes

- VPN basics and classification

VPN Technologies and Applications 15% - GRE, L2TP, SSL VPN principles and configuration
- IPsec VPN, IKE protocol

- Network security concepts, standards and regulations

Network Security Concepts and Basics 15% - Basic network knowledge related to security
- Common security threats and defense methods

- Intrusion Prevention System (IPS)
Attack Defense and Content Security 10% - URL filtering, antivirus and content filtering
- Common attack types and defense mechanisms

- NAT server and bidirectional NAT
Firewall NAT Technology 10% - NAT principles and classification
- Source NAT, Destination NAT configuration
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Huawei HCIA-Security V4.0 52 5E H12-711_V4.0 B RE (Q94-Q99):

HH #94

An enterprise wants to build a server system and requires the following finctions: 1. The enterprise needs to have its own dedicated
mailbox, and the sending and receiving of emails needs to go through the enterprise's server; 2. The server must provide file transfer
and access services. Users in different departments of the enterprise provide accounts with different permissions: 3. When the
enterprise accesses the internal webpage of the enterprise, the enterprise can directly enter the domain name in the browser to
access. To meet the above requirements, which of the following servers do enterprises need to deploy? ( )*

A. Mail server

B. DNS server

C. FTP server (I)

D. Time synchronization server

Ef#: AL B. C

B #95
() can block discovered network intrusions in real time.

IEf#:
R

Firewall
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HH #96
‘Which of'the following protocols can provide file transfer services? (Multiple Choice)

A. FTP

B. Telnet
C. TFTP
D. SMTP

Ef#: AL C. D

HMA #97
‘Which of the following descriptions of the AH protocol in [Psec VPN is incorrect?

A. Support data integrity verification
B. Support message encryption

C. Supports packet replay prevention
D. Support data source verification

IEf#: B

HM #98

Network security situational awareness is the ability to dynamically and holistically gain insight into security risks based on the
environment. It uses technologies such as data fusion, data mining, intelligent analysis, and visualization to mtuitively display the real-
time security status of the network environment to ensure network security. Provide technical support.

o A True
e B. False

Ef: A

B #99
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