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Fortinet NSE6_SDW_AD-7.6 Exam Syllabus Topics:

Topic Details

Topic 1
Rules and routing: This section explains how to design and apply SD-WAN rules to control traffic steering
across multiple WAN links. It also includes configuring SD-WAN routing to ensure proper path selection
and connectivity between networks.

Topic 2
SD-WAN troubleshooting: This domain explains how to diagnose and resolve issues related to SD-WAN
operation. It includes troubleshooting SD-WAN rules, session behavior, routing problems, and ADVPN
connectivity to maintain reliable network performance.

Topic 3
Advanced IPsec: This section covers the deployment of advanced IPsec configurations within SD-WAN
environments. It includes implementing hub-and-spoke IPsec topologies, configuring ADVPN, and
supporting multihub, multiregion, and large-scale secure SD-WAN deployments.

Topic 4
Centralized management: This domain focuses on deploying and managing SD-WAN using FortiManager
for centralized control. It includes implementing branch configuration deployment and using SD-WAN
Manager with overlay orchestration to simplify large-scale network management.

Topic 5
SD-WAN setup: This domain covers how to deploy an enterprise SD-WAN environment by designing
SD-WAN members and zones and configuring them for efficient traffic management. It also focuses on
implementing Performance SLAs to monitor link quality and ensure applications use the best available path.

Fortinet NSE 6 - SD-WAN 7.6 Enterprise Administrator Sample Questions
(Q13-Q18):
NEW QUESTION # 13 
Exhibit.

Which action will FortiGate take if it detects SD-WAN members as dead?

A. FortiGate fails over to the secondary device after it detects port5 as dead.
B. FortiGate brings down port5 after it detects all SD-WAN members as dead.
C. FortiGate sends alert messages through poft5 when it detects all SD-WAN members as dead
D. FoftiGate bounces port5 after it detects all SD-WAN members as dead.

Answer: C

NEW QUESTION # 14 
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Refer to the exhibit that shows event logs on FortiGate.
Based on the output shown in the exhibit, what can you say about the tunnels on this device?

A. There is one shortcut tunnel built from master tunnel VPN4.
B. The VPN tunnel HUB1-VPN1_0 is a shortcut tunnel.
C. The master tunnel HU82-VPN3 cannot accept ADVPN shortcuts.
D. The device steers voice traffic through the VPN tunnel HUB1-VPN3.

Answer: B

Explanation:
Event logs (from the exhibit) show how traffic is matched to SD-WAN rules and routed. The log output indicates that voice traffic is
being routed through the HUB1-VPN3 tunnel. This matches SD-WAN's application-aware steering, which uses dynamic
performance metrics to select the optimal path.
References:
[FCSS_SDW_AR-7.4 1-0.docx Q4]
FortiOS 7.4 SD-WAN Application-Aware Routing Documentation

NEW QUESTION # 15 
Refer to the exhibits.



The first exhibit shows the SD-WAN zone HUB1 and SD-WAN member configuration from an SD-WAN template, and the
second exhibit shows the output of command diagnose sys sdwan member collected on a FortiGate device.
Which statement best describes what the diagnose output shows?

A. The diagnose output was collected on the device branch2_fgt.
B. The diagnose output does not correspond to a device configured with the SD-WAN template shown in the exhibit.
C. The diagnose output shows that HUB1-VPN1 and all HUBx-VPNy members are dead.
D. The diagnose output was collected on the device branch1_fgt

Answer: D

Explanation:
The diagnose output lists SD-WAN members 4(HUB1-VPN1), 5(HUB1-VPN2), 7(HUB2-VPN1), 8(HUB2- VPN2), and
9(HUB2-VPN3). It does not include member 6 (HUB1-VPN3). From the template, HUB1-VPN3 is installed only on branch2_fgt
and branch3_fgt - not on branch1_fgt. Therefore, the output must be from branch1_fgt.

NEW QUESTION # 16 
Refer to the exhibits.



The exhibits show the source NAT (SNAT) global setting. port2 interface settings, and the routing table on FortiGate.
The administrator increases the member priority on port2 to 20.
Upon configuration changes and the receipt of new packets, which two actions does FortiGate perform on existing sessions
established over port2? (Choose two.)

A. FortiGate updates the gateway information of the sessions with SNAT so that they use port1 instead of port2.
B. FortiGate flags the sessions as dirty.
C. FortiGate continues routing all existing sessions over port2.
D. FortiGate routes only new sessions over port2.
E. FortiGate flags the SNAT session as dirty only if the administrator has assigned an IP pool to the firewall policies with
NAT.

Answer: A,B

Explanation:
When the member priority of a port is increased (e.g., port2 to 20), FortiGate evaluates existing sessions and applies "dirty" flags
where applicable. The SD-WAN session management mechanism is described in detail:
"Upon a change in SD-WAN member priority, all existing sessions using that member are marked as dirty.
For SNAT sessions, the gateway information is updated to ensure future packets are routed through the newly preferred member, in
this case, port1. This automatic re-evaluation allows SD-WAN to dynamically respond to topology or priority changes, maintaining
optimal routing." This is fundamental to seamless failover and session persistence in Fortinet SD-WAN, ensuring active flows are
redirected based on updated priorities or health status.
References:
[FCSS_SDW_AR-7.4 1-0.docx Q13]
FortiOS 7.4 SD-WAN Concept Guide, "Session Management During Path Change" FortiGate CLI Reference: diagnose sys session
list

NEW QUESTION # 17 
Which statement describes FortiGate behavior when you reference a zone in a static route?



A. FoftiGate installs ECMP static routes for the first two members of the zone.
B. FortiGate ignores the static routes defined through members referenced in the zone.
C. FortiGate installs a static route for each member in the zone.
D. FortiGate routes the traffic through the best performing member of the zone.

Answer: C

Explanation:
When referencing a zone in a static route, FortiGate's behavior is described as:
"Referencing a zone in a static route causes FortiGate to install a static route for each member interface of the zone. This enables
ECMP (Equal-Cost Multi-Path) and load balancing where supported and ensures that traffic can be steered over any valid zone
member according to SD-WAN rules or standard routing." This mechanism is fundamental to Fortinet's implementation of SD-
WAN and simplifies large, multi- interface deployments.
References:
[FCSS_SDW_AR-7.4 1-0.docx Q21]
FortiOS 7.4 Routing Guide, "Zone-based Routing and ECMP Behavior"

NEW QUESTION # 18
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