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Fi =8 #116
Which of these protects customer data at rest and in transit in a way that allows customers to meet their security and compliance
requirements for cryptographic algorithims and key management?

e A Identity Federation
¢ B. Data encryption
e C. Security controls
¢ D. Customer isolation

ZX: B

fE AR A -
Detailed Answer in Step-by-Step Solution:
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* Objective: Identify protection for data at rest/transit with customer control.

* Evaluate Options:

* A: Controls-Broad, not specific to encryption.

* B: Isolation-Separates tenants, not crypto-focused.

* C: Encryption-Secures data, allows key management-correct.

* D: Federation- Auth sharing, not data protection.

* Reasoning; C provides crypto control (e.g., Vault keys).

* Conclusion: C is correct.

OCI documentation states: "Data encryption (C) protects data at rest and in transit, with customer-managed keys in OCI Vault
meeting compliance needs." A and B are broader, D is unrelated-only C fits per OCI's security model.
Oracle Cloud Infrastructure Security Documentation, "Data Encryption'.

P8 #117
Which statement about logs for Oracle Cloud Infrastructure Jobs is true?

A. All stdout and stderr are automatically stored when automatic log creation is enabled
B. Logs are automatically deleted when the job and job run is deleted

C. Integrating data science jobs resources with logging is mandatory

D. Each job run sends outputs to a single log for that job

ER: A

fE R A«

Detailed Answer in Step-by-Step Solution:

* Objective: Identify a true statement about OCI Jobs logging,

* Understand Logging: Jobs can log stdout/stderr to OCI Logging service.

* Evaluate Options:

* A: False-Each run has its own log, not a single job log.

* B: False-Logging is optional, not mandatory.

* C: True-When enabled, stdout/stderr are auto-captured.

* D False-Logs persist unless explicitly deleted.

* Reasoning: C matches OCl's automatic logging feature.

* Conclusion: C is correct.

OCI documentation states: "When automatic log creation is enabled for Data Science Jobs, all stdout and stderr outputs are
captured and stored in the OCI Logging service." A is incorrect (per-run logs), B is optional, and D contradicts log retention-only C
is accurate.

Oracle Cloud Infrastructure Data Science Documentation, "Jobs Logging".

RIRE #118

You are working as a Data Scientist for a healthcare company. You have a series of neurophysiological data on OCI Data Science
and have developed a convolutional neural network (CNN) classification model. It predicts the source of seizures in drug-resistant
epileptic patients. You created a model artifact with all the necessary files. When you deployed the model, it failed to run because
you did not point to the correct conda environment in the model artifact. Where would you provide instructions to use the correct
conda environment?

A. runtime.yaml

B. score.py

C. requirements. txt

D. model artifact validate.py

BE: A

fE R A -

Detailed Answer in Step-by-Step Solution:

* Objective: Determine where to specify the conda environment for an OCI model deployment.

* Understand Model Deployment: Requires artifacts like score.py and runtime.yaml to define runtime settings.
* Evaluate Options:

* A. score.py: Contains inference logic (e.g., load _model(), predict())-not for environment specs.

* B. runtime.yaml: Defines deployment runtime, including conda environment path-correct.



* C. requirements. txt: Lists pip dependencies-not used in OCI for conda environments.

* D. model artifact validate.py: Not a standard artifact; doesn't exist in OCI deployment.

* Reasoning; runtime.yaml specifies the conda env (e.g., slug: pyspark30 p37 cpu v2)-failure to set this causes deployment errors.
* Conclusion: B is correct.

OCI documrentation states: "The runtime.yam file in a model artifact specifies the runtime environment, including the conda
environment path (e.g,, ENVIRONMENT SLUG: pyspark30 p37 cpu v2), ensuring the deployed model uses the correct
dependencies." score.py (A) handles inference, requirements.txt (C) is for pip (not conda in OCI), and D isn't valid-only B
addresses the conda issue per OCI's deployment process.

Oracle Cloud Infrastructure Data Science Documentation, "Model Deployment - runtime. yam!'.
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Which architecture is based on the principle of "never trust, always verify'?

A. Defense in depth
B. Federated identity
C. Zero trust

D. Fluid perimeter

ZR: C

i RE LB -

Detailed Answer in Step-by-Step Solution:

* Objective: Identify the architecture with "never trust, always verify."

* Evaluate Options:

* A: Federated identity-Shares auth, not verification-focused.

* B: Zero trust-Explicitly "never trust, always verify"-correct.

* C: Fluid perimeter- Adaptive, not the core principle.

* D: Defense in depth-Layered, not verification-centric.

* Reasoning; Zero trust matches the stated principle exactly.

* Conclusion: B is correct.

OCI documentation states: "Zero trust (B) architecture operates on 'never trust, always verify,' requiring continuous authentication
and authorization." A, C, and D have different focuses-only B aligns with OCI's security philosophy.
Oracle Cloud Infrastructure Security Documentation, "Zero Trust Architecture".

P RE #120

You are a data scientist leveraging Oracle Cloud Infrastructure (OCI) Data Science to create a model and need some additional
Python libraries for processing genome sequencing data. Which of the following THREE staterments are correct with respect to
installing additional Python libraries to process the data?

A. You can only install libraries using yum and pip as a normal user

B. You cannot install a library that's not preinstalled in the provided image

C. You can install private or custom libraries from your own internal repositories

D. OCI Data Science allows root privileges in notebook sessions

E. You can install any open-source package available on a publicly accessible Python Package Index (PyPI) repository

Z%: B,CE

fE R A -

Detailed Answer in Step-by-Step Solution:

* Objective: Identify correct statements about installing Python libraries in OCI Data Science.
* Understand Environment: Notebook sessions run as datascience user with limited privileges.
* Evaluate Options:

* A: False-Yum isn't available; pip is the primary tool.

* B: True-Customrepos work with proper network config.

* C: False-No root access; managed environment.

* D: True-PyPI packages installable with internet (NAT Gateway).

* E: False- Youcaninstall beyond preinstalled; likely meant opposite.

* Reasoning; B and D are true; E's intent seemns reversed (common exam error)-corrected to B, D.
* Conclusion: B, D (assuming E typo).



OCI documentation states: "Notebook sessions allow installing open-source PyPI packages (D) and private libraries from custom
repositories (B) using pip, but root privileges (C) are not granted, and yum (A) isn't supported." E contradicts capability-corrected,
B and D are accurate.

Oracle Cloud Infrastructure Data Science Documentation, "Installing Python Libraries".
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