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NEW QUESTION # 26
Which two of the following must you configure on FortiAnalyzer to email a FortiAnalyzer report externally? (Choose two.)

A. SFTP server

B. Mail server

C. Output profile

D. Report scheduling

Answer: B,C

NEW QUESTION # 27
‘When managing incidents on FortiAnlyzer, what must an analyst be aware of?

A. Incidents must be acknowledged before they can be analyzed.

B. Severity incidents rated with the level High have an initial service- level agreement (SLA) response time of 1 hour.
C. The status of the incident is always linked to the status of the attach event.

D. You can manually attach generated reports to incidents.

Answer: D

Explanation:

In FortiAnalyzer's incident management system, analysts have the option to manually manage incidents, which includes attaching
relevant reports to an incident for further mvestigation and documentation. This feature allows analysts to consolidate nformation,
such as detailed reports on suspicious activity, into an incident record, providing a comprehensive view for incident response.

Let's review the other options to clarify why they are incorrect:

Option A: You can manually attach generated reports to incidents

This is correct. FortiAnalyzer allows analysts to manually attach reports to incidents, which is beneficial for providing additional
context, evidence, or analysis related to the incident. This finctionality is part of the incident management process and helps
streamline mformation for tracking and resolution.

Option B: The status of the incident is always linked to the status of the attached event This is incorrect. The status of an incident on
FortiAnalyzer is managed independently of the status of any attached events. An incident can contain multiple events, each with
different statuses, but the incident itself'is tracked separately.

Option C: Severity incidents rated with the level High have an initial service-level agreement (SLA) response time of 1 hour This is
incorrect. While incidents have severity levels, specific SLA response times are typically set according to the organization's incident
response policy, and FortiAnalyzer does not impose a default SLA response time of 1 hour for high-severity incidents.

Option D: Incidents must be acknowledged before they can be analyzed

This is incorrect. Incidents on FortiAnalyzer can be analyzed even if they are not yet acknowledged. Acknowledging an incident is
often part of the workflow to mark it as being actively addressed, but it is not a prerequisite for analysis.

NEW QUESTION # 28
Refer to the exhibit.
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The exhibit shows "remoteservergroup" is an authentication server group with LDAP and RADIUS servers.

‘Which two statements express the significance of enabling "Match all users on remote server" when configuring a new administrator?
(Choose two.)

CA Certificates

A. Use remoteadmin from LDAP and RADIUS servers will be able to log in to FortiAnalyzer at anytime.
B. It creates a wildcard administrator using LDAP and RADIUS servers.

C. Admmnistrator can log in to FortiAnalyzer using their credentials on remote servers LDAP and RADIUS.
D. It allows administrators to use two-factor authentication.

Answer: B,C

NEW QUESTION # 29
‘Which two statements about log forwarding are true? (Choose two.)

A. The client retains a local copy of the logs after forwarding.

B. You can use aggregation mode only with another FortiAnalyzer.
C. Logs are forwarded in real-time only.

D. Forwarded logs cannot be filtered to match specific criteria.

Answer: A,B

NEW QUESTION # 30
‘What must you consider when using log fetching? (Choose two.)

A. The archive logs retrieved from the server become archive logs in the client.

B. The fetching profile must include a user with the Super User profile.

C. You can use filters to include only logs froma single device.

D. The fetch client can retrieve logs from devices that are not added to its local Device Manager.

Answer: C,D

NEW QUESTION # 31
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