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HashiCorp Certified: Terraform Associate (003) (HCTA0-003) Sample
Questions (Q171-Q176):
NEW QUESTION # 171 
Your risk management organization requires that new AWS S3 buckets must be private and encrypted at rest.
How can Terraform Cloud automatically and proactively enforce this security control?

A. With an S3 module with proper settings for buckets
B. With a Sentinel policy, which runs before every apply
C. Auditing cloud storage buckets with a vulnerability scanning tool
D. By adding variables to each Terraform Cloud workspace to ensure these settings are always enabled

Answer: B

Explanation:
The best way to automatically and proactively enforce the security control that new AWS S3 buckets must be private and encrypted
at rest is with a Sentinel policy, which runs before every apply. Sentinel is a policy as code framework that allows you to define and
enforce logic-based policies for your infrastructure. Terraform Cloud supports Sentinel policies for all paid tiers, and can run them
before any terraform plan or terraform apply operation. You can write aSentinel policy that checks the configuration of the S3
buckets and ensures that they have the proper settings for privacy and encryption, and then assign the policy to your Terraform
Cloud organization or workspace. This way, Terraform Cloud will prevent any changes that violate the policy from being applied.
References = [Sentinel Policy Framework], [Manage Policies in Terraform Cloud], [Write and Test Sentinel Policies for Terraform]

NEW QUESTION # 172 
Which option cannot be used to keep secrets out of Terraform configuration files?

A. A -var flag
B. A Terraform provider
C. secure string
D. Environment variables

Answer: C

Explanation:
A secure string is not a valid option to keep secrets out of Terraform configuration files. A secure string is a feature of AWS Systems
Manager Parameter Store that allows you to store sensitive data encrypted with a KMS key. However, Terraform does not support
secure strings natively and requires a custom data source to retrieve them. The other options are valid ways to keep secrets out of
Terraform configuration files. A Terraform provider can expose secrets as data sources that can be referenced in the configuration.
Environment variables can be used to set values for input variables that contain secrets. A -var flag can be used to pass values for
input variables that contain secrets from the command line or a file.
References = [AWS Systems Manager Parameter Store], [Terraform AWS Provider Issue #55], [Terraform Providers],
[Terraform Input Variables]

NEW QUESTION # 173 
Which of these are features of HCP Terraform/Terraform Cloud? (Pick the 2 correct responses)

A. Automated infrastructure deployment visualization.
B. Automatic backups of configuration and state.
C. Remote state storage.
D. A web-based user interface (UI).

Answer: C,D

Explanation:
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Terraform Cloud provides features like remote state storage and a web-based user interface for managing your Terraform runs.
While it offers robust infrastructure as code capabilities, automatic backups of configuration and state are not directly provided by
Terraform Cloud; instead, the state is stored remotely and secured.
References:
Terraform Cloud Features

NEW QUESTION # 174 
You have multiple team members collaborating on infrastructure as code (IaC) using Terraform, and want to apply formatting
standards for readability.
How can you format Terraform HCL (HashiCorp Configuration Language) code according to standard Terraform style convention?

A. Run the terraform fmt command during the code linting phase of your CI/CD process Most Voted
B. Write a shell script to transform Terraform files using tools such as AWK, Python, and sed
C. Manually apply two spaces indentation and align equal sign "=" characters in every Terraform file (*.tf)
D. Designate one person in each team to review and format everyone's code

Answer: A

Explanation:
The terraform fmt command is used to rewrite Terraform configuration files to a canonical format and style. This command applies a
subset of the Terraform language style conventions, along with other minor adjustments for readability. Running this command on
your configuration files before committing them to source control can help ensure consistency of style between different Terraform
codebases, and can also make diffs easier to read. You can also use the -check and -diff options to check if the files are formatted
and display the formatting changes respectively2. Running the terraform fmt command during the code linting phase of your CI/CD
process can help automate this process and enforce the formatting standards for your team. References = [Command: fmt]2

NEW QUESTION # 175 
terraform init retrieves and caches the configuration for all remote modules.

A. True
B. False

Answer: B

Explanation:
Comprehensive and Detailed in-Depth Explanation:terraform initretrieves and caches providers and modules, butonly for explicitly
declared modulesin the configuration.
* If a module isadded or updated, terraform init needs to be re-run to download the new version.
* Terraform does not automatically cache all remote modules unless they are explicitly referenced in the configuration.
Official Terraform Documentation Reference:terraform init - HashiCorp Documentation

NEW QUESTION # 176
......
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