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GIAC Strategic Planning, Policy, and Leadership (GSTRT) Sample Questions
(Q101-Q106):
NEW QUESTION # 101 
What is the primary role of a cybersecurity leader during a major change initiative, such as a system overhaul or policy shift?
Response:

A. Minimizing involvement and allowing the team to self-manage
B. Implementing changes without feedback from the team
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C. Solely focusing on budgetary aspects
D. Communicating the change, ensuring alignment, and mitigating resistance

Answer: D

NEW QUESTION # 102 
Which of the following is a critical step in ensuring that a cybersecurity program meets the needs of the business?
Response:

A. Excluding senior leadership from cybersecurity discussions
B. Implementing a one-size-fits-all security model across the organization
C. Avoiding discussions of cybersecurity with non-technical teams
D. Involving business leaders and stakeholders in cybersecurity planning and strategy development

Answer: D

NEW QUESTION # 103 
What is the best way to ensure employees are aware of changes to cybersecurity policies?
Response:

A. Sending an email with the updated policy and assuming everyone reads it
B. Posting the policy updates on a bulletin board without explanation
C. Implementing mandatory training sessions and providing clear communication channels to explain the updates
D. Relying on managers to verbally inform their teams

Answer: C

NEW QUESTION # 104 
How does benchmarking help in the analysis of a security program?
Response:

A. It simplifies compliance with regulations
B. It compares the program against industry standards and peers to identify strengths and weaknesses
C. It reduces the workload of the security team
D. It eliminates the need for internal audits

Answer: B

NEW QUESTION # 105 
Your organization is undergoing a digital transformation, and you have been tasked with ensuring that the cybersecurity strategy
supports the business's new direction. The executive team is concerned that security measures may slow down innovation. How
would you align the cybersecurity strategy with the business transformation while addressing these concerns?
Response:

A. Implement the strictest security controls possible to avoid any potential breaches
B. Eliminate all security controls to prioritize innovation
C. Ignore the business transformation and focus solely on traditional security measures
D. Work closely with the business leaders to understand their innovation goals, propose security controls that protect critical
assets without hindering innovation, and ensure security is built into the transformation process

Answer: D

NEW QUESTION # 106
......
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