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NEW QUESTION # 25
What functionality of the Broker VM would you use to ingest third-party firewall logs to the Cortex Data Lake?

e A. DB Collector
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e B. Pathfinder
¢ C. Syslog Collector
e D. Netflow Collector

Answer: C

Explanation:

The Broker VM is a virtual machine that acts as a data broker between third-party data sources and the Cortex Data Lake. It can
ingest different types of data, such as syslog, netflow, database, and pathfinder. The Syslog Collector functionality of the Broker VM
allows it to receive syslog messages from third-party devices, such as firewalls, routers, switches, and servers, and forward them to
the Cortex Data Lake. The Syslog Collector can be configured to filter, parse, and enrich the syslog messages before sending them
to the Cortex Data Lake. The Syslog Collector can also be used to ingest logs from third-party firewall vendors, such as Cisco,
Fortinet, and Check Point, to the Cortex Data Lake. This enables Cortex XDR to analyze the firewall logs and provide visibility and
threat detection across the network perimeter. Reference:

Cortex XDR Data Broker VM

Syslog Collector

Supported Third-Party Firewall Vendors

NEW QUESTION # 26
When creating a scheduled report which is not an option?

A. Run weekly on a certain day and time.

B. Run monthly on a certain day and time.

C. Run daily at a certain time (selectable hours and minutes).
D. Run quarterly on a certain day and time.

Answer: D

Explanation:

When creating a scheduled report in Cortex XDR, the option to run quarterly on a certain day and time is not available. You can
only schedule reports to run daily, weekly, or monthly. You can also specify the start and end dates, the time zone, and the recipients
of'the report. Scheduled reports are usefll for generating regular reports on the security events, incidents, alerts, or endpoints in your
network. You can create scheduled reports from the Reports page in the Cortex XDR console, or from the Query Center by saving
a query as a report. Reference:

Run or Schedule Reports

Create a Scheduled Report

NEW QUESTION # 27
Which of'the following represents a common sequence of cyber-attack tactics?

A. Installation - Reconnaissance - Weaponization & Delivery - Exploitation - Command & Control - Actions on the objective
B. Actions on the objective - Reconnaissance - Weaponization & Delivery - Exploitation - Installation - Command & Control
C. Reconnaissance - Installation - Weaponization & Delivery - Exploitation - Command & Control - Actions on the objective
D. Reconnaissance - Weaponization & Delivery - Exploitation - Installation - Command & Control - Actions on the objective

Answer: D

Explanation:

A common sequence of cyber-attack tactics is based on the Cyber Kill Chain model, which describes the stages of a cyber intrusion
from the perspective of the attacker. The Cyber Kill Chain model consists of seven phases: reconnaissance, weaponization, delivery,
exploitation, installation, command and control, and actions on the objective. These phases are briefly explained below:
Reconnaissance: The attacker gathers information about the target, such as its network, systems, vulnerabilities, employees, and
business operations. The attacker may use various methods, such as scanning, phishing, or searching open sources, to collect data
that can help them plan the attack.

Weaponization: The attacker creates or obtains a malicious payload, such as malware, exploit, or script, that can be used to
compromise the target. The attacker may also embed the payload into a delivery mechanism, such as an email attachment, a web
link, or a removable media.

Delivery: The attacker sends or delivers the weaponized payload to the target, either directly or indirectly. The attacker may use
various channels, such as email, web, or physical access, to reach the target's network or system



Exploitation: The attacker exploits a vulnerability or weakness in the target's network or system to execute the payload. The
vulnerability may be technical, such as a software flaw, or human, such as a social engineering trick.

Installation: The attacker installs or drops additional malware or tools on the target's network or system to establish a foothold and
maintain persistence. The attacker may use various techniques, such as regjstry modification, file manipulation, or process mjection,
to hide their presence and evade detection.

Command and Control: The attacker establishes a commumication channel between the compromised target and a remote server or
controller. The attacker may use various protocols, such as HITP, DNS, or IRC, to send commands and receive data from the
target.

Actions on the objective: The attacker performs the final actions that achieve their goal, such as stealing data, destroying files,
encrypting systemns, or disrupting services. The attacker may also try to move laterally within the target's network or system to
access more resources or data.

Reference:

Cyber Kill Chain: This document explains the Cyber Kill Chain model and how it can be used to analyze and respond to
cyberattacks.

Cyber Attack Tactics: This document provides an overview of some common cyber attack tactics and examples of how they are
used by threat actors.

NEW QUESTION # 28
Which statement is true based on the following Agent Auto Upgrade widget?

A. There are more agents in Pending status than In Progress status.
B. Agent Auto Upgrade has not been enabled.

C. Agent Auto Upgrade was enabled but not on all endpoints.

D. There are a total of 689 Up To Date agents.

Answer: C

Explanation:

The Agent Auto Upgrade widget shows the status of the agent auto upgrade feature on the endpoints. The widget displays the
number of agents that are up to date, in progress, pending, failed, and not configured. In this case, the widget shows that there are
450 agents that are up to date, 78 in progress, 15 pending, 18 failed, and 128 not configured. This means that the agent auto
upgrade feature was enabled but not on all endpoints. Reference:

Cortex XDR Agent Auto Upgrade

PCDRA Study Guide

NEW QUESTION # 29
An attacker tries to load dynamic libraries on macOS from an unsecure location. Which Cortex XDR module can prevent this
attack?

A. DDL Security

B. Hot Patch Protection

C. Kernel Integrity Monitor (KIM)
D. Dylib Hyjacking

Answer: D

Explanation:

The correct answer is D. Dylib Hijacking, Dylib Hijacking, also known as Dynamic Library Hijacking, is a technique used by
attackers to load malicious dynamic libraries on macOS from an unsecure location. This technique takes advantage of the way
macOS searches for dynamic libraries to load when an application is executed. To prevent such attacks, Palo Alto Networks offers
the Dylib Hijacking prevention capability as part of their Cortex XDR platform. This capability is designed to detect and block
attempts to load dynamic libraries from unauthorized or unsecure locations].

Let's briefly discuss the other options to provide a comprehensive explanation:

A . DDL Security: This is not the correct answer. DDL Security is not specifically designed to prevent dynamic library loading
attacks on macOS. DDL Security is focused on protecting against DLL (Dynamic Link Library) hijacking on Windows systens2.
B . Hot Patch Protection: Hot Patch Protection is not directly related to preventing dynamic library loading attacks. It is a security
feature that protects against runtime patching or modification of code in memory, often used by advanced attackers to bypass
security measures3. While Hot Patch Protection is a valuable security feature, it is not directly relevant to the scenario described.

C . Kermel Integrity Monitor (KIM): Kernel Integrity Monitor is also not the correct answer. KIM is a module in Cortex XDR that



focuses on monitoring and protecting the integrity of the macOS kernel. It detects and prevents unauthorized modifications to critical
kernel components4. While KIM plays an essential role in overall macOS security, it does not specifically address the prevention of
dynamic library loading attacks.

In conclusion, Dylib Hijacking is the Cortex XDR module that specifically addresses the prevention of attackers loading dynamic
libraries from unsecure locations on macOS. By leveraging this module, organizations can enhance their security posture and protect
against this specific attack vector.

Reference:

Endpoint Protection Modules

DDL Security

Hot Patch Protection

Kernel Integrity Monitor

NEW QUESTION # 30
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