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What are the 4 characteristics of cloud computing? CORRECT ANSWERS Broad
network access

On-demand servicas

Resource Pooling

Measured of “meterad™ service

What NIST publication number defines doud computing? CORRECT ANSWERS 800-
145

What ISOMEC standard provides information on clotd computing? CORRECT
ANSWERS 17788

What is another way of describing a functional businass requirament? CORRECT
ANSWERS nacessary

What is another way of descnbing a nonfunctional business requirement? CORRECT
ANSWERS nat nacessary

What is the greatest driver pushing orgs o the dioud? CORRECT ANSWERS Cost
EEVINGS

What is clowd bursting? CORRECT AMSWERS Abllity 1o increass avaliable cloud
ressources on domand

What are 3 characteristics of cloud computing? CORRECT AMSWERS Elasbcaty
Simpliciy

Scolabildy

What is a clowd customer? CORRECT ANSWERS Anyone purchasing cloud sanices
What is a cloud user? CORRECT ANSWERS Anyene using cloud services

What are the thres cloud computing senice modals? CORRECT ANSWERS
SaaS(Software as a-service)

Paa5|{Platform as a sarvica)

lmaS{infrastructune as a service)

What Is laa5 (Infrastructure as a Service)? CORRECT ANSWERS Cloud provider

provides all the physical capability and administration, while the customer is responsibie
for logical resources.
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WGU Managing Cloud Security (JY02) Sample Questions (Q32-Q37):

NEW QUESTION # 32

An organization is planning for an upcoming Payment Card Industry Data Security Standard (PCI DSS) audit and wants to ensure
that only relevant files are included in the audit materials. Which process should the organization use to ensure that the relevant files
are identified?

A. Tokenization

B. Categorization
C. Anonymization
D. Normalization

Answer: B

Explanation:

Categorizationis the process of systematically identifying and classifying files according to content and relevance. In preparation for a
PCI DSS audt, it is critical to identify which files fall within scope-those that contain cardholder data or impact its security.
Normalization adjusts data format, tokenization substitutes sensitive data with tokens, and anonymization removes identifiers. While
useful, none directly address the task of isolating "relevant files" for audit.

Categorization ensures that files are grouped correctly, allowing auditors to focus on the proper scope and preventing unnecessary
exposure of unrelated data.

This step aligns with PCI DSS requirements that limit scope to systems and data directly affecting cardholder data security. Proper
categorization streamlines audits and demonstrates effective data governance.

NEW QUESTION # 33
Which technology is increasingly deployed in enterprise environments for applications such as digital tracking of the supply chain?

A. Cloud computing
B. Internet of Things
C. Machine learning
D. Bigdata

Answer: B

Explanation:

The Internet of Things (IoT) is increasingly deployed in enterprise environments for digital tracking of supply chains. Managng Cloud
principles explain that IoT enables physical objects-such as sensors, tags, and devices-to collect and transmit data in real time.

In supply chain scenarios, IoT devices track location, temperature, humidity, and movement of goods throughout manufacturing,
transportation, and storage. This continuous data collection improves visibility, efficiency, and accountability across the supply chain.
Cloud platforms commonly support loT by aggregating, storing, and analyzing the collected data.

Cloud computing provides infrastructure, big data analyzes large datasets, and machine learning derives insights, but IoT is the
enabling technology that performs real-time tracking, Therefore, Internet of Things is the correct answer.

NEW QUESTION # 34
Which cloud infrastructure risk is the responsibility of the cloud provider?

A. Security governance
B. Data security
C. Physical security

D. Application security
Answer: C
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Explanation:

Physical security is a cloud infrastructure risk that is the responsibility of the cloud provider. Managing Cloud principles explain that
providers are responsible for securing data center facilities, including buildings, hardware, power systemns, and environmental
controls.

This includes access controls, surveillance, guards, and protection against physical threats such as theft, vandalism, and natural
disasters. Customers do not have physical access to cloud data centers and therefore rely entirely on the provider to manage these
risks.

Data security and application security are typically shared responsibilities, while security governance is largely the customer’s
responsibility. Therefore, physical security is the correct answer.

NEW QUESTION # 35
Which description characterizes the application programming interface (APT) format known as Simple Object Access Protocol
(SOAP)?

A. Consists of guidelines and best practices for creating scalable web services

B. Provides a framework for exchanging structured information using web services
C. Delivers good performance and scalability

D. Supports different data formats such as JSON, XML, and YAML

Answer: B

Explanation:

Simple Object Access Protocol (SOAP) is an API format that provides a framework for exchanging structured mformation using
web services. Managing Cloud principles explain that SOAP is a protocol- based messaging standard that relies on XML for
message formatting.

SOAP defines strict standards for message structure, communication protocols, and error handling, making it suitable for enterprise
environments that require reliability, security, and formal contracts. It supports features such as authentication, encryption, and
transaction integrity.

The other options describe characteristics of RESTful APIs. SOAP is XML-based and does not support multiple data formats.
Therefore, the correct description is the structured web service framework.

NEW QUESTION # 36
An organization is sharing personal information that is defined in its privacy policy with a trusted third party.
What else should the organization communicate to the trusted third party about the personal information?

A. The organization's privacy policy and handling practices

B. A notice of any contractual obligations that do not align with the privacy policy
C. A copy of federal privacy laws regarding unauthorized data disclosure

D. The results of the organization's most recent privacy audit

Answer: A

Explanation:

‘When sharing personal data with a trusted third party, organizations must ensure that the recipient understands and adheres to
theorganization's privacy policy and handling practices. This ensures consistent treatment of personal information across entities and
aligns with consent provided by individuals.

Audit results and contractual notices are internal matters, while federal laws define obligations but do not substitute for organizational
policies. By explicitly sharing policies and practices, organizations reinforce accountability and ensure compliance with privacy
regulations such as GDPR, HIPAA, or CCPA.

This communication sets expectations for data use, retention, and disclosure. It also provides a defensible framework in case of
regulatory inquiries, showing that due diligence was performed when transferring data to third parties.

NEW QUESTION # 37
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