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Fortinet FCP - FortiAnalyzer 7.4 Analyst Sample Questions (Q19-Q24):

NEW QUESTION # 19
What is the purpose of playbook trigger variables?

A. To use nformation from the trigger to filter the action in a task

B. To display statistics about the playbook runtime

C. To store the start the times of playbooks with On_Schedule triggers
D. To provide the trigger information to make the playbook start running

Answer: B

NEW QUESTION # 20
Exhibit.
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What can you_conc]ude from this output?

A. FGT B is the Security Fabric root.

B. There is not disk quota allocated to quarantining files.
C. Archive logs are using more space than analytic logs.
D. The allocated disk quote to ADOMI is 3 GB.

Answer: D

Explanation:

The exhibit displays a diagnose log device output on a FortiAnalyzer, showing details about disk space usage and quotas for
different FortiGate devices and ADOMs (Administrative Domains). Here's a breakdown of key details:

Disk Quota for Quarantined Files:

The output includes columns labeled for used space in categories such as "logs," ""quarantine," ""content," and "DB." For each device,
the quarantine column consistently shows 0.0KB used, indicating that there is no disk quota allocated or utilized for quarantining files.
Conclusion: Correct.

FGT B as Security Fabric Root:

There is no direct indication from this output that specifies FGT B is the root of the Security Fabric. Information on Security Fabric
topology or root designation would typically come froma Security Fabric configuration command rather than a disk usage summary.
Conclusion: Incorrect.

Allocated Disk Quota for ADOMI:

The output shows the quota for ADOM1 is "unlimited," not a fixed 3 GB quota. Therefore, there is no set 3 GB limit for ADOMI.
Conclusion: Incorrect.

Comparison of Archive Logs and Analytic Logs:

The output does not differentiate between archive logs and analytic logs; it only shows overall disk usage by type (e.g., logs,
quarantine). Therefore, no conclusion can be made about which type of logs (archive or analytic) is using more space.

Conclusion: Incorrect.

Conclusion:

Correct Answe 1 : A. There is no disk quota allocated to quarantining files.

This answer aligns with the observed data, where no disk space is used or allocated for quarantine files.

Reference:

FortiAnalyzer 7.4.1 documentation on diagnose log device command usage and disk quota settings.
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NEW QUESTION # 21
When performing a log search on a FortiAnalyzer, it is generally recommended to use the Quick Search option.
What is a valid reason for using the Full Search option, instead?

A. A quick search only searches data received within the last 24 hours.

B. The search itens you are looking for are not contained in indexed log fields.
C. You want the search to include content archive data as well.

D. You want the search to include the FortiAnalyzer's local logs.

Answer: B

NEW QUESTION # 22
Refer to the exhibit.
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Laptop] is used by several admiistrators to manage FortiAnalyzer. You want to configure a generic text filter that matches all login

attempts to the web interface generated by any user other than "admin" and coming from Laptop]1.
Which filter will achieve the desired result?

e A operation-login & performed on—"GUI(10.1.1.210)' & user!=admin

¢ B. operation-login & dstip—10.1.1.210 & userl-admin

¢ C. operation-login & performed on—"GUI(10.1.1.100)" & user!=admin

e D. operation-login & srcip=10.1.1.100 & dstip=10.1.1.210 & user—-admin

Answer: C

NEW QUESTION # 23
What is the purpose of playbook trigger variables?

A. To use mformation from the trigger to filter the action in a task

B. To store the start the times of playbooks with On_Schedule triggers
C. To display statistics about the playbook runtime

D. To provide the trigger information to make the playbook start running

Answer: A

NEW QUESTION # 24
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