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NEW QUESTION # 76
What is the forensic significance of analyzing the 'Prefetch’ files in Windows?
Response:

A. They track changes in system security settings.

B. They log details of network configuration adjustments.

C. They provide insights into the programs executed on the system, helping to determine user behavior.
D. They monitor the installation of new hardware.

Answer: C

NEW QUESTION # 77
What can be inferred from the high frequency of certain event IDs in the security logs? (Choose Two)

A. Regular changes in user account privileges

B. Consistent application usage patterns

C. Repeated system updates

D. Frequent user logins and logouts or failed security events

Answer: A,D

NEW QUESTION # 78
How does the use of 'write blockers' benefit digital forensic investigations?
Response:

A. They track the frequency of system backups.

B. They prevent the alteration of data on a storage device during forensic imaging,
C. They monitor changes to file permissions.

D. They log user activities in real-time.

Answer: B

NEW QUESTION # 79
How do NTUSER.DAT files contribute to forensic investigations?
Response:

A. They track the user's email login data.

B. They log the mstallation dates of applications.

C. They monitor the network throughput rates.

D. They contain user-specific registry settings, offering insights into user configuration and behavior on the system.

Answer: D

NEW QUESTION # 80
What is the significance of analyzing 'volatile memory' in a forensic nvestigation?

e A Tt contains crucial information about running processes and network connections that are not preserved when the power is
turned off:
e B. It tracks the installation of new hardware components.

e C. Itlogs all changes to system configuration settings.

e D. It provides a log of email communications.

Answer: A

NEW QUESTION # 81
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