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CWNP CWNA-109 Exam Syllabus Topics:

Topic Details

¢ RF Validation and WLAN remediation: This topic covers RF interference, WLAN performance, the basic
Topic 1 features of validation tools, and common wireless issues.

¢ WLAN Network Architecture and Design Concepts: This topic deals with describing and implementing
Power over Ethernet (PoE). Furthermore, the topic covers different wireless LAN architectures, coverage

Topic 2 ) . . . . o
P requirements, roaming considerations, and common proprietary features in wireless networks.

¢ WLAN Network Security: It addresses the concepts of weak security options, security mechanisims for
Topic 3 enterprise WLANs, and security options and tools used in wireless networks.

¢ Radio Frequency (RF) Technologies: This topic explains the basic features and behavior of RF. It also
discusses applying the basic concepts of RF mathematics and measurement. Lastly, the topic covers RF

Topic 4
ope signal characteristics and the functionality of RF antennas.

e WLAN Regulations and Standards: The topic discusses the roles of WLAN and networking industry
organizations. It also addresses the concepts of various Physical Layer (PHY) solutions, spread spectrum

Topic 5
ope technologies, and 802.11 WLAN finctional concepts.

CWNP Wireless Network Administrator (CWNA) Sample Questions (Q38-
Q43):

NEW QUESTION # 38
‘When considering data rates available in HT and VHT PHY devices, in addition to the modulation, coding, channel width, and
spatial strearrs, what impacts the data rate according to the MCS tables?

A. Frequency band in use
B. Antenna Height

C. client drivers

D. guard interval

Answer: D

Explanation:

The guard interval is a short period of time inserted between the symbols of an OFDM signal to prevent inter- symbol interference
and improve the robustness of the transmission]. The guard interval can have different values depending on the 802.11 standard and
the configuration of the device. For example, 802.1 1n supports two guard intervals: 800 ns (normal) and 400 ns (short)2. 802.11ac
supports the same guard intervals as

802.11n, plus an optional 200 ns guard interval for 80 MHz and 160 MHz channels3. 802.11ax supports three guard intervals: 800
ns, 1600 ns, and 3200 ns4.

The guard interval affects the data rate because it determines the duration of each symbol. A shorter guard interval means more
symbols can be transmitted in a given time, resulting in a higher data rate. However, a shorter guard interval also means less
protection against inter-symbol interference, which may degrade the signal quality and increase the error rate. Therefore, there is a
trade-off between data rate and reliability when choosing the guard interval.

The MCS tables for HT and VHT PHY devices show the data rates for different combinations of modulation, coding, channel
width, spatial streams, and guard intervals. For example, for a VHT device using MCS 9 with QAM-256 modulation, 5/6 coding
rate, 80 MHz channel width, and one spatial stream, the data rate is 433.3 Mbps with a normal guard interval (800 ns) and 486.7
Mbps with a short guard interval (400 ns)2. Therefore, the guard interval impacts the data rate according to the MCS tables.

NEW QUESTION # 39

A natural disaster has occurred in a remote area that is approximately 57 miles from the response team headquarters. The response
team must implement a local wireless network using 802.11 WLAN access points.

What is the best method, of those listed, for implementation of a network back-haul for communications across the Internet in this
scenario?
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A. Cellular/LTE/SG

B. 802.11 bridging to the response team headquarters

C. Turn up the output power of the WLAN at the response team headquarters
D. Temporary wired DSL

Answer: A

Explanation:

Cellular/LTE/5G is the best method for implementing a network backhaul for communications across the Internet in a remote area
that is affected by a natural disaster. This is because cellular/LTE/5G networks are wireless and do not depend on physical
infrastructure that may be damaged or unavailable in such scenarios.

Cellular/LTE/5G networks also offer high-speed data transmission and wide coverage area, which are essential for emergency
response operations. 802.11 bridging to the response team headquarters is not feasible because it requires line-of-sight and has
limited range. Turning up the output power of the WLAN at the response team headquarters is not effective because it may cause
interference and does not guarantee reliable connectivity. Temporary wired DSL is not practical because it requires installing cables
and equipment that may not be available or accessible in a remote area. References: CWNA-109 Study Guide, Chapter 7:
Wireless LAN Topologies, page 2031

NEW QUESTION # 40
A dual-band 802.11ac AP must be powered by PoE. As a class 4 device, what power level should be received at the AP?

A 154W
B.255W
C.1295W
D.30W

Answer: B

Explanation:

PoE has different standards that define different power levels for PSEs and PDs. The original standard, IEEE

802.3af, defines two classes of PSEs: Class 3 (15.4 W) and Class 4 (30 W). The newer standard, IEEE 802.3at, also known as
PoE+, defines four classes of PSEs: Class 0 (15.4 W), Class 1 (4 W), Class 2 (7 W), and Class 3 (12.95 W). The power level
received at the PD is always lower than the power level provided by the PSE, due to cable resistance and power dissipation. The
IEEE standards specify the minimum power level that must be received at the PD for each class of PSE. For a Class 4 PSE, the
minimum power level received at the PD is

25.5 W910. References: CWNA-109 Study Guide, Chapter 7: Power over Ethernet (PoE), page

295; CWNA-109Study Guide, Chapter 7: Power over Ethernet (PoE), page 289.

NEW QUESTION # 41
You are attempting to explain RF shadow and how it can cause lack of coverage. What common building item frequently causes RF
shadow and must be accounted for in coverage plans?

A. Elevators

B. Wooden doors
C. Cubicle partitions
D. Carpeted floors

Answer: A

Explanation:

Elevators are a common building item that frequently causes RF shadow and must be accounted for in coverage plans. RF shadow is
a term that describes an area where wireless signals are blocked or significantly weakened by an obstacle or an object that absorbs
or reflects RF energy. RF shadow can cause lack of coverage or poor performance in a WLAN because wireless devices in those
areas may not be able to communicate with access points or other devices. RF shadow can be mitigated by adjusting access point
placement, antenna orientation, transmit power level, or channel selection to avoid or overcome the obstacle or object that causes it.
Elevators are a common building item that frequently causes RF shadow because they are made of metal and they move up and
down within a shaft. Metal is a material that has high attenuation and reflection values, which means it can block or bounce off
wireless signals very effectively. A moving elevator can create dynamic RF shadow that changes depending on its position and
direction. Therefore, elevators must be accounted for in coverage plans to ensure adequate WLAN coverage and performance



throughout the facility. The other options are not common building iterrs that frequently cause RF shadow or must be accounted for
in coverage plans. Wooden doors are not likely to cause RF shadow because they are made of wood, which is a material that has
low attenuation and reflection values, which means it can pass through or slightly weaken wireless signals. Carpeted floors are not
likely to cause RF shadow because they are made of fabric, which is a material that has low attenuation and reflection values, which
means it can pass through or slightly weaken wireless signals. Cubicle partitions are not likely to cause RF shadow because they are
made of thin plastic or cardboard, which are materials that have low attenuation and reflection values, which means they can pass
through or slightly weaken wireless signals. References: CWNA-109 Study Guide, Chapter 13:

Wireless LAN Site Surveys - Types & Processes , page 433

NEW QUESTION # 42

You are using a site survey tool for post-implementation validation. You have installed the appropriate adapter driver and imported a
floor plan. Now, you want to take the next step in proper tool use. What must you do before gathering survey data after the floor
plan is imported?

A. Install WinPCAP
B. Calibrate the floor plan

C. Nothing, you can simply start capturing signal readings
D. Install iPerf

Answer: B

Explanation:

Calibrating the floor plan is what you nwst do before gathering survey data after the floor plan is imported when using a site survey
tool for post-implementation validation. A site survey tool is a software application that can run on a laptop, tablet, smartphone, or
other device that has a Wi-Fi adapter and a GPS receiver. A site survey tool can scan the wireless environment and collect
information about the detected access points and client stations, such as their SSID, BSSID, channel, signal strength, security, and
data rate. A site survey tool can also measure and display various metrics of network performance, such as throughput, jitter, packet
loss, delay, and SNR. A site survey tool can also use a floor plan to visualize the wirelesscoverage and quality in different locations
ona map. A floor plan is an image file that shows the layout and dimensions of a building or an area where the WLAN is deployed.
A floor plan can be imported from various sources, such as a CAD file, a PDF file, an image file, or a Google Maps screenshot.
After importing a floor plan into a site survey tool, it is necessary to calibrate the floor plan before gathering survey data. Calibrating
the floor plan means adjusting the scale and orientation of the floor plan to match the actual size and direction of the area.
Calibrating the floor plan can be done by using a reference point or a reference line that has a known distance or angle in the real
world. Calibrating the floor plan ensures that the survey data is accurate and consistent with the physical environment. References: 1,
Chapter 7, page 290; 2, Section 4.3

NEW QUESTION # 43

Are you ready to accept this challenge and want to crack the CWNP Wireless Network Administrator (CWNA) CWNA-109
certification exam? If your answer is yes then just get register for the CWNA-109 test and start preparation with PDFDumps
CWNA-109 PDF Questions and practice test software. All three CWNA-109 exam dumps formats are ready for download. Just
download CWNP Wireless Network Administrator (CWNA) CWNA-109 exam questions and start preparation right now.
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