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A2 #72
What is the purpose of Management ports located on the Rear Panel of the Orchestrator MHO-140?

A. 1Gbps connectivity for Security Groups

B. Additional ports used as uplinks

C. Reserved for internal purposes. Not in use.

D. Out-of-band mnterfaces for access to Orchestrator itself

.l

o
il

: D

Y.

The Management ports located on the Rear Panel of the Orchestrator MHO- 140 are out-of-band interfaces that provide access to
the Orchestrator itself for configuration and management purposes. They are not used for traffic distribution or connectivity to the
Security Groups or the external networks. They are 1Gbps RJ-45 ports that can be connected to a switch or a router.

References

*Maestro Hyperscale Orchestrator Datasheet - Check Point Softwarel, page 2

*Quantum Maestro Getting Started Guide - Check Point CheckMates2, page 4

EE#73
‘Which command can be used during an upgrade to verify that the upgraded SGMs have returned to UP status before upgrading
other SGMs?

A. cpview

B. asg monitor
C. asgperf-v
D. asg stat -v

HE: D

MY

The asg stat -v command is used to verify the status of Security Group Members (SGMs) during an upgrade in a Maestro
environment. This command provides detailed status information, including whether SGMs are in the UP state, which is critical
before proceeding with upgrades to other SGMs to ensure system stability and continuity.

Exact Extract:

"The command 'asg stat -v' can be used during an upgrade to verify that the upgraded Security Group Members (SGMs) have
returned to UP status before upgrading other SGMs. This command provides a detailed view of the status of all SGMs in the
Security Group, ensuring that the upgraded members are operational."

-Check Point Certified Maestro Expert (CCME) R81.X Courseware, Module 4: Using the Command Line Interface and WebUIL,
Lesson 4.4: System Diagnostics, page 4-16

-Check Point R81 Maestro Admmistration Guide, Chapter 4: Using the Command Line Interface and WebUI, Section: System
Diagnostics, page 4-13 Explanation of Options:

* A. asg monitor: Incorrect, as asg monitor is used for real-time monitoring but does not provide detailed status verification for
SGMs during upgrades.

* B. cpview: Incorrect, as cpview provides performance and system statistics but is not specific to verifying SGM status post-

upgrade.



* C. asg perf-v: Incorrect, as asg perf-v focuses on performance metrics, not SGM status verification.

* D. asg stat -v: Correct, as this command is explicitly used to check the UP status of SGMs during upgrades, as per the
documentation.

References:

Check Point Certified Maestro Expert (CCME) R81.X Courseware, Module 4: Using the Command Line Interface and WebUI,
Lesson 4.4: System Diagnostics, page 4-16 Check Point R§1 Maestro Administration Guide, Chapter 4: Using the Command Line
Interface and WebUI, Section: System Diagnostics, page 4-13

EE #74
In case of Correction, where is information about Owner stored?

A. In Correction table of Target Appliance

B. In Connection tables of all Appliances participating in Correction Layer flow
C. In Correction tables of all Appliances participating in Correction Layer flow
D. In Connection table of Target Appliances

2
m

89: C

HE:

Explanation

The Correction Layer is a mechanism that handles asymmetric connections in systens with several cluster members. It allows traffic
flow to be handled by a single cluster member, even if the flow is asymmetricl The Correction Layer works as follows:

*When a packet arrives at a cluster member, it checks if it is the owner of the connection. If'yes, it processes the packet normally. If
not, it checks the Correction table to find the owner of the connection.

*Ifthe owner is found in the Correction table, the packet is forwarded to the owner with a Correction Layer header. The owner
then processes the packet and removes the Correction Layer header before sending it to the destination.

*Ifthe owner is not found in the Correction table, the packet is forwarded to the Maestro Orchestrator (MHO) with a Correction
Layer header. The MHO then checks its own Correction table to find the owner of the connection. If the owner is found, the MHO
forwards the packet to the owner with a Correction Layer header.

Ifthe owner is not found, the MHO drops the packet and sends an ICMP error message to the source.

*The Correction tables are updated by the MHO whenever a new connection is established or an existing connection is terminated.
The MHO sends Correction Layer messages to all clustermembers to inform them about the owner of each connection2

A2 #75
What is the purpose of interface bonding?

¢ A. Abond interface can be configured for high availability redundancy or for load sharing which increases connection
throughput above that which is possible using one physical interface.

¢ B. A bond mterface can be configured for high availability redundancy.

¢ C. Abond nterface is used for passing synchronization traffic between the SGMs.

¢ D. For load sharing which increases connection throughput above that which is possible using one physical interface.

HE. A

A2 #76
In a dual MHO environment, MHO1 and MHO?2 are connected to the SGM line cards in which way?

A. MHO 1 is connected to the even-numbered ports, while MHO2 is connected to odd-numbered ports.
B. MHO1 and MHO2 are connected to the SGMs using the Sync cable.

C. MHO1 and MHO?2 are connected to the line cards in any order administrators see fit.

D. MHO 1 is connected to the odd-numbered ports, while MHO?2 is connected to even-numbered ports.

HY: A
dY:
Explanation

The correct way to connect MHO1 and MHO?2 to the SGM line cards in a dual MHO environment is to use the even-numbered
ports for MHO1 and the odd-numbered ports for MHO2. This is to ensure that each SGM has two downlinks to each MHO, and



that the downlinks are balanced across the different NICs and Iinks. This provides redundancy and high availability for the traffic
flow between the SGMs and the MHOs.

References

*R81.20 Maestro Cheat Sheet version 7 - Check Point CheckMates, page 2

*Maestro Expert (CCME) Course - Check Point Software, page 18

*Maestro Technical Training, Module 2: Maestro Security Groups and the Single Management Object, slide 16
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