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all our dedication. As a powerful tool for a lot of workers to walk forward a higher self-improvement, our Professional-Cloud-
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We base the Professional-Cloud-Security-Engineer Certification Training on the test of recent years and the industry trends through
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Google Cloud Certified - Professional Cloud Security Engineer Exam Sample
Questions (Q247-Q252):
NEW QUESTION # 247 
A website design company recently migrated all customer sites to App Engine. Some sites are still in progress and should only be
visible to customers and company employees from any location.
Which solution will restrict access to the in-progress sites?

A. Upload an .htaccess file containing the customer and employee user accounts to App Engine.
B. Use Cloud VPN to create a VPN connection between the relevant on-premises networks and the company's GCP Virtual
Private Cloud (VPC) network.
C. Create an App Engine firewall rule that allows access from the customer and employee networks and denies all other
traffic.
D. Enable Cloud Identity-Aware Proxy (IAP), and allow access to a Google Group that contains the customer and employee
user accounts.

Answer: D

Explanation:
https://cloud.google.com/iap/docs/concepts-overview#when_to_use_iap

NEW QUESTION # 248 
Your security team wants to implement a defense-in-depth approach to protect sensitive data stored in a Cloud Storage bucket.
Your team has the following requirements:
The Cloud Storage bucket in Project A can only be readable from Project B.
The Cloud Storage bucket in Project A cannot be accessed from outside the network.
Data in the Cloud Storage bucket cannot be copied to an external Cloud Storage bucket.
What should the security team do?

A. Enable VPC Peering between Project A and B's networks with strict firewall rules that allow communication between the
networks.
B. Enable Private Access in both Project A and B's networks with strict firewall rules that allow communication between the
networks.
C. Enable domain restricted sharing in an organization policy, and enable uniform bucket-level access on the Cloud Storage
bucket.
D. Enable VPC Service Controls, create a perimeter around Projects A and B. and include the Cloud Storage API in the
Service Perimeter configuration.

Answer: A

NEW QUESTION # 249 
You want to evaluate GCP for PCI compliance. You need to identify Google's inherent controls.
Which document should you review to find the information?

https://www.dumpsmaterials.com/Professional-Cloud-Security-Engineer-real-torrent.html


A. Product documentation for Compute Engine
B. PCI DSS Requirements and Security Assessment Procedures
C. PCI SSC Cloud Computing Guidelines
D. Google Cloud Platform: Customer Responsibility Matrix

Answer: D

Explanation:
To evaluate Google Cloud Platform (GCP) for PCI compliance and identify Google's inherent controls, you should review the
"Google Cloud Platform: Customer Responsibility Matrix". This document provides detailed information about the shared
responsibility model, outlining the security controls managed by Google and those that are the responsibility of the customer.
Steps to access and use the document:
Access the Document:
Go to the Google Cloud compliance resource center.
Locate the "Customer Responsibility Matrix" for PCI DSS compliance.
Review Inherent Controls:
The document lists various controls and specifies whether they are managed by Google, the customer, or both.
It covers different aspects such as infrastructure security, data protection, and compliance requirements.
Analyze PCI Compliance:
Use the matrix to understand which PCI DSS requirements are inherently addressed by Google Cloud.
Identify the controls you need to implement and manage as a customer to ensure full compliance.
By reviewing this document, you can gain a comprehensive understanding of the inherent controls provided by Google Cloud and the
responsibilities you must fulfill to achieve PCI compliance.
Reference:
Google Cloud Compliance Documentation
PCI DSS Compliance on Google Cloud

NEW QUESTION # 250 
You are creating a new infrastructure CI/CD pipeline to deploy hundreds of ephemeral projects in your Google Cloud organization
to enable your users to interact with Google Cloud. You want to restrict the use of the default networks in your organization while
following Google-recommended best practices. What should you do?

A. Enable the constraints/compute.skipDefaultNetworkCreation organization policy constraint at the organization level.
B. Create a cron job to trigger a daily Cloud Function to automatically delete all default networks for each project.
C. Grant your users the 1AM Owner role at the organization level. Create a VPC Service Controls perimeter around the
project that restricts the compute.googleapis.com API.
D. Only allow your users to use your CI/CD pipeline with a predefined set of infrastructure templates they can deploy to skip
the creation of the default networks.

Answer: A

Explanation:
Enable the constraints/compute.skipDefaultNetworkCreation organization policy constraint at the organization level.
https://cloud.google.com/resource-manager/docs/organization-policy/org-policy-constraints -
constraints/compute.skipDefaultNetworkCreation This boolean constraint skips the creation of the default network and related
resources during Google Cloud Platform Project resource creation where this constraint is set to True. By default, a default network
and supporting resources are automatically created when creating a Project resource.

NEW QUESTION # 251 
A cloud customer has an on-premises key management system and wants to generate, protect, rotate, and audit encryption keys
with it. How can the customer use Cloud Storage with their own encryption keys?

A. Upload encryption keys to the same Cloud Storage bucket
B. Use Customer-Supplied Encryption Keys (CSEK)
C. Declare usage of default encryption at rest in the audit report on compliance
D. Use Customer Managed Encryption Keys (CMEK)

Answer: B



Explanation:
A is not correct because default encryption at rest uses Google-generated and Google-managed keys, hence does not address the
use case.
B is not correct because you'll first need the encryption keys in order to decrypt the data in this Cloud Storage Bucket, but you
won't be able to have these encryption keys until you actually decrypt it. Customer-supplied encryption keys are not stored on
Google's infrastructure.
C is not correct because it doesn't address this scenario in which customer wants to use their own encryption keys from their own
key management system. This option will however be valid if the customer wants to use Google-generated and customer-managed
keys.
D is correct because you can choose to provide your own AES-256 key when using Cloud Storage. This key is known as a
customer-supplied encryption key (CSEK). If you provide a CSEK, Cloud Storage does not permanently store your key on
Google's servers or otherwise manage your key. Instead, you provide your key for each Cloud Storage operation, and your key is
purged from Google's servers after the operation is complete. Cloud Storage stores only a cryptographic hash of the key so that
future requests can be validated against the hash.
https://cloud.google.com/security/encryption-at-rest/
https://cloud.google.com/storage/docs/encryption/using-customer-supplied-keys
https://cloud.google.com/storage/docs/encryption/customer-supplied-keys
https://cloud.google.com/storage/docs/encryption/customer-managed-keys

NEW QUESTION # 252
......
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