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CheckPoint 156-587 Prüfungsplan:

Thema Einzelheiten

Thema 1
Advanced Identity Awareness Troubleshooting: This section of the exam measures the skills of heck Point
Security Consultants and focuses on troubleshooting identity awareness systems.

Thema 2
Advanced Access Control Troubleshooting: This section of the exam measures the skills of Check Point
System Administrators in demonstrating expertise in troubleshooting access control mechanisms. It involves
understanding user permissions and resolving authentication issues.

Thema 3
Advanced Site-to-Site VPN Troubleshooting: This section of the exam measures the skills of Check Point
System Administrators and covers troubleshooting site-to-site VPN connections.

Thema 4
Advanced Firewall Kernel Debugging: This section of the exam measures the skills of Check Point
Network Security Administrators and focuses on kernel-level debugging for firewalls. Candidates will learn
how to analyze kernel logs and troubleshoot firewall-related issues at a deeper level.

Thema 5
Advanced Troubleshooting with Logs and Events: This section of the exam measures the skills of Check
Point Security Administrators and covers the analysis of logs and events for troubleshooting. Candidates
will learn how to interpret log data to identify issues and security threats effectively.

Thema 6

Introduction to Advanced Troubleshooting: This section of the exam measures the skills of Check Point
Network Security Engineers and covers the foundational concepts of advanced troubleshooting techniques.
It introduces candidates to various methodologies and approaches used to identify and resolve complex
issues in network environments.

CheckPoint Check Point Certified Troubleshooting Expert - R81.20 156-587
Prüfungsfragen mit Lösungen (Q107-Q112):
107. Frage 
What are the three main component of Identity Awareness?

A. Identity Source, Identity Server (PDP) and Identity Enforcement (PEP)
B. Client, SMS and Secure Gateway
C. User, Active Directory and Access Role
D. Identity Awareness Blade on Security Gateway, User Database on Security Management Server and Active Directory

Antwort: A

108. Frage 
John has renewed his NPTX License but he gets an error (contract for Anti-Bot expired). He wants to check the subscription status
on the CLI of the gateway, what command can he use for this?

A. fwm lie print
B. show license status
C. fw monitor license status
D. cpstat antimalware-f subscription status

Antwort: D

109. Frage 
What information does the doctor-log script supply?

A. Repair options. Logging Rates, Logging Directories
B. Current and daily average logging rates. Indexing status, Size



C. Logging errors. Exceptions, Repair options
D. Logging rates, Logging Directories, List of troubleshooting tips

Antwort: B

Begründung:
The doctor-log script is a tool that provides information about the logging system and helps to identify and troubleshoot common
issues. The script runs automatically every night and generates a report that contains the following information:
* Current and daily average logging rates: This shows how many logs are being generated and received by the log server per
second. It can help to monitor the logging performance and identify any spikes or drops in the logging rate.
* Indexing status: This shows the status of the log indexing process, which enables faster and more efficient log searches. It can help
to identify any issues with the indexing system, such as delays, failures, or errors.
* Size: This shows the size of the log files and the disk space used by the logging system. It can help to manage the disk space and
plan for log rotation and backup.
The doctor-log script also provides some troubleshooting tips and repair options for common logging issues, such as corrupted log
files, missing log indexes, or low disk space. The script can be run manually or scheduled to run at a specific time. The script output
can be viewed in the SmartConsole or in the log server file system.
References: Check Point Troubleshooting Expert (CCTE) course, Module 2: Logs and Monitoring, Lesson
2.1: Logs and SmartEvent, Slide 19-21.

110. Frage 
You are using the Identity Collector with Identity Awareness in large environment. Users report that they cannot access resources on
Internet. You identify that the traffic is matching the cleanup rule instead of the proper rule with Access Roles using the IDC. How
can you check if IDC is working?

A. ad query | debug on
B. pep debug idc on
C. pdp connections idc
D. pdp debug set IDP all all

Antwort: C

111. Frage 
How does Identity Collector connect to Windows Server?

A. via Windows API
B. ADQuery is needed for connection
C. LDAP connection
D. It uses a PDP demon to connect

Antwort: A

112. Frage
......

Zertpruefung steht Ihnen ein umfassendes und zuverlässiges Konzept zur CheckPoint 156-587 Zertifizierungsprüfung zur Verfügung.
Unser Konzept bietet Ihnen eine 100%-Pass-Garantie. Außerdem bieten wir Ihnen einen einjährigen kostenlosen Update-Service.
Sie können im Internet kostenlos die Software und Prüfungsfragen und Antworten zur CheckPoint 156-587 Zertifizierungsprüfung
als Probe herunterladen.
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