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H #107

An admmistrator logged into NSX Manager to view host details. The administrator noticed that the "Tunnel” status for the ESXi
hosts, in the VI workload domain, is showing down.

What is a possible reason the ESXi host tunnels are showing down in NSX?

A. The IGMP has been disabled on the network.

B. The MTU setting for the host TEPs has been set to 1500.

C. The overlay traffic is being blocked by the gateway firewall.

D. The host TEP IP addresses are being dynamically assigned through DHCP instead of being statically assigned.

Ef#: B

fi e«
The "Tunnel" status in NSX indicates the status of the VXLAN tunnels used for commumication between ESXi hosts. If the MTU
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setting for the host Tunnel Endpoint (TEP) is incorrectly set to 1500, this can cause issues with VXLAN encapsulation, as VXLAN
packets typically require an MTU of at least 1600 bytes to fimction correctly. Setting the MTU too low can cause packet drops and
result in the tunnel status being down.

HH #108
AnIT teamneeds to ensure compliance and security for various database workloads managed by Data Services Manager.

Which three features of Data Services Manager should be leveraged to achieve this? (Choose three.)

A. Encryption of data at rest and in transit.

B. vSphere DRS for resource scheduling,

C. Integration with NSX for network security policies.

D. Role-based access control (RBAC) to restrict database access.
E. Automated patch management for database instances.

IEf#: A. D. E

R -

Automated patch management ensures that database instances are kept up-to-date with the latest patches, which is essential for
maintaining compliance and security.

Encryption of data at rest and in transit helps protect sensitive database data from unauthorized access and tampering, ensuring
compliance with security standards.

Role-based access control (RBAC) restricts database access based on user roles, ensuring that only authorized users have access to
sensitive data, which is crucial for compliance and security.

HH #109
Which feature of VMware Lifecycle Manager allows an administrator to manage the lifecycle of ESXi hosts by applying a consistent
image across the hosts in a cluster? (Choose three.)

A. Enable SSH on the ESXi hosts to manage encryption keys.

B. Create an encryption policy in vCenter.

C. Configure a Key Management Server (KMS) and add it to vCenter
D. Enable the encryption feature on the ESXi hosts.

E. Apply the encryption policy to the existing VMs.

IEf#: B. C. E

fi .«

A Key Management Server (KMS) is required to manage encryption keys in the environment, ensuring that encrypted data is
securely managed across ESXi hosts.

Creating an encryption policy in vCenter allows administrators to define how encryption is applied to virtual machines and data.
Applying the encryption policy to the existing VM ensures that the encryption settings are enforced on virtual machines that require
protection.

HR #110

An administrator needs to ensure that their VMware Cloud Foundation-based private cloud solution can support muilti-tenancy for
different departments within their organization.

What two configurations and components are necessary to achieve this? (Choose two.)

A. Use vSphere Resource Pools to allocate resources to different departments.
B. Deploy Aria Automation to enable self-service provisioning for tenants.

C. Configure VSAN storage policies for each departiment.

D. Use NSX to create isolated network segments for each tenant.

EME: AL D

A -
vSphere Resource Pools allow for the allocation of CPU, memory, and storage resources to different departments (tenants) within
the VMware Cloud Foundation environment. This ensures that each department has its own dedicated resources, preventing



resource contention between them
NSX can be used to create isolated network segments (logical networks) for each tenant, ensuring network security and
segmentation between departments. Each department can have its own isolated network environment.

HE #111

An Administrator is tasked with setting up a new workload domain with VMware Cloud Foundation. The workload domain will
have the following configuration:

vSphere with Tanzu to support Kubernetes workloads

NSX for container and virtual machine networking

Aria Operations will be configured for monitoring of the infrastructure Which three steps should be taken to complete the installation
and configuration of this workload domain? (Choose three.)

A. Deploy the Supervisor Cluster for laaS Control Plane.

B. Configure NSX segments for Kubernetes namespaces.

C. Install Aria Operations agents on all ESXi hosts.

D. Enable workload management in vCenter Server.

E. Integrate [aaS Control Plane with the existing vCenter Server.

Eﬁ: A\ B\ D

fEEHL -

NSX segments need to be configured for Kubernetes namespaces to provide network connectivity and isolation for the Kubernetes
workloads that will be deployed.

The Supervisor Cluster must be deployed as part of the IaaS Control Plane to manage the Kubernetes workloads and enable
vSphere with Tanzu.

Enabling workload management in vCenter Server allows the deployment and management of Kubernetes workloads alongside
virtual machines, utilizing vSphere with Tanzu.
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